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ABSTRACT. In 2004, Yang et al.[11]proposed a user identification and key distribution
protocol, which can derive a common secret key with among participants while providing
user logging with anonymity. However, Mangipudi and Katti[6] pointed out that Yang et
al.’s protocol[11] will suffer from denial of service attack. So they proposed new protocol
to overcome the drawback. Recently, Wang et al. [7] also proposed an identification and
key agreement protocol with user anonymity to improve upon the computation cost and
communication overhead for the above protocol. Wang et al.’s protocol[7] may be suitable
for mobile devices with restricted resources. Under limited resources, storage space and
computation cost will be limiting factors for rapid communication with more servers. In
this paper, we propose a modified protocol to improve Wang et al.’s protocol with the
addition of DoS resistance and decreased communication cost.
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1. Introduction. When a user wants to securely access a resource or request for ser-
vice, they will take the initiative to establish a login session with the server, and after
mutual authentication agree to a common session key to protect subsequent exchanged
messages|1,2,3,5]. In 2000, Lee and Chang [4] proposed a user identification and key dis-
tribution protocol that attains user anonymity based on public key cryptography (RSA)
and hash functions over distributed environments. However, Wu and Hsu[8] pointed out
that Lee et al.’s protocol[4] is vulnerable to server spoofing and the identity of a valid
user could be exposed. So they proposed an improved method for enhancing security and
efficiency. Later, Yang et al.[11] showed a new weakness in Wu and Hsu'’s protocol where
a service provider could obtain a valid user’s secret token after an exchange of messages.
As such, Yang et al. proposed a protocol that overcomes the weakness of Wu and Hsu’s
protocol and achieves user anonymity, user identification and key agreement. In 2006,
Mangipudi and Katti[6] pointed out that Yang et al.’s protocol possessed a vulnerability
which can be exploited to launch a Denial-of Service (DoS) attack. At the same time,
Mangipudi and Katti proposed a secure identification and key agreement protocol with
user anonymity (SIKA)[6]. Unfortunately, Wang et al.[7] pointed out the aforementioned
protocols[4,6,8,11] are not suitable for pervasive computing environments. Because the
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user requires access to services from multiple servers, computation cost, and storage space
requirements may exceed device capabilities. Apart from user anonymity, three attrac-
tive features are included in Wanget al.’s protocol: (1) each user only needs to maintain
one secret, even for accessing several service providers; (2) the server is not required to
maintain a list of passwords; (3) if a new service provider joins the system, and the user’s
master key does not need to be updated. In previous methods[12,13,14,15], the user and
server must expend considerable computation cost, and public and secret key lengths are
long, so these protocols are not suitable for implementation in environments with modest
capability devices[9,10]. In this paper, we propose a modified protocol to improve upon
Wang et al.’s to resist DoS and decrease communication cost.

The paper is organized as follows: In Section 2, we review Wang et al.’s scheme|7] and
analyze its weaknesses. In Section 3, we propose our scheme. In Section 4, the security
analysis of our proposed scheme is discussed in comparison with Wang et al.’s scheme.
Finally, in Section 5, we conclude the paper.

2. Review and Analysis of the Wang et al.’s Scheme. In 2011, Wang et al. pro-
posed a secure and efficient identification and key agreement protocol with user anonymity
(SEIKA)[7], they also proved security by using the random oracle model, and described
other protocols[4,6,8,11] as not suitable in pervasive computing environments. A review
and analysis of the Wang et al.’s scheme is given in this section.

2.1. The Wang et al.’s Scheme. Wang et al.’s scheme[7]| consists of two phases: a
parameter generation phase, and an anonymous user identification and key agreement
phase. Descriptions of these phases are given below.

TABLE 1. Notation

U. The identity of a client.

U, The identity of a server.

Ex (M) A plaintext M encrypted using a secure symmetric key K.
Dg(C) A ciphertext C decrypted using a secure symmetric key K.
t; and £ Two random numbers chosen by U, and Us.

H(") Public one-way hash function and the output length is 1.

Phase 1: Parameter generation phase: The related parameters in this scheme are
as follows:

1. A smart card producing center (SCPC) chooses a large prime number ¢(q > 2'%)
and two field elements (a,b). Where a € ¢,b € ¢ must satisfy4a® + 27b* mod ¢ #
0, and the elliptic curve equation is defined as: E,: y* = 2* + ax + b.

2. The server generates a point G from order n which satisfies n x G = 0 and n /2.

3. Every user (U, U;) has to register on the SCPC. For each user, the SCPC selects

a random number X; and computes a public key PK; = X; x GG, where X; < n.

4. A public key table which contains the identities and the public keys of the reg-
istered users in the SCPC.

Phase 2: Anonymous user identification and key agreement phase: User ¢ per-

forms the following steps to log-in to the server:
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T1=1yxG
Ki=t;xPKg

Ky=XcxPKg
My =Eg, ((Uc|K2)|Vencey) (T M)

Kj=XgxT
Decrypt (M7)
Ky =XgxPKe
K3=1,%xPKo
Thy=t3xG
(Th.M3) My =Eg (H(K; HNoncel)HNoncez)

K3=XcxD

Decrypt (M)

VerifiH (K||Nonce))

SK = H(Noncel”.\fonce: “K; )

F1GURE 1. Anonymous user identification and key agreement phase

Step 1: The client selects a random number ¢;, obtains the server’s public key
PKg = Xg x GG and calculates K; = t; x PKg and T} = t; x GG. The client
encrypts My = Eg, (Uc|[Noncey) by using K;. Ty and M; are passed to the
server.

Step 2: After the server receives 171 and M, it will calculate K7 = Xg x T7 and
Dy, (M) and get Us, Ky and Nonce;. The server will verify one thing:

1. Is Ug stored in the public key table?

2. Is the value of Ky correct? (This is to confirm whether someone forged a

legitimate client identity.)

If either of these checks is false, the server revokes the agreement. If the checks
are true, the server chooses a random number ¢, and retrieves the client’s public
key PKc = X¢ x G from public key table. The server calculates Ky = Xg x
PKe, K3 = ty x PKg, and Ty = ty x G. Then, the server encrypts My =
Ex,(H(Ks||Noncey)||Noncey) by using K3. Finally, the server sends (T, M) to
the client.

Step 3: The client calculates Ky = X¢ x Ty and employs it to decrypt M, and
to verify H(K3||Noncey) is correct or not. Then the client calculates K3 =
X¢ x PKg and sends M3y = H(K3||Nonces) to the server and calculates the
session key SK = H(Nonce;||Nonces|| K3).

Step 4: The sever checks (K3||Nonces). If they are the same, the server calculates
a session key SK = H(Nonce;y||Nonces| Ks).

2.2. Security Analysis of Wang et al.’s Scheme. An attacker can initiate a regis-
tration and by sending T7& M, to the server. The server verifies the identity that actually
is the attacker disguised, and calculates the next step. The attacker need not respond the
T5& M that the server sends. So the server calculates To& M, and awaits message Ms.
In this way, multiple incomplete handshakes can exhaust server resources.

3. The Proposed Scheme. We improve on Wang et al.’s scheme[7] and propose an
improved identification and key agreement protocol. Our proposed scheme consists of
two phases: a parameter generation phase, and an anonymous user identification and key
agreement phase.

Phase 1: Parameter generation phase: This phase is modelled after Wang et al.’s

scheme. The related parameters in this scheme are as follows:
1. A smart card producing center (SCPC) chooses a large prime number ¢(q > 219%)
and two field elements (a,b). Where a € ¢,b € ¢ must satisfy4a® + 27b* mod ¢ #
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0, and the elliptic curve equation is defined as: E,: y* = 2* + ax + b.
2. The server generates a point G from order n which satisfies n x G = 0 and n /2.

3. Every user (U, U;) has to register on the SCPC. For each user, the SCPC selects
a random number X; and computes a public key PK; = X; x GG, where X; < n.

4. A public key table which contains the identities and the public keys of the reg-
istered users in the SCPC.

Phase 2: Anonymous user identification and key agreement phase: Useri per-
forms the following steps to log-in to the server (as depicted in Figure 1):

Step 1: The client selects a random number t;, obtains the server’s public key
PKgq = XgxG and calculates K; =t x PKg, Ky = X x PKgand T} = t; XG.
The client encrypts My, = Fg, (Uc||Kz||Noncey) by using K;.Then, T} and M,
will be passed to the server.

Step 2: After the server receives 171 and M, it will calculate K7 = Xg x T7 and
Dy, (M) and get Ug, Ky and Nonce;. The server will verify one thing:

1. Is Ue stored in the public key table?

2. Is the value of Ky correct? (This is to confirm whether someone forged a

legitimate client identity.)

If either of these checks is false, the server revokes the agreement. If the checks
are true, the server chooses a random number ¢, and retrieves the client’s public
key PKc = X¢ x G from public key table. The server calculates Ky = Xg x
PKe, K3 = ty x PKg, and Ty = ty x G. Then, the server encrypts My =
Ex,(H(Ks||Noncey)||Noncey) by using K3. Finally, the server sends (T, M3) to
the client.

Step 3: The client calculates K3 = X¢ x Ty and employs it to decrypt M, and
to verify H = (Ks||Noncey). Then the client calculates the session key SK =
H(Noncey||Nonces|| K3).

4. Security Analysis and Comparison. In this section, we will analyze the security
of our proposed scheme and make comparisons with related schemes.

4.1. Security Analysis. We propose a modified protocol to improve Wang et al.’s
scheme which resists DoS attacks and decreases communication cost. We discuss two
different aspects of our approach:

DoS attack resistance: When the attacker initiates a registration, the method of
Wang et al.[7] has to wait until the step three in order to authenticate the user. So
the attacker can continue to send T7& M; messages to the server. The server verifies
the legitimate identity that is the attacker disguised, and calculates the next step.
In our method, the attacker must produce K, by using the client’s secret key X¢
and the server’s public key PKg, and send the message M, = Fy, (Uc|| K| Nonce)
to the server in step one. Then the server calculates Ky by using secret key Xg and
the client’s public key PK¢s to check the value of K5, When a message is forged
without secret key X¢, the message will fail the check since Kyo # Ksg. This allows
the server reject messages from attackers masquerading as legitimate clients from
the beginning.

Mutual authentication: In step two, the server decrypts M; to get K5, and verifies
the client by using the value of K5 to check if the client is not a forgery. The attacker
does not know the value of X¢ in Ky = X X PKg, so the server can confirm the
legitimacy of the client by checking message M;. In addition, the client can verify
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the value of H(Ks||Noncey) in the server’s My. If it is a masquerading server, when
the client decrypts M, to verify, the interior value H(Ks||Noncey) # H(Ks||Nonce?)
will not be the same. Using these two verifications, the client is no longer required
to produce message M3. In our proposed scheme, the number of messages and cost
of communication is less than Wang et al.’s method.

4.2. Comparison. The following table compares the properties of the proposed scheme
and previous schemes:

TABLE 2. Properties of the proposed scheme versus previous schemes

Our scheme | Wang|[7] | SIKA[6] | Lee[4] | Wu[8] | Yang[11]
C1 Yes Yes Yes Yes Yes Yes
C2 Yes Yes Yes No No No
C3 Yes Yes Yes Yes Yes Yes
C4 Yes Yes No No No No
C5 Yes Yes No No No No
C6 Yes Yes No No No No
C7 Yes Yes Yes No Yes Yes
C8 Yes Yes Yes Yes Yes No
C9 Yes Yes Yes No Yes Yes
C10 Yes Yes No Yes No Yes
C11 Yes No Yes Yes Yes No
C12 Yes Yes No No No No

C1 no password table

C2 mutual authentication

C3 session key agreement

C4  low communication and computation cost

C5  no time-synchronization problem

C6 The participant does not need to hold the system or other participant’s public key
C7 The identity of the client will be protection

C8 If a session key is compromised, it will not affect other session keys
C9 The simulation server cannot be deceived to the client

C10 No one can simulate a client to obtain services from the server

C11 The denial of service attack cannot work in the protocol

C12 Improve accuracy of the reliability and safety analysis

5. Conclusion. In this paper, we review Wang et al.’s scheme[7] and discuss the major
drawbacks of their scheme. Then we proposed a modified protocol to improve Wang et
al.’s scheme to resist DoS and also reduce computation and communication costs while
maintain all the benefits of the Wang et al.’s scheme.
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