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ABSTRACT. To date, the cloud storage system has been well developed. It is a sys-
tem that provides users with large storage, high computation ability, and convenience.
However, users cannot fully trust a cloud storage system because it is an “honest but
curious”’server. For this reason, protecting data confidentiality and data integrity are
two important issues in a cloud storage system. In this paper, we present our design
a secure scheme based on RSA encryption and Shamirs secret sharing schemes. The
experimental results and security analysis show that our scheme can effectively ensure
data confidentiality and check data integrity. In addition, we compare the computational
cost with RSA encryption scheme.

Keywords: Cloud storage system, Data confidentiality, Data integrity, RSA cryptosys-
tems, Secret sharing

1. Introduction. With the rapid development of the Internet and digital technology,
people own a lot of “large-data,”such as images and videos. In the past, people stored
this data in a personal computer or USB flash drive. When large-data is stored in a
personal computer, it cannot be backed up easily, and storing extensive data on a USB
flash drive is costly and can be risky. In a worst-case scenario, large-data stored in a
personal computer or USB flash drive might be lost, or the storing device might break.
Therefore, portability and data that are easy to backup are basic requirements for data
storage. Cloud technology has undergone significant development recently, including cloud
storage, which is an importation service of cloud technology. A cloud storage system
provides certain advantages for users, including large storage, high computation ability,
and convenience. Users can pay a relatively low price to obtain the same quality of service.
Hence, cloud storage service is widely applied to the real world.

For instance, Samsung’s the smart camera products are an application example of the
cloud storage system. At first, the user uses a smart camera to take a picture. Then the
user opens the Wi-Fi function on the smart camera. Consequently, the user can directly
upload the picture from the smart camera to the cloud storage system via Wi-Fi. In this
way, the user does not worry about low memory or memory loss problems. Admittedly, a
cloud storage system provides many advantages to users, but some security misgivings will
be generated. The main cause of security misgivings is that the cloud storage provider

288



A Robust Image Encryption Scheme Based on RSA and Secret Sharing for Cloud Storage Systems 289

is an “honest but curious”server. The content of stored data is obtained without an
encryption procedure. Furthermore, the user’s personal privacy is divulged. Therefore, it
is important to ensure data privacy and integrity in a cloud storage system. The literature
has proposed many schemes to ensure the security of cloud systems [1-7].

The most common method of ensuring data confidentiality is to encrypt the data before
the data are uploaded to the cloud storage system [8-13]. When a user wants to upload
data to the cloud system, she/he uses a public key or secret key to encrypt the data. Then
the encrypted data are transferred to the cloud system. Once the user wants to obtain
the data, she/he downloads the encrypted data and uses the private key or secret key
to decrypt it. In this manner, data confidentiality can be protected. However, the user
computes at least one-time encryption and one-time decryption processes. If a user needs
to back up copy to multiple cloud systems, computation costs will increase significantly.

Some existing schemes [14-17] utilize an independent auditing service to ensure data
integrity. When data are stored in a cloud storage system, a user may worry that the
data will be lost or damaged. Hence, a user can request an auditing service to check the
datas integrity. In an independent auditing service, neither the user nor the cloud system
provider is the auditor. In order to provide unbiased auditing, the auditor should be a
third party. Therefore, there are two assumptions in this situation. The first is that the
third-party auditor can be trusted. The other is that the third-party auditor cannot know
the content of the data.

According to the aforementioned assumptions, the objective of our proposed scheme
was to achieve security and high efficiency for images stored in multiple cloud storage
systems. The contributions of our proposed scheme are listed below:

(1) We utilize the concepts of Shamirs secret sharing [18] and the RSA encryption cryp-
tosystem [19] to design our scheme.

(2) In our scheme, an authorized user can check data integrity by her/him-self without
an unbiased auditor. Even if some shadows stored in multiple cloud storage systems are
lost or broken, the user can still check data integrity.

(3) Our scheme satisfies two basic security requirements: data confidentiality and data
integrity. Furthermore, our scheme also can resist statistical and entropy-based attacks,
which makes it highly robust.

(4) Our scheme is more efficient than the normal RSA encryption scheme. More specifi-
cally, the user needs to perform a one-time encryption operation and a one-time decryption
operation in the normal RSA encryption scheme. However, in our proposed scheme, the
user performs Shamirs secret sharing procedure and decryption operation only once.

The remainder of this paper is organized as follows. In Section 2, we introduce Shamir’s
secret sharing scheme and an RSA encryption scheme. Then, in Section3, we propose a
secure encryption scheme for cloud storage systems. The experimental results and security
analysis are presented in Sections 4 and 5. Finally, Section 6 presents the conclusions.

2. Related works. In this section, we briefly review the basic fundamentals of our
scheme. In Subsection 2.1, we introduce Shamir’s secret sharing scheme [18] and in
Subsection 2.2, we introduce the RSA encryption scheme [19].

2.1. Review of Shamir’s secret sharing scheme. In 1979, Shamir proposed a (¢, n)
threshold secret sharing scheme [18]. In this sharing scheme, the secret data S is divided
into n shares S, Ss, ..., S, and the goals are shown below:

(1) When anyone collects ¢ or more than ¢ shares, the secret data S can be easily recon-
structed.

(2) When anyone collects ¢ — 1 or fewer than ¢t — 1 shares, the secret data .S cannot be
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reconstructed.
Here, we briefly show how to divide secret data S into n shares in the share-generation
phase, and how to reconstruct the secret data S in the secret-reconstruction phase.
A. Share-generation phase. At first, we randomly choose ¢t — 1 random numbers, a;,
as, ..., a;_1, and generate a polynomial function f(x) = S + a1 + axx® + ... + a;_12t!
mod P, where P>S and ay, as, ..., a;_1 belong to a finite field GF(P). Then, we compute
n shares y; as f(x;), where z; means public information. Finally, y; is securely distributed
to shareholder U; via a secure channel.
B. Share-reconstruction phase. Once we collect at least ¢ shares from shareholders,
we can easily reconstruct the original polynomial function f(z) by using the following
Lagrange interpolating formula:
t t
f@=>u [T =—= (1)
=1 Li — xj

=1 j=lj#i

The secret data S is equal to f(0).

2.2. Review of RSA encryption scheme. In 1978, Rivest, Shamir and Adleman pro-
posed a public key cryptosystem [19]. Their scheme is divided into two phases: the key
generation phase and the encryption/decryption phase. Here, we assume that Alice per-
forms the key generation to obtain her public and private keys, and Bob wants to send a
message to Alice in the encryption/decryption phase.

A. Key generation phase. At first, Alice chooses two strong primes [20, 21], p and
q, such that p = 2p' + 1 and ¢ = 2¢' + 1, where p’ and ¢ are two large primes. Alice
continues to choose a public key e, such that ged(e,¢(n)) = 1, where N = p X ¢ and
¢(n) = (p—1) x (¢—1). The details of Euler’s totient function ¢(n) can be found in [22].
When Alice obtains the public key e, she can compute the corresponding private key d,
such that ed = 1 (mod ¢(n)). Finally, Alice publishes the public key (e, N), and keeps
the private key (d, p, q) secretly.

B. Encryption/decryption phase. When Bob wants to send a message M to Alice, he
must use Alice’s public key to encrypt message M as C'= M*® mod N. Then Bob sends
the ciphertext C' to Alice via an insecure channel. Once Alice receives the ciphertext C'|
she can obtain message M by using the private key to decrypt C, i.e. M = C?¢ mod N.

3. Proposed Scheme. In this section, we propose a novel scheme to save a secret image
in multiple cloud storage systems with confidentiality, robustness, and integrity. First, we
outline the architecture of our scheme; then, we describe our scheme in detail.

3.1. Architecture of our scheme. Our scheme features two phases, 1) the construction
phase, and 2) the recovery phase. In the construction phase, the user uses Shamir’s secret
sharing scheme to share an original secret image I into several share images SI*, and
uploads SI* to the cloud storage system Cloud”, where k = 1,2, ...,n. When each cloud
storage system Cloud® receives share image SI*, the cloud storage system Cloud® can
encrypt the share image SI* into the encrypted-share image EnSI* by using the user’s
public key. The encrypted-share image EnSI* is the cipher image. Finally, the encrypted-
share image EnSI* is stored on the database of the cloud storage system Cloud*, where
k =1,2,...,n. Figure 1(a) illustrates the flowchart of the construction phase. In the
recovery phase, the user downloads the cipher image from multiple cloud storage systems,
and uses the interpolating formula to recover the image. In this paper, we call this
image an encrypted-recover image RI. Then the user uses the private key to decrypt the
encrypted-recover image into the recover image I . If the private key is corrected, recover
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image I will be equal to the original image I. Figure 1(b) illustrates the flowchart of the
recovery phase. The phases are discussed in detail in Subsections 3.2 and 3.3, respectively.

Share image SI'  Encrypted-shareimage EnSI'

Encrypted-share image E nﬁ[1

Share image S/*  Encrypted-share image EnSI° ~ \;
. . Encrypted-share image EnSI?

Secret image |

/,,/E'r/lcrypted—recover image R/ Recover image /'

Share image S/”  Encrypted-share image EnsS7”

Encrypted-share image EnSI’

(a) (b)

FiGURE 1. Flowchart of the construction phase and the recovery phase

3.2. Construction phase. In this phase (Fig. 1(a)), user U needs to generate n share
images SI* for secret image I, and each cloud storage system Cloud® will encrypt the
share images SI* for user U, where k = 1,2, ...,n. Here, we assume that user U already
generates the public and private keys according to Subsection 2.1, and secret image [ is
a gray image with a size of H x W pixels. User U and the cloud storage systems execute
the following steps to complete this phase.

Step C1. For each pixel value I(3, j) of secret image I, one polynomial function will be
generated by user U. First, user U needs to choose ¢ random numbers, al{j, a?yj, e ,a;j,
and compute a polynomial function f;;(z) = I(i,j) + a;;x + ai j2° + ... + a} ;2" mod P,
where 1 < i < H, 1 <35 < W, and I(i,7)<P. Therefore, for secret image I, there are
H x W polynomial functions to be obtained.

Step C2. Then user U chooses n random numbers, xi,xs,...,x,. Subsequently,
random number z; is chosen as an input, and the computed value, ¢/¢.) (@) is assigned
to the pixel value SI*(i,j) of the share images SI*, where 1 < k < n, 1 < i < H,
1 <j < W, and g is a generator of Z3. When n share images are generated, user U will
upload share image SI* into the cloud storage system Cloud®, respectively.

Step C3. Upon receiving share image SI*¥ from user U, the cloud storage system
Cloud® will employ the user’s public key to compute the encrypted-share image EnSI*
as EnSI* = (SI¥)¢ mod N. After that, the encrypted-share image EnSI* will be stored
in the database of the cloud storage system Cloud*.

3.3. Recovery phase. In this phase (Fig. 1(b)), user U can collect the ¢ encrypted-share
images to get the encrypted-recover image RI, and use the self-private key to recover the
original secret image I that he/she wants to recover.

Step R1. First, user U downloads t encrypted-share images EnSI* from the ¢ cloud
storage systems. Second, user U can obtain the encrypted-recover image RI according to
the following formula:

t
RI(i,j) = [] EnSI*(i, j)lerr 555 (2)
k=1

forl1<i<Hand1<j<W.
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Step R2. Upon obtaining the encrypted-recover image RI, user U computes the
recover image I’ as I'(i,7) = log, RI(i,7)" for 1 <4 < H and 1 < j < W. If the private
key d is correct, the recover image I’ is equal to the original secret image I; otherwise, I’
and I are not the same.

4. Experimental results. In this paper, the four gray-scale images (512 x 512 pixels)
are used in our scheme, i.e., Lena, Baboon, F-16, and Peppers. Here, the four gray-scale
images were like the secret images shown in Figure 2. In the construction phase, Shamir’s
(3, 4) threshold secret sharing and the RSA cryptosystem are considered. Therefore,
the share images and the encrypted-share images of Lena are shown in Figures 3 and 4.
When user U performs the recovery phase, he/she can obtain the encrypted-recover and
the recover images shown in Figures 5 and 6. Fig. 2(a), Fig. 2(b), Fig. 2(c), and Fig.
2(d) are same as Fig. 6(a), Fig. 6(b), Fig. 6(c), and Fig. 6(d), respectively. Experimental
results demonstrate that our scheme can retrieve the original secret image without any
lossless.

FIGURE 2. The secrete images : (a) Lena, (b) Baboon, (c¢) F-16, and (d) Peppers

(a) (b) () (d)

FIGURE 3. Experimental results of the share images of Lena : (a) share
image 1, (b) share image 2, (c) share image 3, and (d) share image 4

(a) (b) () (d)

FIGURE 4. Experimental results of the encrypted-share images of Lena (a)
encrypted-share image 1, (b) encrypted-share image 2, (¢) encrypted-share
image 3, and (d) encrypted-share image 4
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(a) (b) (c) (@

FIGURE 5. Experimental results of the encrypted-recover images : (a)
Lena, (b) Baboon, (c¢) F-16, and (d) Peppers

FIGURE 6. The recover images : (a) Lena, (b) Baboon, (c) F-16, and (d) Peppers

5. Analysis of security and computational complexity. In this section, we analyze
the security and computational complexity of our proposed scheme. First, we show that
our scheme can ensure data confidentiality and data integrity, and prevent statistical and
entropy-based attacks. Then, the computational performance of our scheme is low.

5.1. Security analysis. .

A. Data confidentiality. Since our scheme uses RSA encryption to ensure data con-
fidentiality, i.e., the encrypted-share images EnSI', EnSI?,..., EnSI™ are encrypted by
the user’s public key, the security of our scheme is the same as RSA encryption. If an
illegal user wants to decrypt the encrypted-share image, he/she first needs to solve the
prime factorization problem, i.e., break the RSA assumption. Therefore, data confiden-
tiality is guaranteed in our proposed scheme.

B. Data integrity. In the recovery phase, user U downloads at least ¢ encrypted-share
images from multiple cloud storage systems; he/she can retrieve the encrypted-recover
image RI that is encrypted by the user’s public key. Finally, the user can obtain the
secret image I by employing the corresponding private key to decrypt RI. Once user
U wants to check data integrity, he/she can download ¢ encrypted-share images twice.
Then user U retrieves the encrypted-recover images RI; and RI, by performing Step R1
of Subsection 3.3. Finally, user U checks whether RI; is the same as RI5 or not to ensure
data integrity. In this manner, although some encrypted-share images are broken or lost,
the user still can check data integrity.

C. Statistical and entropy-based attacks. Here, we statistically analyze the secu-
rity of our scheme, i.e., histogram distribution, correlation of the adjacent pixels, and
information entropy.

C1. Histogram distribution. In this analysis, the gray-scale image “Lena” (512x512
pixels) was used in our scheme. The plain image is the secret image and the cipher images
are encrypted-share images. In a secure encryption scheme, the histograms of the cipher
images should be uniform. In Figure 7, we can see that the histogram of the cipher images
seems fairly uniform and that these images are quite different from the plain image.



294 H.L. Wu and C.C. Chang

(d) (e)

® (2 ()

FIGURE 7. Histograms of the plain image and cipher images : (a) plain
image, (b) cipher image 1, (c) cipher image 2, (d) cipher image 3, (e) cipher
image 4, (f) histograms of plain image, (g) histograms of cipher image 1,
(h) hlstograms of cipher image 2, (i) histograms of cipher image 3, and (j )
histograms of cipher image 4

C2. Correlation of the adjacent pixels. Generally speaking, there are high corre-
lations of the adjacent pixels in the plain image, while the adjacent pixels in the cipher
images have low correlations. In order to measure the correlation performances in our
scheme, correlation coefficient r is computed by the following formula:

HxW)/2 (HxW)/ HxW)/2
_— Z( W) ( Z; — (HXW) Z . ) X (yz' T @ X2W) Zng % yz‘) (3)
HxW)/2 HxW)/2 HxW)/2 HxW)/2 ’
\/Z( </ ( T (ij) ZE 1>< )/ Z) Z( </ ( Yi — (HEW) Zg:lx )/ yi)2

where z; and y; are adjacent pixels, and H x W is the size of the text image. Table 1 shows
the distributions of the adjacent pixels in horizontal, vertical, and diagonal directions,
respectively. We can see that the coefficient values r of the plain images are between
0.76 and 0.99, and the coefficient values r of the cipher images are all close to 0. This
means the cipher images have low correlation, and our scheme is robust against statistical
attacks.

C3. Information entropy. In 1948, Shannon introduced and defined the concept
of “information entropy”[23]. Information entropy is a random variable that can express
the chaotic degree of information content. In a robust encryption scheme, the value of
information entropy should be higher. To measure the robustness of our proposed scheme,
information entropy H(I) was computed by the following formula:

=— Zp(l’z‘)logz P(z;), (4)

where T' denotes the test image, x; denotes the pixel value of text image T', and the P(x;)
denotes the probability of x;. Here, the test images are the plain and cipher images.
Table 2 shows the results of information entropy in those images. For a gray-scale image
in simulation, there are 256 symbols; therefore, the upper bound of information entropy
is 8. In our scheme, the values of the information in the cipher images are all 7.99. This
means our scheme is robust against entropy-based attack.

5.2. Computational performance. In this subsection, we compare the performance
of a normal RSA scheme and our scheme. According to [24], we know that one secret
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TABLE 1. The experimental results of correlation coefficients

Image

Lena

Baboon

F-16

Peppers

horizontal

Plain image

0.978910

0.915640

0.966250

0.987290

Cipher image 1

0.000323

0.001678

0.000011

0.001072

Cipher image 2

0.001933

0.000200

0.000909

0.000767

Cipher image 3

0.000150

0.000556

0.002007

0.001782

Cipher image 4

0.002473

0.001638

0.000688

0.005251

vertical

Plain image

0.987340

0.791370

0.964320

0.986130

Cipher image 1

0.000241

0.000691

0.000661

0.001596

Cipher image 2

0.000039

0.001293

0.000458

0.003469

Cipher image 3

0.003137

0.000477

0.000280

0.000159

Cipher image 4

0.000467

0.000436

0.000807

0.001518

diagonal

Plain image

0.965730

0.766800

0.937460

0.975350

Cipher image 1

0.001379

0.003924

0.002771

0.003227

Cipher image 2

0.001037

0.001065

0.000661

0.000659

Cipher image 3

0.000907

0.001400

0.001602

0.000399

Cipher image 4

0.002552

0.002093

0.001534

0.002408
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TABLE 2. Results of information entropy in the test images

Entropy Lena | Baboon | F-16 | Peppers
Plain image | 7.43 7.31 6.49 7.57
Cipher image 1 | 7.99 7.99 | 7.99 7.99
Cipher image 2 | 7.99 799 | 799 | 7.99
Cipher image 3 | 7.99 799 | 799 | 7.99
Cipher image 4 | 7.99 799 | 799 | 7.99

sharing scheme (SSS) is about 2,600 times faster than one asymmetric cryptosystem (RSA-
1024). In a normal RSA scheme, the user needs to perform one asymmetric cryptosystem,
i.e., one encryption operation and one decryption operation. In our scheme, we use the
homomorphic property of the RSA cryptosystem and Shamirs secret sharing scheme to
implement this scheme. Therefore, the user performs only one SSS and one decryption
operation. As the above result shows, our proposed scheme can reduce the computation
cost significantly compared to the normal RSA scheme.

6. Conclusions. In this paper, we have combined SSS and RSA technologies to accom-
plish a novel and effective encryption scheme for secret image stored in multiple cloud
storage systems. Our proposed scheme can achieve the basic security requirements, such
as data confidentiality, data integrity, and high robustness. In addition, this scheme allows
users to check the integrity of secret image by her/himself, even broken or lost images
stored in cloud storage systems. Analyses and simulations demonstrate that our scheme
can be effective against statistical and entropy-based attacks, and the computational cost
is lower. Therefore, our scheme is effective and practical for use in a cloud storage system.
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