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ABSTRACT. This paper proposed a procedure to preserve the authentication data in a
image after it has been resized. Based on the fault tolerance property of secret sharing
scheme, the goal of this paper is achieved. Recently, many different kinds of display
devices are used. It is necessary to modify image size for fitting different display devices.
Because the resizing methods include image cropping, image smoothing and pizel value
interpolation, the hiding data may loss after the resizing process. By means of embedding
data in many locations of the host image, the information will preserve after cropping
procedure. The hiding data may not delete after the image has been resized. The result
1s suitable to extend for the wvideo copyright protection between different devices. An
experiment is also presented.
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1. Introduction. Recently, many commercial products are invented to show videos and
images. These products include television, smart phone, tablet, and computer. The
resolutions of these devices are different. Because cost consideration, there is only one
version in the produce step for most videos. Although it is easy to resize the images by
simple sampling process directly. People will not feel good when they watch the video
which just been scale or crop. It is necessary to resize the video for many display devices.
Furthermore, it is very important to protect the copyright for media holder. There are
many approaches to protect the copyright. For example, digital signature, watermarking
and data hiding, etc. However, the hiding data may disappear after image processing.
This paper studies a method to overcome this problem especially focus on cropping type
image resizing.

The rest of this paper is organized as follows: the background knowledge is show in
Section 2; the method is proposed in Section 3; Experimental results are shown in Section
4. Finally, the discussion is represented in Section 5.

2. Background knowledge. Before describe the method, it is necessary to explain some
basic knowledge. The basic knowledge include finite field, secret image sharing, image
resizing and data hiding. The detail is shown as below:

2.1. Finite Field. A finite field is a field that contains a finite number of elements, called
its order. A finite field is a set on which the operations of commutative multiplication,
addition, subtraction and division have been defined. In general, finite fields are given by
the integers modulo a prime. Finite fields only exist when the size is a prime power p*
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(where p is a prime number and k is a positive integer). For each prime power, there is a
finite field with this size, and all fields of a given order are isomorphic. Finite fields are
fundamental in a number of areas of mathematics and computer science, including num-
ber theory, algebraic geometry, Galois theory, finite geometry, cryptography and coding
theory. In this paper, p is assigned as 2 and k is assigned as 8.

2.2. Secret Image Sharing. Secret sharing was first introduced by Shamir [1]. Tt is a
reliable method for the protection of cryptographic key with many good properties. It
also is a perfect threshold scheme, with the size of each share not exceeding the size of
the secret and the security does not rely on unproven mathematical assumptions. It is
presented below as mention in Ref [2], the algorithm is shown as below:

Algorithm 1 Secret Sharing Scheme

Initialization Phase

1. D choose w distinct, non-zero elements of Z,,1 < ¢ < w denoted x;, (this is where
we require p > w+ 1 ). For 1 <i <w, D gives the value x; to P;. The values z; are
public.

Share Distribution

2. Suppose D wants to share a key K € Z,. D secretly chooses (independently at
random) ¢-1 elements of Z,, ay,...a;_1.

3. For 1 <i <w ,D computes y; = a(x;), where
t—1
a(z) =K+ > a;x? mod p
=1

‘]7
4. For 1 <14 < w ,D gives the share y; to P;

In 2002, Thien and Lin extend the scheme to image [3], named “Secret Image Sharing”.
They changed the values of a; into a corresponding pixel value of a secret image. In an
(r,n) image sharing system [1] [4] [5], n shares Ly, Lo, ..., L, are created for a given image,
e.g., Lena. The image can be revealed when all n shares are received, while less than n
shares reveal nothing about the image. Sharing is a safety process that is valuable in a
company where no employee/investor alone should be trusted. Significantly, the original
image can be discarded after the sharing; moreover, each of the n shares is 1/n of the size
of the given image. Therefore, the sharing process does not waste storage space.

2.3. Image Resizing. In the decade, many researchers discuss the method of video
and image resizing. The methods include image cropping style [6][7][8][9], seam carv-
ing [10][11][12][13][14], wrapping [15][16] and hybrid approaches [15][16],[17]. The crop-
ping method reserved the most important region directly. Avidn and Shamir [10] proposed
a method to find out the seams first, remove the unimportant region, reserved significant
regions. Many researchers extended the study. For example, Mansfield, etc al [8], Rubin-
stein and Shamir [12], Grundmann, etc. al [13] proposed some suggestions to improve the
quality and eliminated errors. On the other hand Wan [16] and Li [17] discuss the de-
formation effect after an image has been retargeted. Rubinstein [18] combined cropping
and zooming method to achieve resizing. Sun, etc al [19] proposed cyclic seam caving
algorithm for the same purpose. Dong, etc al [20] discussed the relationship between
reservation region and whole result. Pritch [21] study the deformation and cropping re-
lationship by shift-map method, the paper get better image quality. Ding [22] designed
specific filter and get better image quality after the image has been resized. In Fig. 1, an
image resizing example is shown.
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FIGURE 1. An example of image resizing, (a) is the original image (b) is
the image after resized

2.4. Data Hiding. In general, there are three types of data hiding: vector quantization,
error expansion and reversible displacement. The advantages of vector quantization type
hiding method are compress and information hiding. However it’s capacity is less than
most other methods and with low image quality. The Error expansion type data hiding
method has high storage capacity but the image quality is much lower. The complexity
of reversible displacement type data hiding method is small and the quality of image is
high. However, the hiding rate is smaller than other methods.

3. Proposed Method. The goal of this paper is to design a data hiding method which
the secret image will not disappear after the image has been resized. The symbols are
shown as in Table 1.There are two phases in the method: (a) hiding phase (b) recovery
phase.
In hiding phase, as shown in Fig.2, there are two steps:
Step 1 encode secret image into shares.
Using the (n,r) secret sharing scheme as shown in section 2.2.
Step 2 hide the shares and pivots (the sharing parametric) into the host image.
For example, if the size of host image is a gray scale image which the size is 512 by 512
pixels, the size of secret is a binary image which the size is 64 by 64. The sharing scheme
is (2621441,4096) sharing. Here, the pivot means the location in the host image which
store the relative coefficient of secret sharing scheme.
The hiding method is shown as below:
If the least two significant bits of pixel value of host image is /; and /5. The hiding value
of secret image is 1 if [; is equal to ls, otherwise the value is 0 and it is the nearest number
compare with original value. Before hide the secret image, the method hide the coefficient
of secret sharing scheme in the left top most skin color pixel. Because the method never
remove skin color pixel. Users can decode the shares. After hide the decode coefficients,
scan the whole host image to hide share data pixel by pixel.
In recovery phase, there are three steps:
Step 1 retrieve the sharing coefficient from pivot.
Step 2 retrieve shares from stego image.
The value of shares is equal to s;(x,y)

Si(l’, y) = P(:c,y) (ll)xorp(a:,y)<l2) (1>

Step 3 recovery secret image.
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F1GURE 2. The proposed hiding method

Recover secret image by inverse matrix.

TABLE 1. Symbolic table

Symbolic description

H Host image
S Secret image
S; the i*" share

p(z,y) The pixel value at location (z,y)

For example, assume that the size of host image is 512-by-512 pixels. The depth of
host image is 8 bits. The size of secret image is 64-by-64 pixels. It is a binary image.
In the first step, scan the secret image pixel by pixel. Splitting the pixels into 8 bits
non-overlapped sectors. Combine every sector into an integer which the value range is
from 0 to 255.

In the second step, design a polynomial if the numbers are pg, p1, p2,., Ps11 -

f(z) = po+prz + pox® + . + psa®! (2)

In the third step, plug in x from 1 to 4096, there will be 4096 numbers, notice, all operator
are in GF(28).

In the fourth step, split the 4096 number into 32768 bits by scanning the bit plane.

In the fifth step, replace the two least significant bits of host by equation (1).

4. Experimental Result. In this section, an experiment has been tested. There are
three steps to test the proposed method. First at all, a secret image has been hidden into
a host image by the proposed method. Secondly, the stego-image has been resized. In the
third step, retrieve the secret image. Finally, compare the original secret image and the
recovery secret image. Check the different between stego-image and host image. The test
resizing method is a cropping method. There are three steps: (a) find the most important
part of image. In this testing case, the important part is the location of human. (b) cut



A Data Hiding Method which the Secret Image Exist After Cropping Style Image Resizing 369

the original image to fit the scale of display device. In this testing case is remove the
background without people. The experimental result is shown in Fig.3. In this case, the
secret image is the same as recovery image. After a series of experiments, The PSNR
between host image and stego-image is more than 35 dB.

FIGURE 3. The experimental result, (a) is the original image (b) is the
secret image (c) is the stego image (d) is the image after resizing (e) is the
recovery image

5. Conclusions and discussion. Image resizing is a very important image processing
method today. There are many display devices which the resolutions are different. To
make user enjoy the multimedia, image resizing is necessary. However, it is difficult to
preserve the hiding data after it has been resizing. This paper proposed a data hiding
method to overcome the problem by cropping type resizing method. Moreover, the com-
putation time is a very important issue in real application. There are some researchers
study how to decrease the decoding time of secret image sharing. For example, Fang
and Lin [23] [24] proposed a dynamic programming approach to improve the decoding
procedure efficiently and parallel method to improve the encoding time. In the future,
maybe use another hiding method to increase the hiding capacity.
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