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ABSTRACT. With the increasingly rapid developments in e-commerce, schemes for digital
gift certificates have become prevalent electronic payment systems due to their practicality
and simplicity. In 2002, Chan and Chang introduced the concept of digital gift certifi-
cates and proposed the first scheme associated with them. Recently, Chang and Chang
(2005) proposed a more practical scheme, called DGC-US (digital gift certificates with
unconstrained spending), which can reduce the computational cost of all entities involved
in Chan and Chang‘s scheme, especially the computational cost of the electronic depart-
ment store. However, the asymmetric encryption/decryption operations required in the
DGC-US scheme still waste a significant amount of time. In this paper, we propose a
novel authentication scheme for digital gift certificates based on Chebyshev chaotic maps
and the blind signature. Our proposed scheme can satisfy the essential security require-
ments and withstand various well-known attacks. Our analyses have shown that our
proposed scheme maintains all of the merits of the DGC-US scheme but is more efficient
in terms of computational cost.

Keywords: Digital gift certificate, Chebyshev chaotic map, Blind signature, E-
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1. Introduction. With the tremendous breakthroughs in network technologies and in-
formation security, electronic payment systems have become one of the most significant
modes of payment in on-line e-commerce. Typical electronic payment systems [1-9], such
as on-line credit card payments, electronic check (e-check), electronic cash (e-cash), and
digital gift certificates are all important in the transactions between customers and various
electronic department stores due to their convenience and high efficiency.

In an on-line credit card payment system [10, 11|, customers can pay for almost every-
thing they purchase with their credit cards through the Internet. However, such payments
are not feasible if a transaction involves a large amount of money that may exceed the
limit approved by the issuer of the credit card. More serious security problems occur
when credit cards are lost or stolen by an attacker for illegal use. An e-cash payment sys-
tem [12, 13, 14, 15, 16, 17, 18] can maintain anonymity and reduce computational cost.
However, since the ownership of the e-cash is not established, any person who has access to
the e-cash can complete the transaction successfully, just as is done in on-line credit card
payment systems. The e-check payment system [19, 20, 21] can overcome this weakness by
incorporating the identity of the authorized customer into the e-check. Unfortunately, a
trust bank must issue the e-check to the customer in advance and authenticate its validity
later, which may complicate the payment system.

The payment system of digital gift certificates [22, 23] is a newly-emerging technique
for e-commerce due to its practicality and simplicity. This kind of payment system,
in which a digital gift certificate is used as currency between customers and electronic
department stores, was introduced by Chan and Chang [22] in 2002. In their scheme, the
electronic department store can sell a digital gift certificate to a specified customer for
buying goods. The certificate is only generated by both of electronic department stores
and customers and it contains a defined amount of money and some secret information
about both entities. When a customer wants to buy some goods, the amount of the spent
digital certificate is usually less than the price of the goods. If the amount of the spent
digital certificate is more than the value of the goods, no change will be given.

In order to increase the demand for the use of such certificates, the electronic de-
partment store usually offers a discount when a customer purchases several digital gift
certificates at one time. Unlike the aforementioned payment systems, digital gift certifi-
cates can be used by anyone, so, if the purchaser so desires, he or she can give or sell
the certificates to anyone for subsequent use in buying goods. Therefore, the digital gift
certificate can provide the functionality of transferring ownership from the holder to an-
other person. In addition, the payment system used with digital gift certificates is much
simpler since there is no need for a bank to be involved in the scheme.

Recently, Chang and Chang [23] pointed out that the computational cost of the elec-
tronic department store becomes large in Chan and Chang's scheme [22] when many
customers purchase digital gift certificates or commodities at the same time, and they
proposed a secure and practical scheme, i.e., DGC-US (digital gift certificates with un-
constrained spending), to solve this problem. According to the analysis of its performance,
the DGC-US scheme can reduce the computational cost of all entities involved in Chan
and Chang's scheme, especially the computational cost of the electronic department store.
Unfortunately, we determined that the DGC-US requires a large number of asymmetric
encryption/decryption operations because it is based on the public key cryptosystem, and
these operations take a lot of time.

In this paper, we propose a novel scheme for digital gift certificates. The contributions
of our proposed scheme are listed below:

(1) To the best of our knowledge, we are the first to use chaotic maps as one of the



418 Y. Liu, C. C. Chang, and C. Y. Sun

main building blocks in the architecture of a scheme for digital gift certificates.

(2) Our proposed scheme is secure against various well-known attacks, such as double
spending, replay attacks, man-in-the-middle attacks, insider attacks, and impersonation
attacks.

(3) The blind signature mechanism was used to ensure the mutual authentication of the
customer and the electronic department store. Furthermore, the use of a blind signature
provides two other functionalities, i.e., non-repudiation and confidentiality of price, which
can enhance the security of our proposed scheme.

(4) Our proposed scheme maintains the merits of the DGC-US scheme, but it is more
efficient in terms of computational cost.

The rest of this paper is organized as follows. Section 2 addresses some background
information concerning the basic building blocks of the proposed scheme. Section 3 de-
scribes the details of our proposed scheme. Security and performance analyses of our
proposed scheme are given in Sections 4 and 5, respectively. Our conclusions are pre-
sented in Section 6.

2. Related Works. In this section, we briefly introduce some basic knowledge that
is necessary in the design of our proposed scheme. More specifically, two fundamental
building elements, Chebyshev chaotic maps [24, 25] and blind signature [26, 27] will be
described in the following.

2.1. Chebyshev chaotic maps. In the subsection, we first discuss the characteristics
of Chebyshev chaotic maps and then introduce how to use chaotic maps to design a key
agreement protocol [28, 29].

Let us select an integer n and a variable z in the interval [-1, 1]. Then, the Chebyshev
polynomial T,,(X) of degree n is defined as T, (X) = cos(n * arccos x). Additionally,
T,,(X) can be calculated in an iterative algorithm as T, (x) = 22T, (z) — T,,_1(z), where
To(z) =1, Ti(z) = x and n > 1. One of the most important characteristics of the Cheby-
shev polynomial is that there exists a nice relation such that 7, (7, (z)) = T, (T, (x)) which
is called semi-group characteristic.

Recently, Xiao et al. [25] proposed a key agreement protocol based on Chebyshev chaotic
maps that is very similar to the concept of Diffie-Hellman scheme [30]. Details of the key
agreement protocol are described as follows:

Step 1. Two entities A and B share a common random number z, where = € [—1, 1] and
x is made publicly known.

Step 2. A chooses one random large integer u and computes U = T,,(x).

Step 3. A sends U to B.

Step 4. B chooses one random large integer v and computes V' = T,(z).

Step 5. B sends V to A.

Step 6. A computes the key as T,,(V') = T,,(T,(z)) and B computes the key as T,,(U) =
T,(Ty(z)).

Now we can get T,,(V) = T,,(U) = T,(z) because of the semi-group characteristic.
This implies that A and B can use the common session key to encrypt the transmitted
message in future communications. Although this key agreement protocol is vulnerable
to man-in-the middle attacks, the concept of Encrypted Key Exchange (EXE) [33] can
be used in it to withstand this kind of attack. Interest reader can refer to the original
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paper [25] for detailed discussion. First, the signer selects two large random primes p and
q and computes n =p - q.

2.2. The blind signature. In 1983, Chaum [26] proposed the notion of blind signature
which is a signature scheme based on the RSA cryptosystem [30, 31, 32]. Two entities,
the signer and the user are involved in the blind signature scheme and they perform the
initialization as follows. First, the signer selects two large random primes p and ¢ and
computes n = p - q. Then, the signer selects a random integer e satisfying 1 < e < ¢(n)
and GCD(e,¢(n)) = 1, where ¢(n) = (p — 1) - (¢ — 1). (e,n) is the public key of the
signer. After that, the signer computes his private key d satisfying 1 < d < ¢(n) and
d-e = 1(modp(n)). The signer publishes the public key (e,n) and preserves the private
key d secretly. Assuming that the message to be signed is denoted as m, the process of
the blind signature is executed below:

Step 1. The user selects a random integer R and computes C' = R°m mod n, where

GCD(R,n) = 1.

Step 2. The user sends C' to the signer.

Step 3. Upon receiving C, the signer computes the blind signature of m as r = C? mod

n = (R°m)? mod n = Rm? mod n.

Step 4. The signer sends r to the user.

Step 5. The user computes the signature of m as s = R~'r mod n = m? mod n.
Therefore, the user can verify the signature s by checking whether m is equal to s mod

n.

3. Our Proposed Scheme. In this section, we propose a novel authentication scheme
for digital gift certificates based on chaotic maps and the blind signature. Two types of
participants, i.e., the customer and the electronic department store (also called the server),
are involved in our proposed scheme. Customers can purchase digital gift certificates from
the electronic department store and use them later to purchase the commodities they
want after being authenticated by the electronic department store. Of course, holders
of digital gift certificates can give or sell them to someone if they so desire. Therefore,
our proposed scheme enables the digital gift certificate to maintain a unique ownership
that can be transferred from the holder to someone else. In addition, the customer can
authenticate the validity of the electronic department store based on the blind signature
mechanism.

Our proposed scheme consists of three phases, i.e., 1) the application phase; 2) the
ownership-transference phase; and 3) the payment phase. In the following, we describe
the detailed steps of each phase.

3.1. Application phase. The application phase allows a customer to purchase a digital
gift certificate via a secure channel after communicating with the electronic department
store. The digital gift certificate is generated by the cooperation of the customer and the
electronic department store, so it includes secret information from both of them. Suppose
that customer A wants to purchase a digital gift certificate with a face value m from an
electronic department store S. Initially, S selects the public key pkserver and the private
key Skserver according to the RSA cryptosystem [30, 31, 32]. The application phase is
performed as follows and is shown in Figure 1.

Step 1. Customer A chooses m and a random number r. Then, A computes ag = h(ID 4 ||
h™(r)) and by = h(ag), where 1D, is the identity of A, || is the string concatenation op-
erator, and h( ) is a secure, one-way hash function. In addition, h™(r) = h(h™V(r)) for
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m > 1.

Step 2. A sends I Dy, by, and m to S through a secure channel.

Step 3. S computes b; = h™(ag) and generates a signature so = (by)**s<rver. Then, S
stores (I Dy, sp,m) in the database. S also selects a private key n and publishes a public
key (x,T,(x)) based on Chebyshev chaotic maps [24].

Step 4. S sends sy to A securely.

Step 5. After receiving so from S, A computes by = h"(ag) and then verifies whether
(sg)PFserver is equal to by to check the integrity of the transmitted message. If they are

not equal, A terminates the procedure; otherwise, A stores the digital gift certificate
(IDy, sog,m,1).

Customer A - Server

Step 1. Chooses r and m
Computes ag = h(ID4||h™(r))

Computes by = h(ag) Step 2. ID 4. by, m
2. 4- Bp.

<Secure channel>
Step 3. Computes by = h"™(ay)
Computes sy = (b ) Fserver
Stores (ID4.5,. m)
Publishes (x, T, (x))

Step 4. 55

<Secure channel>
Step 5. Computes by = K™ (ag)

Computes and verifies (5y)P*server?= b,
Stores (ID4,55, m. )

FIGURE 1. Application phase in our proposed scheme

3.2. Ownership-transference phase. If customer A does not want to purchase some
commodities with the digital gift certificate he or she obtained in the application phase,
he or she can give or sell his or her digital gift certificate to someone. This indicates
that the ownership of the digital gift certificate can be transferred from A to another
customer, namely C. Assuming that A and C' know each others identity (D), the de-
tails of the ownership-transference phase are described as follows and is shown in Figure 2.

Step 1. C chooses a random number w and computes T, (x). C also generates a times-
tamp 7..

Step 2. C sends T,,(x) and T to A.

Step 3. A chooses a random number v and computes T,(z). Then, A generates the key
shared between A and C as Kac = T,T,(z) and the key shared between A and S as
Kas = T,T,(x), respectively. After that, A encrypts IDy4, ID¢c, s9, m and T, with the
key Kag as i = Ex,(IDa || IDc || so || m || Te). After obtaining i, A encrypts [D 4,
ID¢, so, m, T,, and i with the key K¢ as ¢ = Ex,.(IDa || IDc || so || m || Tc || 7).
Step 4. A sends g and T,(z) to C.
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Step 5. C computes the key Kcg = T,,T,(x) and then uses Kc4 to decrypt g to obtain
IDy, D¢, so, m, T,, and 1.

Step 6. C checks the timestamp T¢. If T is valid, C' chooses a random number 7.
Then, C computes a; = h(ID¢ || R™(r")) and b3 = h(ay).

Step 7. C generates the key shared between C' and S as K¢g = T,,T,(z) and a times-
tamp T . Afterwards, C' uses Kog to encrypt IDy, IDe, so, m, b3, © and T as
j = BrcesIDA || 1Dc || s || m | by 117 ]| Tc).

Step 8. C' sends j, T,,(z), and T,(z) to S.

Step 9. S computes the key Kgc = T,,T(z) and Kga = T,,T, (), respectively. Then, S
decrypts j by Kgc and ¢ by Kgy to retrieve 1Dy, ID¢, so, m, bz, T, and TC/. Then,
S checks the validity of 1Dy, ID¢, s, m and T. If they hold, the phase continues;
otherwise, S terminates the phase.

Step 10. S searches for the record (IDy, sg,m) in the database. If the record exists,
S can confirm that A indeed wants to give or sell the digital gift certificate to C' and
continue the procedure; otherwise, the procedure is terminated.

Step 11. S checks the timestamp Tp'. If Ty is valid, S computes by = h™(a;) and
s1 = (by) Kserver . Then, S records (I D¢, s1,m) in the database and deletes (I D4, Sy, m).
Step 12. S encrypts s; and T with the key Kgc as Exy.(s1 || TC/), and then sends it
to C.

Step 13. C decrypts the transmitted message by the key Kgg to extract s; and T .
Then, C checks the timestamp Tp' . If T¢' is valid, C' computes by = h™(aq) and verifies
whether (s;)PFserver is equal to bs or not. If they are not equal, C' terminates the procedure;
otherwise, C' stores the digital gift certificate (ID¢, s, m,r").

Step 14. C sends Ek,,(Success) to A.

Step 15. A uses K ¢ to decrypt the received message and deletes (1 Dy, sg,m, ).

3.3. Payment phase. After customer A purchases the digital gift certificate by perform-
ing the application phase, he or she can purchase some commodities with the digital gift
certificate from the electronic department store S when the payment phase is completed.
In the payment phase, A and S first make some pre-computations based on the blind
signature mechanism. Here, we assume that ¢ denotes the amount of money being spent
in this transaction. Therefore, the pre-computation contains the following steps:

A chooses a random number R and computes k = RPFserver . ¢ Then, A sends k to S.
Upon receiving k, S computes k' = (k)*server = R . ¢skserver and sends k' to A. After the
pre-computation, the payment phase can be executed as follows and is shown in Figure
3.
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Customer A Customer C Server

Step 1. Computes T, (x)
Generates Timestamp T,

Step 2. Ty, (x). T

Step 3. Computes T,(x)
Computes Ky = T,T,, (x)
Computes K¢ = T, T, (x)
Computes i = E’KAS(IDAHIDCHSDHmllTC)
Computes g = Eg, .(ID4|l1D¢||so|Im]|T¢ []7)

Step 4. g. Ty (x)

Step 5. Computes Kp4 = T, T,,(x)
Decryvpts g
Step 6. Checks Timestamp T,
Chooses r'
Computes ay = h(ID.||R™(r"))
Computes by = h(a4)
. Computes Krg = T,, T, (x)
Generates Timestamp Tg'
Computes j = Ey..(ID4||1D¢ ||sq|fm|b5 [1]1T¢")

Step

Step 8. j, Ty (), T, ()

Step 9. Computes Kgr = T, T, ()
Computes Kgyq = T, T, (%)
Decrypts j. i
Checks ID4. ID. 5. m, T

Step 10. Checks database (ID4.55. m)

Step 11. Checks Timestamp T;'

Computes by = h™(ay)
Computes 5, = (b, ) Kserver
Updates (ID.5¢. m)
Deletes (ID4.5q.m)

Step 12. Eg, (511ITc")

Step 13. Decrypts EKSC(SIHTC’]
Checks Timestamp T’
Computes bg = h™(a;)
Computes and verifies (sl)pkﬁwsr?= bg
Stores (IDg,sq, m. ")
Step 14. By, (Success)

Step 15. Decrypts Ey,., (Success)
Deletes (ID4.50. m. 1)

FIGURE 2. Ownership-transference phase in our proposed scheme

Step 1. A computes d = R™' - k' = ¢*server and then verifies whether (d)PFsereer equals
¢ or not. If they are equal, A computes e = h™ ¢(r) ® d; otherwise, the transaction is
terminated.

Step 2. A computes T,(z) and generates K5 = T,T,,(x). Then, A generates a times-
tamp T'4.

Step 3. Asends Ex,(IDa || so || m| el c|lTa)and T,(z) to S.

Step 4. S computes Kga = T,,T,(x). After that, S uses Kg4 to decrypt Ex,,(ID4 ||
So || m | el c|lTa) toretrieve ID 4, so, m, e, ¢ and Ty.

Step 5. S checks the validity of the timestamp T4. Then, S searches for the record
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(IDy4, s9,m) in the database to check on double-spending. If the record exists, S contin-
ues the transaction; otherwise, the transaction is terminated.

Step 6. S checks whether m > c. If it holds, S computes c**server and f = h¢(e@ csFserver).
Then, S checks the integrity of the transmitted message in Step 3 by verifying whether
h™(h(IDy || f)) equals (sq)Pkserver. If they are equal, the transaction continues; otherwise,
the transaction is terminated.

Step 7. S computes by = h™ %(ay) and sy = (bg)*=rver.  After that, S updates
(ID4, s9,m) to (ID4,ss, m — ¢) in the database.

Step 8. S sends Fr,,(s2 || Ta) to A.

Step 9. A decrypts Ekg,(s2 || Ta) by the key Kug to extract s; and T4. Then,
A checks the timestamp T4. If T4 is valid, A computes b; = h™ “(ag) and verifies
whether (sg)PFserver equals by. If the verification is passed, A updates (ID4, s, m,7) to
(IDa, s3,m —c,r).

Customer A4 Server

Chooses R
Computes k = RPHserver . ¢

Computes k' = R - ¢"¥server

kr

Step 1. Computes d = R™1-R - c5Kserver
Verifies (d}pkssrusr?: c
Computes e = K™~ °(r) & d

Step 2. Computes T,(x)

Computes Ky =T, T, (x)
Generates Timestamp Ty

Step 3. Eg, . (ID4|Isgllmllellc||Ty), Ty (x)

Step 4. Computes Kgy = T, T, (x)
Decrypts Ey, (ID4]lso|Imllellc||T,)
Step 5. Checks Timestamp T4
Finds database (ID,.55. m)
Step 6. Checks m = ¢
Computes ¢ ssrver
Computes f = h®(e @ ¢ Fserver)
Verifies h™(h(ID4||f))? = (5q)P¥eerver
. Computes by = h™ “(a,)
Computes s, = (b ) Keerver
Updates (ID,.5;. m — ¢)

Step

Step 8. Ey,, (52]IT4)

Step 9. Decrypts Eg .o (5311T4)
Checks Timestamp T,
Computes b; = ™ %(ag)
Computes and verifies (sz)pksswer?= by
Updates (IDy,55, m — ¢, 1)

F1GURE 3. Payment phase in our proposed scheme
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4. Security Analysis. In this section, we show that our analysis of the proposed scheme
indicated that the scheme is secure under various attack scenarios. More specifically, our
proposed scheme can resist double spending, replay attacks, man-in-the-middle attacks,
insider attacks, and impersonation attacks. Throughout the security analysis, we assume
that Bob is an attacker who is able to eavesdrop and intercept the message transmitted
in the public channel between participants involved in our proposed scheme.

4.1. Mutual authentication. Our proposed scheme can achieve mutual authentication
in the payment phase. Recall that the payment phase contains a pre-computation process
in which the electronic department store S generates a blind signature k& of ¢ with its
private key sksepper as k' = (k)%Fserver = R . ¢%Fserver . Then, S sends k' to customer
A. Subsequently, in Step 1 of the payment phase, A uses the received & to compute
d= R™'- k' = c*Fserver and verifies whether (d)PFserver equals ¢ or not. If they are equal,
A can confirm that S is valid since only a legal S has the correct private key skgerper. In
addition, after A receives Ex (s || T) from S in Step 8, he can check the timestamp T4
and verify whether (s2)?kserver €quals by by decrypting Er,(s2 || Ta). This indicates that
S has the correct key Ek ,, to encrypt so and T4. Therefore, A can verify the identity of
S. On the other hand, if S can decrypt Ex,.(ID4 || so || m || e ]| ¢ | Ta) sent from A in
Step 3 to pass the following verification, S can authenticate that A is legal for the same
reason.

4.2. Functionalities of the blind signature. In the payment phase, a pre-computation
process is made based on the blind signature mechanism. First, A computes k = RPFserver.c
and sends it to S. Then, S generates a blind signature k' of c as k' = (k)Fserver = R.cFserver
and sends k& to A. After that, A computes d = R~'- k" = ¢*Fserver and verifies whether
(d)PFserver equals ¢ or not.

Besides providing the authentication of S that is mentioned in Subsection 4.1, the blind
signature mechanism used in our proposed scheme has two functionalities, i.e., 1) non-
repudiation and 2) confidentiality of price. The first functionality means that S publishes
¢ as the price of the goods that A wants to purchase, but later on, S may claim that the
price is not ¢ but another value ¢ and require A to pay an additional amount. However, in
our proposed scheme, S cannot cheat A because he cannot deny that he has published the
price ¢ according to the blind signature. After receiving k&' from S, A computes d = Rk’
and verifies whether (d)PFserer equals c. If the verification is passed, A will be convinced
that S has made a signature on c. For second functionality, we consider the scenario that
the attacker Bob intercepts k and k. Since Bob does not know the random number R
selected by A, he cannot obtain any useful information about the price ¢ from k and k.
If Bob is a competitor of S, this mechanism can prevent the price of goods provided by S
from being revealed, thereby protecting the privacy of S. Therefore, the use of the blind
signature can enhance the security of our proposed scheme.

4.3. Resisting double spending. If A somehow copies the original digital gift cer-
tificate and attempts to spend this digital gift certificate (IDa,sg,m,r) twice in our
system, he will fail based on the following explanation. When A uses his or her digital
gift certificate (1Da, sg,m,r) to spend for the first time, he or she sends Fy, (/D4 ||
so |l m |l el c| Ta)toS. S then decrypts the transmitted message, finds the record
(ID4, sg,m) in the database, and updates (I D4, sg,m) to (IDa, sy, m — ¢). After that,
Asends Ex,,(ID4 || so || m || el ¢| T4') with a new timestamp to S again. However,
after decrypting, S cannot find (I D4, sg, m) at this time because S has replaced it with
(IDy4, s5,m — ¢). Consequently, S will reject the double-spending request from A and
terminate the procedure.
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4.4. Resisting the impersonation attack. In this subsection, we demonstrate that our
proposed scheme can withstand the impersonation attack in the ownership-transference
phase and in the payment phase. In addition, we analyze two scenarios for the imper-
sonation attack in each phase, i.e., (1) Bob’s impersonating customer A and (2) Bob’s
impersonating the electronic department store S.

4.4.1. The ownership-transference phase. Scenario 1. The attacker Bob is impersonating
A

If Bob attempts to impersonate A, he first intercepts T,,(x) and T, sent from C. With-
out A’s correct parameters, v, so and m, Bob must choose a random number v* and
generate fake sp* and m* by himself. Afterwards, Bob computes Kac* = T+T,,(z) and
Kas™ =TT, (x) and then uses K¢ and K 45" to generate the encrypted messages i* =
Exae(IDa || 1D || 55" || m* | Te) and g° = Bic,o-(IDa || IDc | 56" | m* || Tc | i)
Next, Bob sends ¢* and T,«(z) to C. C' computes Kca* = T, T« (z) and then uses Kcs*
to decrypt g* to obtain ID,, ID¢, so*, m*, T, and ¢*. After checking the timestamp
T., C chooses a random number ' and then computes a;* = h(ID¢ || ™ (r')) and
bs* = h(a,*). Then, C' generates Kcg = T,y T, () and a timestamp Ty, and computes
J* = Ex.;(ID4 || IDc || so* || m* || b3 || ¢* || TCI). After that, C' sends j*, T, (z),
and T, (z) to S. Upon receiving the transmitted message, S computes Kgo = T, T, ()
and Kga* = T,,T,«(z). Then, S can decrypt j by Kgc and i by Kg4*. Fortunately, S
fails to find the record (I D4, so*,m*) in the database since sp* and m* cannot match the
correct corresponding message in S’s database. Therefore, S terminates the procedure
immediately.
Scenario 2. The attacker Bob is impersonating S

If Bob wants to impersonate S, he first intercepts j, T, (x), and T,(x) sent from C
in Step 8. However, Bob cannot compute the correct Kgc and Kg4 because he cannot
obtain the private key n selected by S for the Chebyshev chaotic maps scheme. As a
result, Bob is unable to decrypt 7 and 7 to extract any useful parameters inside them.
At this point, Bob jumps directly to Step 12 by skipping Steps 10 and 11. Here, Bob
forges by*, s1* = (b4*)8k*“”””, (TC/)*, and Kgc*, and then impersonates S by sending
Ksc*(s1* || (T))) to C. Fortunately, C' cannot decrypt Ksc*(s1* || (Te)") since the real
key Ksc that C holds is different from the forged Kgco*. Thus, C detects the illegitimacy
of the received message and terminates the procedure.

4.4.2. The payment phase. Scenario 1. The attacker Bob is impersonating A

In this scenario, Bob performs the following steps to impersonate A. First, Bob chooses
a random number R* and computes k* = R*Pkserver . ¢, Then, Bob sends &* to S. Upon
receiving k*, S computes (k)" = (k*)™erer = R* . ¢shserver and sends (k)" to Bob.
After that, Bob computes d* = (R*)™' - (k')" = ¢**servr and passes the verification of
(d*)PFserver — ¢ Bob forges m* and r* to generate e* = h™ ~¢(r*) & d*. Then, he chooses
a random number v* and computes Kas* = T,»T,,(x). After generating a timestamp T4*
and a fake so*, Bob sends Ex,«(IDa || so* || m* || e* || ¢ || Ta") and T,«(z) to S. S
computes Kga* = T, T,«(x) and uses it to decrypt Ex, (1D || so* || m* || e* || ¢ || Ta™).
However, S is unable to find the record (I D4, so*, m*) in the database due to the incorrect
so® and m*. Consequently, S terminates the procedure.
Scenario 2. The attacker Bob is impersonating S

If Bob wants to impersonate S, he forges the private key sk* e of S and computes
(k)" = kK server = R. 5K server after intercepting the message k from A. Then, Bob sends
(k)" to A and A computes d* = R™' - (k') = ¢**"srver . Fortunately, A finds out that
(d*)? Fserver qoes not equal ¢ since Sk*;orper 18 DOt equal to skserper-




426 Y. Liu, C. C. Chang, and C. Y. Sun

Based on the above analysis, we can conclude that the attacker Bob cannot successfully
carry out an impersonation attack in our proposed scheme.

4.5. Resisting the man-in-the-middle attack. Although key exchange schemes based
on Chebyshev chaotic maps are vulnerable to man-in-the middle attacks just as the Diffie-
Hellman scheme is [30], our proposed scheme, which uses Chebyshev chaotic maps as its
building blocks, can withstand this kind of attack. In the following, we discuss the attack
scenarios in the ownership-transference phase and the payment phase.

4.5.1. The ownership-transference phase. Scenario 1. The attacker Bob exists between
Aand C

Assume that Bob intercepts the message {T,,(z),T.} and modifies it as {T,(z), T."}
in Step 2. Then, Bob impersonates C' to cheat A by sending {7+ (z),T.} to A. After
receiving the message, A computes Kic* = T,Typ+(x) and Kas = T,T,,(x). Then, A
computes i* = Ex,.(IDa || IDc || so || m || T¢*) and ¢* = Ek,.«(IDa || IDc || so ||
m || Tc™ || i*) and sends ¢g* and T, (x) to C. At this time, Bob intercepts {g*, T, ()} and
acts as A to send it to C'. When C receives this message, he computes Kca* = T, T, ()
and tries to decrypt g* by the key Ko4*. However, he will fail because Ko 4™ is different
from K c*, which encrypted g*. As a result, C' will perceive that the received message is
invalid and terminate the procedure.
Scenario 2. The attacker Bob exists between C' and S

Assume that Bob modifies the intercepted message {7, T.,(x), Ty (2) } as {J, T (), T ()}
in Step 8 and then impersonates C' by sending it to S. S computes Kgo™ = T,,T,+(x) and
Kga™ = T, Ty (z). Fortunately, S cannot decrypt j and i correctly since he or she has no
way to obtain the real decryption keys Kgsc = T, T,(z) and Kg4 = T,,T,(x). Therefore,
the procedure is terminated. Similarly, if Bob modifies the transmitted message in Step
12 and sends it to C', C' is not capable of decrypting it and will terminate the procedure.

4.5.2. The payment phase. If Bob modifies T, (x) as T,«(x) in the message in Step 3 and
sends it to S, S cannot decrypt Er,(IDa || so || m || e || ¢ || T4) without knowing the
correct decryption key K4, and the procedure is terminated. In addition, if Bob modifies
the message in Step 8 and sends it to A, A is unable to decrypt the received message by
the decryption key K 4g that he or she has. So, the procedure cannot continue.

According to the analyses of these different scenarios, our proposed scheme can with-
stand man-in-the middle attacks.

4.6. Resisting the replay attack. Both the ownership-transference phase and the pay-
ment phase in our proposed scheme can resist the replay attack. We first analyze the
scenarios when the attacker Bob replays the message in Steps 2, 4, 8, and 12 in the
ownership-transference phase.

If the attacker Bob replays the message {7, (x),7.} in Step 2, C' can immediately
detect the invalidity of this message by noting that the timestamp T is old. Even if Bob
generates a fresh timestamp T, to replace T and sends {1, (z), T;} to A and then A sends
g, which encrypts T}, and other parameters to C, C' can easily perceive that the decrypted
T, is a forged timestamp since T}, is not equal to T generated by C in Step 1. Therefore,
the procedure is terminated. In addition, if Bob replays the message {g, T,(x)} in Step 4
to deceive C, he will fail because C' can decrypt g to retrieve T, thereby finding out that
T¢ is not fresh. Thus, the replay attack cannot be mounted under this scenario. For the
same reason, the attempts of replaying messages in Step 8 and 12 cannot succeed.
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Due to the fact that the replay attack on messages in Steps 3 and 8 in the payment
phase are similar to that in the ownership-transference phase, we only take the ownership-
transference phase for example to analyze that our proposed scheme can resist the replay
attack.

4.7. Resisting the insider attack. The insider attacker of our proposed scheme means
that an attacker intrudes on the electronic department store S and inserts invalid records
in the database. In our scheme, S stores the record (I Dy, sg, m) in the database if the
customer A buys a digital gift certificate from S. Then, S updates this record when
A transfers the ownership of the digital gift certificate or spends the certificate. If the
attacker Bob wants to mount the insider attacker, he will generate a record (I Dp, so*, m*)
and try to insert it into the database. Fortunately, he will fail because (I Dg, so*, m*) is
not a valid record due to the illegality of sq* and m*. This ensures that our proposed
scheme can resist the insider attack.

5. Performance Analysis. In this section, we evaluate the performance of our proposed
scheme and compare it with that of the DGC-US scheme [23]. First, we explain the
symbols used in the performance analysis. S stands for symmetric encryption/decryption
operation, As stands for the asymmetric encryption/decryption operation, Ch represents
the Chebyshev chaotic maps operation, H represents the one-way hash function operation,
and F is the number of specified hash function operations in the DGC-US scheme. Table
1-3 lists performance comparisons in terms of computational cost between our proposed
scheme and the DGC-US scheme in the application phase, the ownership-transference
phase, and the payment phase.

To construct the evaluation of performance, we cite two references [33] and [?]. In
1996, Schneier [33] mentioned that a hash function (MD5/SHA) was about 1000 times
faster than a asymmetric cryptosystem (RSA-1024) and that one symmetric cryptosystem
(DES) was about 100 times faster than one asymmetric cryptosystem. And, in 2013,
Lee [?] mentioned that the hash function operation and the Chebyshev chaotic maps
operation have the same computational cost. From the performance analysis, it obviously
can be inferred that our proposed scheme is more efficient than the DGC-US scheme.

We used C++ language to implement the code of hash function on a Windows 7
workstation with an Intel(R) Core(TM) i7-3770 processor running at 3.40 GHz, 8,192
MB of RAM, and a 7,200 RPM Western Digital WD5000AAKX-08U6AA0 ATA drive.
After inputting 64 letters for a 512-bit random string and running 10,000 times, the
average time of one hash value was 6.4 ms. According to this result, the execution time
for all of the phases are summarized in Table 4.

TABLE 1. Performance comparison in the application phase

Participants
Operations Our scheme DGC-US scheme [5]
A S A S
S 0 0 0 0
As 1 1 4 4
Ch 0 1 0 0
H 2(m + 1) m 6+ F 4
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TABLE 2. Performance comparison in the ownership-transference phase

Participants
Operations Our scheme DGC-US scheme [5]
A C S A C S
S 3 3 4 0 0 0
As 0 1 1 2 ) 4
Ch 3 3 2 0 0 0
& 0 2(m + 1) m 1 T+ F 5
TABLE 3. Performance comparison in the payment phase
Participants
Operations Our scheme DGC-US scheme |5]
A S A S
S 2 2 0 0
As 3 4 0 0
Ch 2 1 0 0
H 2(m —c) 2m + 1 14 4 2F 8+ F

TABLE 4. Performance comparison in the payment phase

Phase A C S
Application phase ~T769s 0 ~ 7.04s
Ownership-transference phase = 0.21s =~ 7.90s = 7.30s
Payment phase ~ 19.98s 0 ~ 27.02s

6. Conclusions. In this paper, we proposed a secure and efficient authentication scheme
for digital gift certificates. Our proposed scheme combines the concepts of the Chebyshev
chaotic maps and the blind signature, which can enhance efficiency while achieving mutual
authentication. In addition, our proposed scheme can offer fundamental functionalities
and resist various well-known attacks. Thus, our proposed scheme provides a practical
approach to implement convenient and effective electronic payment systems.
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