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ABSTRACT. In this paper, we proposed a hybrid image data hiding method used for wa-
termarking applications in order to make sure the hidden dual watermarks survive after
the image manipulation and enhancement processes. To achieve this goal, the proposed
method is divided into two phases. In the first phase, the YCbCr color space is exploited,
and, then, LSB techniques are used to embed the first level watermark bits in the YCbCr
channel. In the second phase, the modification direction method is used to embed the
second level watermark bits in the RGB channel. The experimental results confirmed
that the proposed method resists most geometric attacks more effectively than Lusson et
al.’s method. Therefore, the method is suitable for protecting the ownership of images
and integrity of the potential tampered images.

Keywords: Watermark, Steganography, Exploiting modification direction (EMD), In-
formation hiding

1. Introduction. Image watermarking is a process of embedding information in images
to protect the ownership of the images [1, 2, 3, 4], and steganography hides information
into the image in an indiscernible way to transmit confidential data via cover media [5, 6].
Many watermarking methods have been proposed in the last decade with the aim of either
proving image ownership or image content authentication.

In general, multi-purpose image watermarking applications can be realized. For exam-
ple, we want to confirm the copyright of an image by using robust watermarking methods
or to authenticate the integrity of an image’s content by using fragile or semifragile water-
marking methods. In the past ten years, there are many literatures that have discussed
how to design hybrid watermarking methods to achieve dual purposes and enhance the
robustness of the hidden watermark [7, 8, 9, 10, 11, 12]. A general solution to meet the
above goals is to design hybrid strategies that embed two distinct watermarks into the
host image.
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In 2003, Shih and Wu [13] presented a watermark technique by combining the spatial
and frequency domains to embed two distinct invisible watermarks into a host image to
resist attacks. The dual watermarks are overlapped in a watermarked image. To em-
bed the second-level watermark, pixel values which embedded former watermark bits are
modified. Therefore, designing a dual watermarking method that reduces the distortion
of the former hidden watermark and also resists malicious attacks is still under investiga-
tion. Moreover, many data hiding methods also focus on achieving reversible protection
[14, 15, 16, 17]. Reversible data hiding methods can regain the original image after legal
users remove the hidden data. In the dual watermarking method with the reversibility
feature, if the later embedded watermark is legally removed, the former embedded wa-
termark can be obtained easily. However, this leads to a shortcoming when the later
embedded watermark is legally moved in that the image is protected only by a single wa-
termark. Thus, it is urgent and necessary to design a hybrid image steganography method
in which two embedded watermarks cannot be separately removed without affecting each
other.

Some literatures [18, 19] have extended the hybrid watermarking method from grayscale
images to color images. A model of a color image is an abstract mathematical model that
describes the ways in which colors can be represented. Generally, an original image from
RGB color space with three vectors (R, G, B) can be converted into YCbCr color space
with the vectors (Y, Cb, Cr). In this paper, we utilized the relationship of changes from
(R, G, B) vectors to (Y, Cb, Cr) vectors to embed our first watermark. Based on pre-
processing, we designed a hybrid color image steganography method for YCbCr color
images. First, a copyright watermark was embedded into the YCbCr color space of a
host image. Then, a fragile watermark was embedded into the RGB color space of the
same host image. The later watermark will not decrease the former watermark’s quality
significantly. Moreover, the hidden fragile watermark can be used to detect the tampered
positions

The rest of the paper is organized as follows. Section 2 briefly introduces and discusses
the Exploiting Modification Direction (EMD) method. In Section 3, our hybrid color
image steganography method is described in detail. Experimental results are reported in
Section 4. Finally, conclusions are presented in Section 5.

2. Preliminaries.

2.1. Exploiting Modification Direction (EMD) Method. Zhang and Wang [20]
proposed an exploiting modification direction method (EMD) in which only one grayscale
value of each pixel in a pixel pair is modified when embedding a 5-ary secret number into
a cover pixel pair. Their EMD method has the advantages of large hiding capacity, low
image quality distortion and less execution time. Here, we describe the EMD embed-
ding and extracting procedure, because the EMD method is used to embed the second
watermark bits in our proposed method.

In the EMD embedding procedure, the secret message is converted into a base-(2n+ 1)
numeral system before embedding the messages. The f function used in the embedding
and extraction phases is defined as below:

f(p1,p2y-es0n) = [sz x i| mod (2n + 1) (1)

=1

where mod is the module operator, py, ps, ..., p, are n pixels in the cover image, and p;
is the *" pixel in the cover image.
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Fig. 1 shows the embedding flowchart of the EMD method. The secret digital mes-
sage d is a base-(2n + 1) number, which will be embedded into (pi,pa,....,pn). If d =
f(p1,p2, ..., pn) the cover image pixels (p1,pa, ..., p,) aren’t changed to embed d; other-
wise, (p1,pa, ..., Pn) should be modified to at most one gray scale of each pixel to embed
secret digital message d.

Input d, P, Pyis-es P,

v

f(p, Py Py) = {Zn: p; xi}mod(Zn +1)

i=1

d="f(p, Py P,)? NoTv
t=d-f(p,p,,... p,)mod(2n+1)

ffeso

Yes

v

P, = P +1 Ponirt = Poniat -1
‘ |

A

Output Py, Py, P,

FiGURE 1. Flowchart of the embedding procedure in the EMD method

In the EMD extracting procedure, Equation (1) is used to easily extract the secret
digital message. When the secret digits are extracted completely, they are concatenated
and form the base-(2n + 1) numeral sequence of secret digits. Lastly these digits can be
converted into the original binary secret message.

3. The proposed method. In this section, the details of the embedding and extracting
procedures of the proposed method are described.

3.1. Embedding procedure. In this subsection, we introduce the details of the embed-
ding procedure, which can be divided into two phases, i.e., the YCbCr color space wa-
termark embedding phase and the RGB color space EMD watermark embedding phase.
Fig. 2 shows the flowchart of our proposed two-level watermark embedding method.

The first level watermark is embedded into the YCbCr color space. We use a binary
image on the behalf of copyright as the first level watermark and its size is smaller than the
original image. For example, if the size of the original image were 512 x 512, the size of the
first level watermark would be 64 x 64 The second level watermark is embedded into the
RGB color space. We use the most significant bits of the R channel of the watermarked
image generated by the first phase as the second level watermark to detect the tampered
locations.

3.1.1. YCbC'r color space watermark embedding phase. In this phase, the LSB technique
is employed to hide the first level watermark bits based on the exploitation of the YCbCr
color spaces Fig. 3 shows the illustration of YCbCr color space watermark embedding
phase.
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FiGURE 2. Flowchart of the embedding procedure in the EMD method
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FiGure 3. Ilustration of YCbCr color space watermark embedding phase

The procedure of YCbCr color space watermark embedding phase is described by Al-
gorithm 1.
Algorithm 1: YCbCr color space watermark embedding phase algorithm
Input: Color image I, which has the size of H x W, the first level watermark binary
image D, which has the size of HD x WD and a random positive integer seed S.
Output: First level watermark bits embedded image I'.
Step 1. Convert the original RGB image into YCbCr channel to get (Y, Cb, Cr) by
Equation (2).
Y =0.299R + 0.587G + 0.114B
Cb=—0.172R — 0.339G' 4+ 0.5118 + 128 (2)
Cr =0.511R — 0.428G — 0.083B + 128

Using Equation (2), a pixel p; in image I can be expressed as Equation (3).
pi = (i, 9i, bi) = (yi, cbi, cry) (3)

Step 2. Extract the LSB values from Cb and C'r and mark the extracted LSB values
with (Cb)° and (C7), respectively. We divide matrices (Cb)? and (Cr)° into series non-
overlapping blocks with size of h x w = | #5] X | 455 ]. Then, the LSB values of each pixel
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cb; and cr; in Cb and Cr is marked with (cb;)? and (cr;)?. Count the number of zeroes
and ones that exist in each block.

For example, if there is an original RGB image I with H x W = 512 x 512 pixels and
the first level watermark image D with HD x WD = 64 x 64 pixels, Equation (2) is used
to convert the RGB channel of original image I into the YCbCr channel. After converting
the original image, three matrices (Y, Cb, Cr) are obtained. Then, the LSB values of each
pixel in Cb and C'r are extracted, respectively. After that, the converted original image
is divided into several, non-overlapping blocks sized h x w = 8 x 8. Finally, the number
of values “0” and “1” in each (Cb)° or (Cr)° block is counted. For instance, Fig. 4 shows
a block in (Cb)° that is sized 8 x 8 and contains 36 and 28 numbers of “1” and 70,
respectively.

1/10{0(1]|0]|0|0]1
0]1[1({0]0]1|0]0
111|0(1]1]0|1]1
0|1{1(1]|0[1|1]0
Ol1|1(1]1]1|1]0
1/0{1{0]|0]|1|0]1
1/0{1{0]0]|0|1]0
0J1|1|1]1]1|0]1

FIGURE 4. Example of a 8 x 8 block in (Cb)°

Step 3. Transform the first level watermark binary image D into the binary bit stream
D =dy,dy, -+, dinxw)-

Step 4. Use random positive integer seed S to generate embedding strength parameters
51,82, , S(hxw). Here si,52,-++, S(nxw) are random positive integers that will be used
in different blocks. They are selected by considering the balance between robust and
watermarked image quality.

Step 5. If all blocks are embedded watermark bits, goto Step 7; otherwise, goto Step 6.

Step 6. For the i'" block, if the watermark bit d; = 0, randomly select a (cb;)? in (Cb)°
and set it to “0” until the number of zeroes in (Cb)° is equal to 1/2 x h x w + s;. If the
embedded watermark bit d; = 1, randomly select a (cb;)? in (Cb)? and set it to “1”until
the number of ones in (Cb)? is equal to 1/2 x h x w + s;. The procedure is the same as
that performed on (Cr)° to strengthen the embedded watermark.

Step 7. Use Equation (4) to convert the watermarked YCbCr data back to the RGB
data to get the stego-image I’. Finally, the first level watermark bits embedded image I’
is output.

R=Y +1.371(Cr — 128)
G =Y —0.693(Cr — 128) (4)
B =Y +1.732(Cb — 128))

Fig. 5 shows the case in which a secret bit 0 is embedded to the (Cb)® block in Step 6
when s; = 5.

Fig. 5 (a) shows a block that contains 28 zeroes and 36 ones before embedding. Fig.
5 (b) shows that the block carries a watermark bit 0 and contains 37 zeroes and 27 ones
when s; = 5.
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FIGURE 5. Embedding a secret bit 0 into a (Cb)? block in Step 6

3.1.2. RGB color space EMD watermark embedded phase. In this phase, the exploiting
modification direction method [20] is used to embed the second watermark. The RGB
color space watermark embedding phase algorithm is described in Algorithm 2.
Algorithm 2: RGB color space watermark embedding phase algorithm
Input: The first-level watermark bits embedded color image I’ sized H x W
Output: The second level watermark bits embedded image I”
Step 1. Extract the most significent bit of I’ as the second level watermark image D’

and transform D’ into a 4-based notational system d},d}, -, d'yw -
2

Step 2. Separate the pixels of I’ into two pixel pairs.

Step 3. If all pairs of I’ are have watermark bits embedded, goto Step 6; otherwise,
select a pair of unembedded pixels (p;, p;+1), where i is an odd number that ranges from
1 to H x W, and goto Step 4.

Step 4. Use the EMD embedding phase (Fig. 1), where n = 2, to embed a 4-based
integer d’[%] into (p;, pi+1) of I'. Goto Step 3.

Step 5. Output the second level watermark bits embedded image I”.

3.2. Extracting procedure. In this section, we introduce the details of the extracting
procedure. The watermark extracting phase algorithm is described as Algorithm 3.
Algorithm 3: RGB color space watermark extracting phase algorithm
Input: Watermark bits embedded color image I"” sized H x W, blocksize h x w
Output: Authenticated Image Result and first level watermark D.,, sized H/h x W/w
Step 1. Extract the most significent bit of I” as the second level watermark image D,

and transform D?  into 4-based notational system de.}, degh, s deg rxw -

Step 2. Separate the pixels of I” into several pairs with each pair havi;lg two neighboring
pixels.

Step 3. Select a pair of unembedded pixels (p, p’(’z +1)) in I”, where i is an odd number
that ranges from 1 to H x W, goto Step 4. If all pairs of I” are selected, goto Step 5;

Step 4. Using Equation (1), where n=2, extract the secret digit derlt% | from (pf, p. ).
Goto Step 3.

Step 5. Compare the de., dess,  *+ 5 dex rxw and deg), degy, - - - ,dex/HXTW, and use Equa-

2
tion(5) to compute the authentication result {result,, results, - -, result mxw }.
2

07 . d@x/A dex"’
result; :{ 1 z}c d ?id h (5)
) efﬂj el'j
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where j =1,2,--- ,%.
Step 6. Use row major order to construct vector {resulty,results, - ,result mxw } to
2

H-row %—colomn matrix Result and output it.

Step 7. Image I” is converted into YCbCr channel to get three matrices (Y, Cbt”, Cr")
by Equation (2).

Step 8. Extract the LSB values in Cb” and Cr” and mark them as (Cb”)? and (Cr”)°.
Divide matrices (C?”)? and (Cr”)° into series non-overlapping blocks with sizes of h X w.
Next, calculate the numbers of “0” and “1” in each (Cb)° or (C'r)" block, and use Equation
(6) to extract the bits of first level watermark d,.

0, if number of zeros > number of ones
dey = .
1, if number of zeros < number of ones

(6)

Step 9. After all blocks of (C?”)° and (Cr”)° are extracted, matrix D, is constructed.

4. Experimental results. The method proposed in this paper was implemented in
MATLAB, and image “Lena” was chosen as the cover image to carry the binary wa-
termark image sized 64 x 64. We implemented Lusson et al.’s method and the proposed
method by using MATLAB R2013a software, which works on an Intel® Core™ i7 pro-
CEssOr.

The peak signal-to-noise ratio(PSNR) was used to evaluate the quality of the water-
marked color image. The PSNR of an H x W color image is defined as Equation (7):

2
PSNIE =10 x logyq MSE(R) + ]\2/[5§E>(<5) + MSE(B)’ (M)
The MSE is defined as Equation (8):
1 H W .
MSE = —— W;]Zl(xij —T5). (8)

Here, x;; denotes the original pixel value, and Z;; denotes the pixel value of a water-
marked image. Fig. 6 shows the watermarked image generated by the proposed method
with the image “Lena”.

F1GURE 6. Watermarked image generated by the proposed method with
the image “Lena”: (a) “Lena” after embedding the first level watermark
(PSNR = 46.90dB); (b) Image of (a) after embedding the second level
watermark (PSNR = 45.75dB)
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The normalized correlation coefficient (NC) was used to evaluate the similarity between
the original watermark and the extracted watermark. The NC'is defined as Equation (9):

S S D4, §) Des(d, )
VEL S, D)2 S Dl )

Five attacks were performed on the watermarked image, and the comparisons between
our method and Lusson et al.’s method are shown below. Moreover, the detection perfor-
mance of the proposed method on collage attack also is demonstrated at the end of this
section.

NC(D, Des) = (9)

4.1. Filtering attacks. The simulation was conducted such that the watermarked im-
ages were attacked by MATLAB'’s filtering attack with a ratio of 0.05. Table 1 compares
the results obtained by our method and Lusson et al.’s method.

TABLE 1. Results of filtering attack with a ratio of 0.05 for our method
and Lusson et al.’s method

Lusson et al.’s PSNR NG The proposed PSNR NG
method [19] (dB) method (dB)

72.82 0.99 Reversible 1

Since our method is reversible, the original image can be reconstructed after the hidden
watermark has been extracted. Therefore, the reconstructed image is exactly the same as
the original image, which is clearly superior to Lusson et al.’s method.

4.2. Noise addition attacks. In noise addition attacks, the watermarked images are
attacked by MATLAB’s Salt and Pepper noise attack with a ratio of 0.02. Table 2
compares the results of our method with that of Lusson et al.

TABLE 2. Results of Salt and Pepper noise attack with a ratio of 0.02 for
our method and Lusson et al.’s method

Lusson et al.’s PSNR NG The proposed PSNR NG
method [19] (dB) method (dB)

71.98 0.99 Reversible 1

4.3. Resize attacks. In resize attacks, the experimental results showed various degrees
of resize percentage, ranging from 10 to 50%. Table 3 provides the watermark survival
results of our method and Lusson et al.’s method.

In the resize attacks, first, we reduced the size of the watermarked image by 10 to 50%.
Then, we restored the watermarked image to its original size. Table 3 shows that the
hidden watermark is not reversible when the image was resized up to 30%, while the NC
of the extracted watermark using the proposed method still reached 0.99.
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TABLE 3. Watermarksurvival results after resize attack with various de-
grees of resize percentage between our method and Lusson et al.’s method
Lusson et al.’s PSNR The proposed PSNR
Degrees NC NC
method [19] (dB) method (dB)
10% W 71.06 | 0.97 W Reversible | 1
30% 67.21 0.96 W 81.27 0.99
50% 62.92 0.95 W 71.27 0.99

4.4. Rotation attacks. In rotation attacks, the experimental results showed the situa-
tions from 1 to 3 degrees. And comparison results between our method and Lusson et

al.’s method are given in Table 4.

TABLE 4. Watermark survival results after rotation attacks from 1 to 3
degrees between our method and Lusson et al.’s method

Lusson et al.’s PSNR The proposed PSNR
Degrees NC NC
method [19] (dB) method (dB)
1 60.25 0.95 63.78 0.98
1.5 59.22 0.94 60.90 0.96
2 58.57 0.93 ' 59.80 0.95
2.5 58.17 0.93 58.83 0.94
3 57.91 0.92 ' 58.00 0.92
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4.5. Cropping attacks. In cropping attacks, the results showed different cropping de-
grees. Although the PSNRs of the proposed method were smaller than those of Lusson
et al.’s method, the visual quality of our method was still better than that of Lusson et
al.’s method. The experimental results are given in Table 5.

TABLE 5. Watermark survival results in different degrees for cropping at-
tacks between our method and Lusson et al.’s method.

Lusson et al.’s PSNR The proposed PSNR
Degrees NC NC
method [19] (dB) method (dB)

10% 63.01 0.98 59.11 0.94

25% : VV 58.83 0.94 55.92 0.87

4.6. Detection performance of collage attack. The experimental results for the col-
lage attack of the image “Lena” are shown in Fig. 7. Fig. 7(a) shows the result after
modifying the watermarked image, and Fig. 7(b) shows the detecting result of the mod-
ified area by marking it in black. Comparing Figs. 7(a) and 7(b), it is clear that the
proposed method can identify areas that have been subjected to a collage attack.

FIGURE 7. Collage attack with “Lena” and the authentication results: (a)
tampered watermarked image; (b) authentication result of attacked image

5. Conclusions. Our aim was to use image steganography technology to design a hybrid
data hiding method for watermarking applications. The proposed method uses the YCbCr
color spaces and the EMD method to embed dual watermarks. The experimental results
demonstrated that the proposed hybrid data hiding method can efficiently resist most geo-
metric and processing attacks. In other words, the hidden watermarks with the proposed
method can survive after image manipulation and enhancement processes. Therefore,
the method can be used for protecting the ownership of images and the integrity of the
potential tampered images.



696

1]

[10]

[11]

[12]

[13]
[14]
[15]
[16]
[17]

[18]

[19]

[20]

W. L. Lyu, C. C Chang, Y. C. Chou, C. C. Lin

REFERENCES

R. G. V. Schyndel, A. Z. Tirkel, and C. F. Osborne, A digital watermark, Proc. of the IEEE
International Conf. on Image Processing, Austin, Texas, USA, pp.86-90,1994.

N. Nikolaidis, and I. Pitas, Copyright protection of images using robust digital signatures, Proc. of
the IEEE International Conference on Acoustics, Speech, and Signal Processing, Atlanta, GA, USA,
pp 2168-2171,1996.

1. J. Cox, J. Kilian, F. T. Leighton, and T. Shamoon, Secure spread spectrum watermarking for
multimedia, IEEE Trans. on Image Processing, vol. 12, no. 6, pp.1673-1687, 1997.

C. T. Hsu, and J. L. Wu, Multiresolution watermarking for digital image, IEEE Trans. on Circuits
and System-II: Analog and Digital Signal Processing, vol. 45, no. 8, pp.1097-1101, 1998.

N. Provos, and P. Honeyman, Hide and seek: an introduction to steganography, Security € Privacy,
IEEE, vol. 1, no. 3, pp. 32-44, 2003.

L. M. Marvel, C. G. Boncelet Jr, and C. T. Retter, Spread spectrum image steganography, I[EEE
Trans. on Image Processing, vol. 8, no. 8, pp.1075-1083, 1999.

F. Deguillaume, and S. Voloshynovskiy, T. Pun, Secure hybrid robust watermarking resistant against
tampering and copy attack, Signal Processing, vol. 83, no. 10, pp. 2133-2170,2003.

P. Y. Lin, J. S. Lee, and C. C. Chang, Dual digital watermarking for internet media based on hybrid
strategies, IEEFE Trans. on Circuits and Systems for Video Technology, vol. 19, no. 8, pp.1169-1177,
2009.

S. Rastegar, F. Namazi, K. Yaghmaie, and A. Aliabadian, Hybrid watermarking algorithm based on
singular value decomposition and radon transform, AFEU-International Journal of Electronics and
Communications, vol. 65, no. 7, pp. 658-663, 2011.

C. V. Narasimhulu, and K. S. Prasad, A hybrid watermarking scheme using contourlet transform
and singular value decomposition, International Journal of Computer Science and Network Security,
vol. 10, no. 9, pp. 12-17, 2010.

H. Shen, and B. Chen, From single watermark to dual watermark: A new approach for image
watermarking, Computers & FElectrical Engineering, vol. 38, no. 5, pp. 1310-1324, 2012.

N. M. Makbol, and B. E. Khoo, Robust blind image watermarking scheme based on redundant dis-
crete wavelet transform and singular value decomposition, A EU-International Journal of Electronics
and Communications, vol. 67, no. 2, pp.102-112, 2013.

F. Y. Shih, and S. Y. T. Wu, Combinational image watermarking in the spatial and frequency
domains, Pattern Recognition, vol. 36, no. 4, pp. 969-975, 2003.

C. W. Honsinger, P. W. Jones, M. Rabbani, and J. C. Stoffel, Lossless recovery of an original image
containing embedded data, U.S. Patent No. 6278791, Aug. 21, 2001.

Z.Ni, Y. Q. Shi, N. Ansari, and W. Su, Reversible data hiding, IEEE Trans. on Circuits and Systems
for Video Technology, vol.16, no. 3, pp. 354-362, 2006.

D. M. Thodi, and J. J. Rodriguez, Prediction-error based reversible watermarking, ICIP’04, vol. 3,
pp- 1549-1552, 2004.

J. Tian, Reversible data embedding using a difference expansion, IEEE Trans. on Circuits and
Systems for Video Technology, vol. 13, no. 8, pp. 890-896, 2003.

Q. Su, Y. Niu, Y. Zhao, S. Pang, and X. Liu, A dual color images watermarking scheme based on the
optimized compensation of singular value decomposition, A EU-International Journal of Electronics
and Communications, vol. 67, no. 8, pp. 652-664, 2013.

F. Lusson, K. Bailey, M. Leeney, and K. Curran, A novel approach to digital watermarking, exploiting
colour spaces, Signal Processing, vol. 93, no. 5, pp.1268-1294, 2013.

X. P. Zhang, and S. Z. Wang, Efficient steganographic embedding by exploiting modification direc-
tion, IEEE Communications Letters, vol.10, no. 11, pp.1-3, 2006.



