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ABSTRACT. Chaotic encryption algorithm represents a new encryption way with less
memory consumption and operation time. However, the chaotic sequences will cause the
phenomenon of short period due to the computational accuracy of hardware processing,
which brings the security problem. The Elliptic Curve Cryptography (ECC), which is
famous for its high efficiency, has been proved as one of the most safe and effective
public key cryptosystems. But it is inefficient to improve the security from increasing
the length of key. This paper aims to improve its security through combining the chaotic
encryption algorithm and the ellipse encryption algorithm. In this paper, we design a
encryption method that processes the plaintext using the one-dimension Logistic sequence
before encrypting it to provide the first level of security, and encrypts it using ECC
encryption algorithm which had been optimized to provide the second level of security. It
does not only improve the security comparing with the individual algorithm, but also avoid
the resource consumption caused by increasing the length of the key in ECC encryption
system.

Keywords: Encryption Scheme, Logistic sequence, ECC

1. Introduction. Chaos encryption [1, 2] is a random process in the deterministic al-
gorithm. Its characteristic mainly represents in the sensitivity of initial value and in
the impossibility of a long-term forecast and in the possibility of a short-term forecast.
Due to the chaos encryption is sensitive to initial value, every small change will lead to
exponentially growth in the iteration.

The security of the ECC is based on the intractability of the elliptic curve discrete
logarithm problem. The elliptic curve discrete logarithm problem is much more difficult
than the integer factorization problem [3] and discrete logarithm problem for finite field [4,
5] in computation. So, in terms of safety, elliptic curve cryptosystem has great advantages
than others.

However, there are some limitations exist in the two method above. The limited pre-
cision problem of the hardware processer will bring a short period phenomenon of the
binary sequences in the process of converting chaotic signal into binary sequences. Al-
though ECC seems an efficient cryptography, the security is closely linked to the length
of key. But, to increase the key length will increase computing time that gives a big
challenge to ECC which has large numbers of complex operation.

In the past, researchers had accomplished a series of optimization researches in im-
proving the security and reducing computing time of ECC using the Chaos. Liu et al.[6]
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presented the pseudo random number produced by Chebyshev polynomial applied to
knapsack cryptosystem. They combined the knapsack cryptosystem with elliptic curve
cryptosystem to make the new elliptic curve cryptosystem more security. Sowmya, S. et
al.[7] proposed a novel approach of generating pseudo random sequence based on cuclic
elliptic curve. The resultant sequence of elliptic curve points was used as key sequence in
an additive stream cipher system to encrypt images. Baheti, A. et al.[8] introduced an
efficient symmetric encryption scheme based on a cyclic elliptic curve and chaotic system.
The scheme generated pseudorandom bit sequences for round keys based on a piecewise
nonlinear chaotic map. Then, the generated sequences are mixed with the key sequences
derived from the cyclic elliptic curve points. The algorithms above are all using the chaotic
method to generate pseudo random sequences and aiming at good encryption effect, large
key space, high sensitivity and high processing speed.

This paper focuses on a new method that to improve the security from increasing the
key space and enhancing the randomicity of the plaintext and ciphertext. We create an
available pseudo random sequence to pre-process the plaintext before encrypting. In the
method, we use the one-dimension Logistic map to pre-process the plaintext to make it
random, and then use ECC to encrypt the message.

2. Proposed Algorithm. This algorithm consists of two part: preprocessing and ECC
encryption. Plaintext will be pre-processed by chaotic sequences before it enters into the
ECC encryption system.

2.1. Preprocessing. In this part, the plaintext will be encrypted by the Logistic se-
quence to make the plaintext from a readable message to a chaotic and unreadable se-
quence as the preprocessing of this algorithm. The one-dimensional Logistic map model
is given as follow:

i+ 1=z, (1 —x;)z;, z; € 0,1],u € [0,4]

u € (0, 1), the system is stability in z =0
u € [1,3] it has two stable points: 2 =0 or z =1 — 13
u € (3,14 +/6), it has four stable points.
€ (3.5699..,4), the system enters to the chaotic state.

Preprocessing process:

(1) The initial parameters will be selected following the standard above by sender which
will lead to the chaotic state: zo € [0,1], u € [0, 4].

(2) Input plaintext m (the length of m is klen bits).

(3) The number of iteration: n = klen. And get w = wowiws...w,, from quantizing the
n-dimension iteration sequence [10] with the one-dimension Logistic model as:

0 x;>c .
w”_{l v <c and ¢ = 0.5

(1)
(2)
(3)
(4) u

(4) XOR w,, and the binary plaintext.

2.2. Key management. Due to the different type of chaotic encryption scheme and
ECC, it is difficult to manage the key. So we propose a method that embed the initial
parameters of Logistic sequence into the message after preprocessing:

M = xo||ullm & w

In the step, o and u will be expressed as two 32 bits binary number, and embedded
into message as a certain order.
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2.3. The ECC encryption. The message M will be encrypted as the follow steps which
based on the SM2 [9].

(1) Select the system parameters of ECC T'(p,a,b,G,n), and the public key P4 of
receiver’s is available.

(2) The sender B select a random number as a private key k, and then figure out the
public key :C} = [k|G = (x1,y1).

(3) Obtain the points of Elliptic Curve after calculating by the formula [k] P4 = (22, y2),
but the private key k of sender must be changed if x5 =0.

(4) Key derivation function: ¢t = K DF(z,||y,, klen + 64).

(5) Get Cy and C5 by the function as follow:

CQ = M EBt
Cs = Hash(zs|[M|[ys)

(6) Output the ciphertext C' = C4|C,]||C;.
The flow chart of the encryption process as follow:

2.4. Decryption process. The receiver should do the steps as follow when he get the
ciphertext.

(1)Get C from C and calculate [d4]C7 = (22, y2).
(2) Key derivation function t = K DF(x,||y,, klen64) is same as the step of encryption.
(3) Get Cy from C, and then calculate M’ = Cy @ t.
(4) Calculate v=Hash (za||M'||y2).
(5) Get C5 from C. Report error and output if v # Cj.

(6) Get zp and u from M’ and get the quantitative n-dimension iteration sequence w’
with the one-dimension Logistic model(n = klen).

(7) Calculate m' = M’ & w'.

The decryption process presents in Fig.2:

3. Result and discussion.

3.1. Processing time. MATLAB simulation tool was used to simulate the proposed
cryptographic scheme for different key size. The parameter setting is shown on table.1.

In Fig.3, the horizontal axis represents as different key size and vertical axis represents
as the process time. It shows the simulation result by comparing key size and processing
time for ECC and ECC based Chaos(L-ECC). From the results, we can infer that the
method we proposed just takes a little more time than ECC.

3.2. Safety analysis. Based on the character of the Chaos and ECC, the new method
will have a higher security than before.

3.2.1. Chiphertext-only attack: Ciphertext-only attack assume that the attacker has got
the algorithm of the encryption and be able to intercept the ciphertext. The attackers
must find the using key and the corresponding plaintext. The most common methods of
ciphertext-only attack are brute-force attack and statistical attack and pattern attack.
Brute-force attack requests the attacker knowing all the algorithms and key space and
try them to make the plaintext seems meaningful. Statistical attack is to analysis the
intrinsic attributes of the plaintext language. To resist this kind of attack should hide the
statistic characteristic of the plaintext language. Pattern attack analyse the pattern of
the ciphertext to get plaintext. Making the ciphertext looks like random as far as possible
is an effective way to resist attacking.

In our method, we combine the randomicity of chaos and the high security of ECC to
design a safer algorithm. For brute-force attack, because of the independence of the two
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T(p,a,b,G,n). message : m ( klen
bits). receiver’ s public key :
PA. sender’ s private key : k;

one-dimensional Logistic system

parameter(X0,u)
+
Xi+1=uXi(1-Xi) , i€0~n, n=klen
w=wlw2w3..wi;
wi=0(Xi>c) wi=1(Xi<=c)

M=XO0| |u]| | (w D m)

y

C1=[k]G=(X1, Y1)

y

[K]PA=(X2, Y2)

\ 4

T=KDF(X2]| | Y2,klen+64)

C3=Hash(X2| |[M]|Y2)

Output the ciphertext:
c=C1]||cC2||cC3

F1GURE 1. Encryption process

processes, attackers must get the right combination of the initial parameters of chaotic
sequences and key of ECC to decrypt the ciphertext. The combination of chaotic and
ECC will definitely increase the key space and make the brute-force attack more difficult.
we preprocess the plaintext with chaos to make it random. This process eliminats
the statistical characteristics of the human language before the ECC encryption. These
characters of our method can effectively resist the statistical attack and pattern attack.

3.2.2. Known-plaintext attack: Known-plaintext attack request for a pair of plaintext-
ciphertext and the whole ciphertext. Attackers will decrypt the ciphertext by analyzing
the relation of the pair of plaintext-ciphertext to decrypt the ciphertext.

Because of the randomness of the chaos, a little change will bring big deviation to
the chaotic sequences. The different initial parameters of chaos will make the plaintext
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T(p,a,b,G,n). ciphertext :
Cc=C1||C2]|C3-
receiver’ s private key : dA

h 4

Get C1 from the ciphertext

v

[dA]JC1=(X2, Y2)

A 4

t=KDF(X2| | Y2,klen+64)

!

M'=C2 Dt

v=Hash(X2||M’ ||Y2)

Output
d
V=C3? No an

report

errors!
Yes
v

Get X0 . ufrom M’

v

Xi+1=uXi(1-Xi) , i€0~n, n=klen
W’ =wl'w2'w3'..wi';
wi=0(Xi>c) wi=1(Xi<=c)

v

m’ =M’ &w’

4

Output plaintext m’

FIGURE 2. Decryption process

completely different after preprocessing. So it is impossible for attackers to infer the
relation between the plaintext and ciphertext as a matter of experience.

In this method, we choose ECC to be the first level security. The main advantage of the
elliptic curve encryption system is to use the smaller key length to reach higher security
due to the intractability of the elliptic curve discrete logarithm problem. The character
of ECC provide necessary security for the algorithm to resist the brute-force attack. The
second level security is provided by chaos. It can not only make the plaintext random to
resist the statistical attack and pattern attack, but also increase the key space to improve
the ability to resist the brute-force attack.

If we use ECC individually, we have to increase the key length like other encryption
algorithms to improve its security. It exactly brings some obstacles to the realization of
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TABLE 1. Parameter setting

Processing of proposed algorithm | Parameter setting

Preprocessing u= 0.75; xo= 3.58; ¢c=0.5;

ECC P=8542D69E 4C044F18 E8B92435
BF6FF7DE 45728391 5C45517D
722EDBS8B 08F1DFC3;

a=787968B4 FA32C3FD 2417842E
73BBFEFF 2F3C848B 6831D7EO
EC65228B 3937E498;

b=63E4C6D3 B23B0C84 9CF84241
484BFEA48 F61D59A5 B16BAO6GE
6E12D1DA 27C5249A;

G,:421DEBD6 1B62EAB6 746434EB
C3CC315E  32220B3B ADDS530BDC
4C4E6C14 7TFEDD43D;

G,:0680512B CBB42C07 D47349D2
153B70C4 E5D7FDFC BFA36EA1
A85841B9 E46E09A2;

Plaintext: encryption algorithm;

1400
1200 |
1000 |

800 |

600 | —ECC

Processing time (ms)

200 |

50 100 150 200 250 300 350
Key size(bits)

FIGURE 3. Processing time

the algorithm in computing time and resource usage. This algorithm on the basis of the
original key length unchanged, pre-processing the plaintext before encrypting with the
one-dimensional Logistic sequence and embed the parameter of chaotic into the result of
preprocessor as the input plaintext post to the ECC encryption system. It is impossible
to infer the plaintext M without the chaos initial value. The combination of chaotic
encryption algorithm and elliptic curve encryption system not only solves the problem of
that the elliptic curve encryption system must increases the length of the key to improve
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the security, but also can solves the problem of the security of chaotic encryption algorithm
itself and greatly improving the security.

4. Conclusion. This method is a new attempt of resisting the risk caused by the short
period of the chaotic sequences. It improves the security of the single encryption, and also
solves the pressure of operational of the complex ECC without increasing the length of
the key only by adding two inputs (parameter u and initial value xy). The experiment can
show that the encryption/decryption system is attainable, and the message is completely
same to input after the decryption process, without bias. It can ensure the integrity of the
data, and proves that the algorithm is feasible. In terms of processing speed, the method
we proposed just take little more time than the single ECC, but it provide a higher security
at the same key size. It avoids the consumption of resource due to increasing the key size.
So we consider it saves time at the same security compare with the single ECC.
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