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Abstract. In this paper, a new logistic chaos was obtained by improving the traditional
logistic chaos, and the second-level and the third-level chaoses were constructed in view
of the ideas of cascade and disturbance. The performances of dynamic characteristics
and statistical randomness were simulated and analyzed for the chaotic sequences at all
levels, and the third-level disturbed chaotic sequence was proved to be more excellent.
Consequently, when the third-level disturbed chaotic sequence is introduced into the cryp-
tography algorithm and the spread spectrum communication, improved performance may
be achieved.
Keywords: Chaos; Cascade; Disturbance; Dynamic characteristic; Statistical random-
ness.

1. Introduction. Chaos is a deterministic and pseudo-random process produced by the
nonlinear dynamic system. Chaos cannot be convergent but has bounds, it is aperiodic
and sensitively dependent to the initial value [1]. Chaotic attractor has the characteristics
of topological transitivity and miscibility and it is sensitive to the system parameter, as a
result it fits for the confusion principle in cryptography design. Meanwhile, the divergence
of trajectories and the sensitivity to initial value of chaos fit for the diffusion principle in
cryptography design. Therefore, chaos has gradually become the focus of cryptography
research [2]. On the other hand, chaos can provide numerous pseudo-random renewable
signals, which are non-correlative and deterministic. When chaos is applied to the spread
spectrum communication, the performances in anti-noise, anti-interference, anti-fading,
anti-multipath and anti-decipher would be improved too [3, 4].

With the development of chaotic cryptography and chaotic communication technology,
the requirements in the applications of chaotic sequences have been increasing. There are
a series of disadvantages for the traditional logistic chaos, such as small surjective interval,
narrow parameter range and low complexity, etc. In this paper, the traditional logistic
chaos was improved and a new logistic chaos was obtained. In addition, the second-level
and third-level chaoses were constructed in view of the ideas of cascade and disturbance.
The performances of dynamic characteristics and statistical randomness were tested and
analyzed for the chaotic sequences at all levels, and reached the conclusion that the
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dynamic and pseudo-random characteristics of the third-level disturbed chaotic sequence
are more excellent. When the third-level disturbed chaotic sequence is used as a key
or a spread spectrum sequence, the cryptography algorithm and the spread spectrum
communication would obtain better performance.

2. The first-level chaos. the discrete chaotic map is fast to iterate and easy to control,
it has incomparable superiority compared with the continuous chaotic system [5]. At
present, the application research of chaos is mostly focused on the discrete chaotic map,
which can be described by difference equation.

2.1. The first-level traditional chaos. The equation of the first-level traditional lo-
gistic map is given to be,

xn+1 = µxn(1− xn) n = 1, 2, 3 . . . (1)

In Eq. (1), xn is the value of being iterated n times where xn ∈ (0, 1], and xn+1 is the
value of being iterated n + 1 times; the interval of system parameter is µ ∈ (0, 4], while
when µ ∈ (3.569946, 4], the traditional logistic map should be in the chaotic state.

As a kind of chaos, the traditional logistic chaos has been widely researched and applied
owing to its simple mathematical model. Although the traditional logistic chaos has
preferable performances of randomness and correlation, and its circuit is easier to be
implemented. the disadvantages of the traditional logistic chaos are also apparent, such
as infinite fixed-point attractor, small surjective interval, narrow parameter range and low
complexity, etc [6, 7, 8, 9]. When the system parameter is improperly chosen, the iteration
results would tend to be a fixed-value or tend to be collectively distributed, the security of
cryptography algorithm or the anti-interference of spread spectrum communication would
be influenced to a certain extent. Therefore, the traditional logistic chaos is necessary to
be improved.

2.2. The first-level new chaos. The equation of the first-level new logistic map is given
to be,

xn+1 = µxn(1−x2n)mod1 n = 1, 2, 3 . . . (2)

In Eq. (2), the interval of system parameter is µ ∈ (0, 4], the interval of initial value
is xn ∈ (0, 1], and mod1 is the standard modulo 1 operation. From Eq. (2) we can see
that µxn(1− x2n) is greater than zero. In the operation of mod1, When µxn(1− x2n) is an
integer, the value of xn+1 is zero; when µxn(1 − x2n) is not an integer, the value of xn+1

is a decimal. the original iteration values beyond the scope of the definition domain can
be decreased, falling into the interval (0, 1] and iterated again. Although there is only a
trivial improvement, the disadvantages in the traditional logistic chaos may be effectively
ameliorated.

3. The second-level chaos. At present, there is not a possible theoretical framework
on how to significantly improve the dynamic characteristics and pseudo-randomness of
the discrete chaotic map [10]. Herein, based on the ideas of cascade and disturbance, we
proposed several solutions in this paper.

3.1. The second-level cascaded chaos. The model of the second-level cascaded chaos
is shown in figure 1. The first iteration output of new logistic map is input as the initial
value into the traditional logistic map, and the first iteration output of traditional logistic
map is input into the new logistic map for the next iteration. Such cycled process can
produce the second-level cascaded chaotic sequence.
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the new 
logistic map

the traditional 
logistic map

Figure 1. Model of the second-level cascaded chaos

Substituting xn in Eq. (1) to be xn+1 in Eq. (2), The equation of the second-level
cascaded chaos is given to be,

xn+1 = µx′n(1− x′n) n = 1, 2, 3 . . . (3)

In Eq. (3), the interval of system parameter is µ ∈ (0, 4]; the initial value is given to be
x′n = µxn(1−x2n) mod 1, where xn ∈ (0, 1].

3.2. The second-level disturbed chaos. The model of the second-level disturbed chaos
is shown in figure 2, the system parameter of new logistic map is disturbed by the iteration
output of traditional logistic map, and the iteration output of new logistic map is the
second-level disturbed chaotic sequence.

the new
logistic map

the traditional
logistic map

disturbe 
system parameter

Figure 2. Model of the second-level disturbed chaos

Substituting µ in Eq. (2) to be 4xn+1, and xn+1 is in Eq. (1). The equation of the
second-level cascaded chaos is given to be,

xn+1 = µ′xn(1−x2n)mod1 n = 1, 2, 3 . . . (4)

In Eq. (4), the interval of initial value is xn ∈ (0, 1]; the system parameter is given to
be µ′ = 4µxn(1− xn), where µ ∈ (0, 4].

4. The third-level chaos. In order to improve the complexity and the dynamics char-
acteristics, achieve larger parameter and surjective interval for the discrete chaotic map,
in this paper, the third-level chaos was constructed on the basis of the second-level chaos
and the improved tent chaos.

4.1. The third-level cascaded chaos. The model of the third-level cascaded chaos is
shown in figure 3, the new logistic map, the traditional logistic map and the improved tent
map were cascaded to construct the third-level cascaded chaos, the equation of improved
tent map is given to be [11],

xn+1 = 1− abs(1− µxn) n = 1, 2, 3 . . . (5)

In Eq. (5), the interval of initial value is xn ∈ (0, 1]; the interval of system parameter
is µ ∈ (0, 2], When µ ∈ [1, 2], the improved tent map should be in chaotic state.
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Substituting xn in Eq. (5) to be xn+1 in Eq. (3), The equation of the third-level cascaded
chaos is given to be,

xn+1 = 1− abs [1− µ1µ2x
′
n(1− x′n)] n = 1, 2, 3 . . . (6)

In Eq. (6), µ1 is the system parameter of improved tent map, where µ1 ∈ (0, 2]; µ2 is
the system parameter of the second-level cascaded chaos, where µ2 ∈ (0, 4]; the initial
value is given to be x′n = µxn(1−x2n)mod1, where xn ∈ (0, 1].

the traditional
logistic map

the new
logistic map

the improved
tent map

Figure 3. Model of the third-level cascaded chaos

4.2. The third-level disturbed chaos. The model of the third-level disturbed chaos
is shown in figure 4, the system parameter of new logistic map is disturbed by the iter-
ation output of traditional logistic map, and the iteration input of new logistic map is
disturbed by the iteration output of improved tent map. Correspondingly, the iteration
output of new logistic map is the third-level disturbed chaotic sequence.

Substituting xn in Eq. (4) to be xn+1 in Eq. (5), The equation of the third-level disturbed
chaos is given to be,

xn+1 = µ′x′n

[
1− (x′n)

2
]

mod1 n = 1, 2, 3 . . . (7)

In Eq. (7), the system parameter is given to be µ′ = 4µxn(1 − xn), where µ ∈ (0, 4];
the initial value is given to be x′n = 1− abs(1− µxn), where x′n ∈ (0, 1].

the traditional
logistic map

the new
logistic map

the improved
tent map

disturbe 
system parameterdisturbe

initial value

Figure 4. Model of the third-level disturbed chaos

5. Performance analysis.

5.1. Performance of the Lyapunov exponent. Lyapunov exponent may be adopted
to quantitatively characterize the overall effect of approximation or separation between
the trajectories generated by the nonlinear map. For the nonlinear map, the Lyapunov
exponent represents the average exponent divergence rate of trajectories in the direction of
each basic vector in n-dimensional phase space. When Lyapunov exponent is negative, the
distance between the trajectories disappears exponentially, The motion state of the system
corresponds to a periodic motion or fixed-point. When the Lyapunov exponent is positive,
the trajectories which are adjacent in the initial state would separate exponentially, The
motion of the system corresponds to chaotic state. When Lyapunov exponent is zero, the
distance between the trajectories is constant, and the iteration point corresponds to the
bifurcation point, i.e., the position where the period is doubled [12].
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The Lyapunov exponents of chaos at all levels are shown in figure 5. As can be seen
from the simulation, the Lyapunov exponent of traditional logistic chaos is positive only
when µ > 3.57, and the negative parameter points of Lyapunov exponent would emerge
repeatedly in this range. For the new logistic and multi-level chaoses, the parameter
range corresponds to a positive Lyapunov exponent is obviously enlarged. In particular,
the Lyapunov exponent is larger and stable for the second-level and third-level disturbed
chaoses. It may be seen in comparison that the third-level disturbed chaos is more so-
phisticated, more difficult to predict, and the trouble that the fixed and periodic points
appear in the chaotic parameter range may be overcome effectively.
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Figure 5. Lyapunov exponents of chaos at all levels

5.2. Sensitivity of the initial value. The randomness of chaotic sequences lies in the
sensitivity of initial value. When two initial values which are very close are inputted into
the chaotic map, after being iterated many times, the subsequent trajectories would be
separated completely. The property that a tiny difference in initial value would lead to a
large difference in output is referred to as initial value sensitivity [13].

The initial value sensitivities of chaos at all levels are shown in figure 6, in which two
iteration sequences x1 and x2 are selected from each chaotic map, and the initial values
of x1 and x2 are set to 0.600000 and 0.600001. When the iteration times are of the same,
a large difference would emerge after being iterated many times, even though there is
only a tiny difference between the initial value of x1 and x2. In particular, the second-
level and the third-level chaoses are more sensitive to the initial value. As a result a
large amount of chaotic sequences would be generated and the sequence space would be
effectively enlarged, making the cryptanalysis more complicated.

5.3. Performance of the bifurcation. Bifurcation diagram is often used to intuitively
reflect the two-dimensional relations between the system parameter and the numerical
distribution of chaotic sequences. Based on the bifurcation diagram, the whole process of
the chaotic map entering the chaotic state may be intuitively observed [14].



Excellent Performances of The Third-level Disturbed Chaos in The Cryptography Algorithm 831

The bifurcation characteristics of chaos at all levels are shown in figure 7. As can be seen
from the simulation, the iteration points of traditional logistic chaos would be mapped to
the whole interval [0, 1] for a system parameter of µ = 4, known as surjective map. With
the increasing of the system parameter, the bifurcations of new logistic and multi-level
chaoses become more and more intensive, and the parameter range of surjective map is
gradually extended. In particular, the third-level disturbed chaos may completely enter
into the chaotic state. As a result, the parameter selectivity of surjective map and the
dynamic characteristics of chaotic sequence are simultaneously improved, and the problem
of stable window is effectively solved.

5.4. Performance of the attractor. A group of trajectories in phase space is often
referred to as an attractor, by which the overall system stability can be manifested. The
structure and complexity of an attractor determine the dynamic characteristics of chaos,
so it is an important way to study chaos [15].

Two-dimensional attractors of chaos at all levels are shown in figure 8. As can be seen
from the simulation, the traditional logistic chaos has a helmet-shaped attractor, while
the phase space distributions of new logistic and multi-level chaoses are more disorderly
scattered, the difference between adjacent iteration values is larger, and the iteration may
be effectively avoided tending to the same value. it is apparent that the attractor structure
of the third-level disturbed chaos possesses a higher level of complexity, it does not have
any regularities, effectively reducing the possibility of sequence being deciphered.

5.5. Performance of the ergodicity. Ergodicity indicates the randomness of chaotic
sequence in the corresponding value range. The randomness and uniformity of chaotic
sequence may be intuitively reflected by the distribution of chaotic sequence in the whole
iteration interval [16].

Ergodicities of chaos at all levels are shown in figure 9, the system parameter and the
initial value were set to be µ = 3.56 and x0 = 0.1, respectively. As can be seen from
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Figure 6. Initial value sensitivities of chaos at all levels
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Figure 7. The bifurcation characteristics of chaos at all levels
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Figure 8. Two-dimensional attractors of chaos at all levels

the simulation, the iteration distribution of traditional logistic chaos is not uniform in
the interval[0, 1]. When the chaos is improved and its level is increased, the values of xn
would entirely traverse the interval [0, 1] and its distribution would tend to be uniform.
In contrast, the ergodicity of the third-level disturbed chaos is more ideal, indicating that
it has better statistical randomness.
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Figure 9. The ergodicities of chaos at all levels

5.6. Performance of the histogram. Histogram indicates the randomness of chaotic
sequence in the corresponding value range. Histograms of chaos at all levels are shown in
Figure 10, the system parameter and the initial value were set to be µ = 3.98 and x0 = 0.1,
respectively. As can be seen from the simulation, the histogram become uniform when
the chaos is improved and its level is increased. Comparatively speaking, the histogram of
the third-level disturbed chaos is more ideal. This suggests that the third-level disturbed
chaos has excellent statistical randomness to resist the statistical analysis attack.

5.7. Performance of the correlation. The relationship between the correlation per-
formance of chaotic sequence and the security of cryptography algorithm or the anti-
interference of the spread spectrum communication are compact. The expression of self-
correlation function is given to be

Rx(m) =
1

N

N∑
n=1

xnxn+m (8)

Self-correlation performances of chaos at all levels are shown in Figure 11, the system
parameter and the initial value were set to be µ = 3.56 and x0 = 0.1, respectively. When
the chaos is improved and its level is increased, the iteration values are more randomly
distributed in a larger scope and the sequence space would be enlarged. Among them,
the self-correlation function of the third-level disturbed chaos is close to the ideal impulse
function, which indicates the statistical randomness of the third-level disturbed chaos is
excellent.

6. Conclusion. Based on the comparison and analysis of the dynamic characteristics
indicated by the Lyapunov exponent, attractor, etc, we found that the third-level dis-
turbed chaos has a larger surjective interval and higher complexity. In the application
of the third-level disturbed chaos, the problems exist in traditional logistic chaos, such
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Figure 10. The histograms of chaos at all levels

-1000 -800 -600 -400 -200 0 200 400 600 800 1000
0

0.1

0.2

0.3

0.4

0.5

-1000 -800 -600 -400 -200 0 200 400 600 800 1000
0

0.1

0.2

0.3

0.4

0.5

-1000 -800 -600 -400 -200 0 200 400 600 800 1000
0

0.1

0.2

0.3

0.4

0.5

-1000 -800 -600 -400 -200 0 200 400 600 800 1000
0

0.1

0.2

0.3

0.4

0.5

-1000 -800 -600 -400 -200 0 200 400 600 800 1000
0

0.1

0.2

0.3

0.4

0.5

-1000 -800 -600 -400 -200 0 200 400 600 800 1000
-0.5

0

0.5

1

1.5

2

2.5

3

3.5

4
x 10

-4

R
x
(m

)
R
x
(m

)

n

n

the first-level traditional chaos

the first-level new chaos

R
x
(m

)
R
x
(m

)

n

n

the second-level disturbed chaos

the second-level cascaded chaos

R
x
(m

)
R
x
(m

)

n

n

the third-level disturbed chaos

the third-level cascaded chaos

Figure 11. Self-correlation performances of chaos at all levels

as narrow stable window, the fixed-point, etc, were effectively solved. On the basis of
the comparison and analysis of the statistical randomness indicated by the ergodicity,
self-correlation, etc, we found that the third-level disturbed chaos has a better statisti-
cal randomness. Therefore, the third-level disturbed chaos proposed in this paper would
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be more suitable to be applied in the cryptography algorithm and the spread spectrum
communication.
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