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ABSTRACT. Recently, Li and Liu proposed an identity authentication protocol for vehic-
ular ad hoc networks (VANETs). They claimed their protocol ensured both efficiency
and security and achieved fast handover with privacy protection. Later, Jia et al. show
that their protocol is vulnerable to three drawbacks, protocol bottleneck, location detection,
and parallel session attack. In this paper, we propose a fast-handover-supported authen-
tication protocol for VANETs that ensures (1) location privacy, (2) fast handover, (3)
security, and (4) the light computation load of AAA server.
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1. Introduction. Vehicular ad-hoc networks (VANETS) provide applications such as in-
formation exchange among vehicles, monitoring, and collision warning [1, 2]. In VANETS,
each vehicle is configured with an on-board unit (OBU) to facilitate communication with
a road-side unit (RSU). Some properties of mobile ad-hoc networks (MANETS) are famil-
iar to VANETSs. The greatest difference between VANETSs and MANETS is that vehicles
in VANETSs possess high mobility. This results in long transmission delay and poor
transmission reliability. Some unique communication standards [3, 4] are proposed to
solve these problems. There exist two communication modes in VANETSs: (1) vehicle-to-
vehicle (V2V) and (2) vehicle-to-infrastructure (V2I). In the V2I mode, a vehicle connects
to an RSU to access services, and a vehicle has to connect to a new RSU when it is about
to leave the original RSU. The V2I mode is illustrated with FIGURE 1. In FIGURE 1,
a vehicle first connects to RSU; through an authentication server’s assistance to access
services. When this vehicle is going to leave the service range of RSUj, this vehicle will
attempt to establish connection with RSU,. After being authenticated, the vehicle can
access services via RSUs.

When a VANET is used to provide fee-based services such as network access, informa-
tion download, and data search, how to ensure information exchanged securely becomes an
important issue. Because data is transmitted through radio waves in VANETS, malicious
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users can easily eavesdrop and even counterfeit a registered vehicle to acquire services
provided by the road-side units. When a VANET provides fee-based services, there are
two important security considerations: (1) identity authentication and (2) confidentiality.
Identity authentication denotes that road-side units and vehicles should be capable of
authenticating the communication parties. Confidentiality denotes that an unauthorized
third party cannot obtain the sensitive information transmitted by vehicles and road-side
units.
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FIGURE 1. A vehicle and the road-side units in the V2I communication model

Because vehicles in VANETSs are supposed to have high mobility, frequent handover
operations are required. When a handover operation is executed, authentication is re-
quired. Authentication may place burdens on the whole system and may interrupt the
service. As a result, how to authenticate a vehicle for fast handover while ensuring the
security of sensitive information at the same time becomes the key to successful VANET
applications. Information exchanged in VANETS is under the threat of active and passive
attacks due to the characteristics of the transmission media. Active attack means that an
attacker counterfeits a legitimate device to cheat a legal vehicle or a road-side unit, and
passive attack means that an attacker can intercept the transmitted but not protected
data to obtain sensitive information.

To ensure security in VANETS, information privacy, location privacy, and identity au-
thentication become essential security requirement [5, 6]. In order to achieve the security
requirements mentioned above, the asymmetric or symmetric cryptosystem is commonly
used to design the protection and authentication mechanisms. In VANETS, vehicles pos-
sess high mobility such that the connection time of a vehicle and an RSU is short. If
authentication between vehicles and RSUs adopts the asymmetric or symmetric cryp-
tosystem, this may interrupt the service because these systems are more complex and
the required computations are more time-consuming. As a result, specific approaches are
employed for authentication in VANETSs. Up to present, these approaches can be divided
into five categories:

(1) Pre-authentication approach: Vehicles are allowed to establish connection with
several RSUs at the same time [7].

(2) Identity-based cryptographic approach: Via this approach, the user’s identity is his
public key. This can remove the burden to verify the certificate before the corresponding
public key is used [8-12].

(3) Pre-key distribution approach: Via this approach, the key or information needed
for authentication will first be sent to an RSU nearby [13-16], or it will be sent in advance
to RSUs that are predicted in the path[17, 18].
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(4) Symmetric cryptographic approach: Via this approach, all RSUs share a secret key.
This makes key distribution unneeded [19].

(5) Asymmetric cryptographic approach: Mechanisms adopting this approach use public-
key cryptosystems for key distribution and authentication [20].

In the above methods [7-20], authentication between vehicles and RSUs still requires
complex computations, which will likely result in failed handover. In 2013, Li and Liu
proposed an identity authentication protocol for VANETSs [21]. They claimed that their
protocol ensured both efficiency and security and achieved fast handover authentication
with privacy protection. In 2015, Jia et al. showed that Li and Liu’s protocol is vulnerable
to three drawbacks, protocol bottleneck, location detection, and parallel session attack
[22]. How to overcome these drawbacks and preserve the advantages becomes an urgent
issue. In this paper, we propose a fast-handover-supported authentication protocol for
VANETS that ensures (1) location privacy, (2) fast handover, (3) security, and (4) the
light computation load of AAA server.

The rest of this paper is organized as follows. The proposed protocol is shown in Section
2 followed by property and security analyses in Section 3. At last, some conclusions are
drawn in Section 4.

TABLE 1. The notations

| Symbol | Definition

Vi the 7th vehicle

OBU; Vi’s on-board unit

RSU; the jth road-side unit

AS AAA server for authentication, authorization and accounting
UID, the identity of the user who applies for the service with V;
PW D, the password of the user who applies for the service with V;
RID; RSU;’s identity

x the secret shared between AS and all vehicles

Y the secret shared between AS and all road-side units

K; the secret shared between AS and V;

A; the secret shared between AS and RSU;

F() a function used to compute K;

h(.) a secure one-way hash function

TSo a timestamp generated by an entity O

w a periodically updated secret for authentication

LT w’s lifetime

z the secret seed that AS uses to generate w

I a concatenation operator

&) a bitwise exclusive-or operator

2. The Proposed Protocol. To overcome the drawbacks that Li and Liu’s protocol
suffers from, we propose a fast-handover-supported authentication protocol for VANETS.
The notations used in our protocol are listed in TABLE 1. Before this protocol proceeds,
the Internet Service Provider (ISP) first needs to initialize the environment by the fol-
lowing. The ISP loads z into all on-board units, y into all road-side units, and A; into
RSU;. V;’s user needs to apply to the ISP for services. After successful registration, V;’s
user will get a dedicated identity UID; and the corresponding password PW D;. When
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Vi’s user enters UID; and PW D; into OBU;, the smart card embedded in OBU; com-
putes K; = F(UID; || PWD;) and saves it. The ISP initializes AS by storing z,v, z,
(UID;, K;)'s and (RID;, A;)’s. Note that AS also maintains a register table to store
the current connection of each joined vehicle. The proposed protocol consists of four
phases: (1) RSU initialization phase, (2) vehicle initialization phase, (3) fast handover
authentication phase, and (4) renewal phase. The details are as follows.

2.1. RSU initialization phase. When a new road-side unit RSU; is added to the
VANETS, the following steps will be performed. RSU initialization phase is illustrated in
FIGURE 2, and the details are as follows:

Step 1: RSU; computes m; = h(TS; || RID; || v || A;) and sends an initialization
request {1'S;, RID;,m;} to AS.

Step 2: After getting RSU,’s request, AS uses RID; to find A; and checks T'S; with the
current time. If this request is fresh, AS computes h(T'S; || RID; || y || A;) and checks
if m; and the computation result are equal. If they are not equal, AS terminates this
phase immediately; otherwise, AS computes my = h(T'Sas || m1 || y || 4;), ms = me S w,
my = mo @ LT, and ms = h(T'Sas || m1 | RID; || w || LT || y || A;). Then AS sends
{TSAS7 ms, My, m5} to RSUJ

Step 3: After getting AS’s reply, RSU; checks whether T'S g is valid. If T'S4g is valid,
RSU; computes mg = h(T'Sas || m1 || vy || 4;), w = m3 & mg, and LT = my & mg and
checks if ms = h(TSas || m1 || RID; || w || LT || y || A;). If it holds, RSU, stores
(LT, w); otherwise, RSU; resends an initialization request.

y.4 () x,v.2,(LT,w)
F2af é RJS“[)’IJ . 4.15r (_RIDJ_, AJ{)
m, =h(TS, | RID, || y | 4,) (UD,.K,)

request, IS, RID ,..my 4,

check if m, = (TS, || RID; || v || 4,)
my =h(TS s lmy | 1 4)

m; =m, Dw
TS jg.my. 11,10 m,=m, ®LT
i L my = (TS s | m | RID, || [ LT || 1| 4)
w=m; B m,
LT =m, ©my

check if m; = A(TS ;x| m, | RID, || w| LT || || 4,)

FiGure 2. RSU initialization phase

2.2. Vehicle initialization phase. When a new vehicle V; joins the network, the fol-
lowing steps will be performed. Vehicle initialization phase is illustrated in FIGURE 3,
and the details are as follows:

Step 1: V; sends an initialization request to the nearest road-side unit, RSU;.

Step 2: After getting V;’s request, RSU; computes m; = h(T'S; || RID; || y || 4;) and
sends {RID;,TS;,my} to V;.

Step 3: After getting RSU;’s reply, V; checks whether T'S; is valid. If T'S; is valid, V;
computes my = h(T'S; || RID; || z) ® UID; and mg = h(my || ms || K;). Then V; sends
{ma, ms} to RSU;.
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Step 4: After getting {mq, ms}, RSU; sends {RID;,T'S;, m1, mg, ms} to AS.

Step 5: Upon receiving {RID;,T'S;, my, mg, mg} from RSU;, AS checks whether T'S;
is valid. If it is valid, AS uses RID; to find the corresponding A; and checks if m;
and h(T'S; || RID; || y || A;) are equal. If they are not equal, AS rejects this request
immediately; otherwise, AS computes UID; = mo@®h(T'S; | RID; || x), uses the obtained
UID; to find K;, and checks if mg = h(m;y || ma || K;). If it does not hold, AS rejects this
request immediately; otherwise, AS makes sure that RSU; and V; are legitimate. Then
AS computes w = h(LT || z), my = W(T'Sas || m1 || ms || UID; || K;), ms = my & w,
me = my & LT, m; = h(T'Sas || w || LT || RID; || K; || z), and mg = h(T'Sas || ma ||
mg || ms || me || m7 || RID; || LT || w || y) and updates V;’s present connection to RSU;
in the register table. AS sends {T'Sag,ms, mg, mz,mg} to RSU;. Because w generated
by AS for all vehicles and LT are the same, AS only needs to compute and store (LT, w)
in its database once before w expires. That is, when w does not expire, AS does not need
to recompute w even if a new road-side unit or a new vehicle sends a request.

Step 6: After getting {1'Sasg, ms, mg, mz, mg}, RSU; checks if T'Syg is fresh. If it is
fresh, RSU; checks if mg = h(T'Sas | m1 || ms || ms || me | m7 || RID; || LT || w || ).
If it does not hold, RSU; aborts the protocol; otherwise, V;’s legitimacy is ensured and
RSU; sends {T'Sas, ms, mg, m7} to V;.

Step 7: When V; gets the reply from RSU;, V; computes mg = h(T'Sas || m1 || ms ||
UID; | K;), w = ms & mg, and LT = mg & mg. Then V; checks if m; = h(TSas ||
w || LT || RID; || K; || ). If it does not hold, V; aborts the protocol and searches
others legitimate road-side units; otherwise, V; makes sure that RSU; and AS are both
legitimate and records (LT, w).

gl i
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<K, PV ¥, A, (LT %) [\ ASY, § o5 B22E0W
(RID,, 4,)
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 RID,.TS.m,
m, = h(TS, | RID, || x) ®UID, check if m, = (TS, | RID, ||y || 4))
m, = h(m, || my | K) — RID,, TS, my,my,m, UID, = m, ©h(IS, || RID, | x)
- > — > find K,
check if m, = h(m, |m, | K.)
w=h(LT | z)
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my =h(TS,s ||, || m; | UID, || K,) ms || mg || my || RID, | LT [ w]| ¥) mg =m, O LT
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record wand LT update the register table

FI1GURE 3. Vehicle initialization phase

2.3. Fast handover authentication phase. After vehicle initialization phase, V; can
access the Internet service via RSU;. In VANETS, vehicles are supposed to possess high
mobility so handover operations are required frequently. When V; needs to access the
Internet service via the new road-side unit RSU,; instead of the original road-side unit
RSUj, fast handover authentication phase is triggered. Fast handover authentication
phase is illustrated in FIGURE 4, and the details are as follows:

Step 1: V; sends a handover authentication request.
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Step 2: After getting V;’s request, RSU,+1 computes my = h(T'S;41 || RIDj4q || LT ||
w || y) and sends {RID,;1,TS;j+1,m1} to V;.

Step 3: After getting RSU;41’s reply, V; checks whether T°S;4; is valid. If it is valid, V;
computes mo = h(T'Sj41 || RIDj || LT || w || ) @ UID; and mg = h(T'S; || RIDj44 ||
my || mo || LT || w). V; sends {T'S;, mo, ms} to RSU,44.

Step 4: After receiving {T'S;,mg,m3} from V;, RSU;yy checks if ms = h(TS; ||
RIDjy || my || me || LT || w). If it does not hold, RSU;iy rejects this request im-
mediately; otherwise, RSU;;1 makes sure that V; is legitimate, provides V; with services,
and computes my = h(my || RID;y || TS}, || LT || w) and ms = h(T'Sj41 || TSy, ||
RIDjy || mo || LT || w || y || Ajs1), where T'S? , is a new timestamp generated by
RSUJ‘+1. Then RSU]'+1 sends {TSj+1, TS;+1, R[Dj+1, ma, m5} and {TS;+1, RID]'+17 m4}
to AS and Vj, respectively.

Step 5: When V; gets the reply {T'S}, |, RIDj1,m4} from RSUj,,, V; checks if T'S],
is valid. 1If it is valid, V; checks if myq = h(my || RID;jy || TS}y, || LT || w). If it does
not hold, V; terminates this phase immediately; otherwise, V; makes sure that RSU;; is
legitimate.

Step 6: After getting {7'S;1, TS}, , RIDjy1,ma,ms}, AS checks whether T'S;,, and
TS}, are valid. If they are both valid, AS computes UID; = my ® h(T'Sji1 || RIDjy1 ||
LT || w || z) and checks if ms = h(TSj1 || TSy || RIDjq || ma || LT [ w || y || Aji1).
If it holds, AS uses U D; as the index to update the register table by updating V;’s present
connection RSU; to RSU,;q; otherwise, AS informs RSU,; to terminate V;’s service.
Note that if there is no information of V;’s present connection, AS informs RSU;;; to
terminate V;’s service as well such that vehicle initialization phase is triggered.
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FiGURE 4. Fast handover authentication phase

2.4. Renewal phase. When w expires, V; executes vehicle initialization phase, and AS
broadcasts new (LT, w') to all road-side units. Renewal phase is illustrated in FIGURE
5, and the details are as follows:

Step 1: AS computes w' = h(LT" || z), mi = h(TSas || LT || w || y), ma =
my @ LT, mg = my @ w', and my = h(TSas || ma || ms || LT || w' || y). AS sends
{T'S s, ma, m3,my} to all road-side units.

Step 2: When RSU; gets {T'Sas, ma, mg, mya} from AS, RSU; checks whether T'S4g is
valid. If it is valid, RSU; computes ms = h(T'Sas || LT || w || y), LT = my & ms, and
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w' = mgs @ ms. Then RSU; checks if my = h(T'Sas || me || ms || LT" || w' || y). If it does
not hold, RSU; executes RSU initialization phase; otherwise, RSU; updates (LT, w) to
(LT',w").When RSU; fails to get new (L1”,w’) because of the Internet failure or other
factors, RSU; executes RSU initialization phase as well.

i ) x,¥,z,(LT,w)
Ppdgel ) RSU; AS  (RID,,4))
(UID,,K,)
w'=h(LT"| z)
m,=h(TS s | LT || w| y)
mg=h(TS 5 || LT || w] y) my =m @ LI"
LT = m, ® my TS s M 1111, my =y Sn’ B
W =m, ®m, : - omy =h(TS  |m, || mg | LT"|| W' | p)
check if m, = h(TS 5 || m, ||my | LT | W' || y) (LT, w)= (LT",w')

(LT w)y=> (LT W)

F1GURE 5. Renewal phase

3. Property and security analyses. This section first demonstrates that the proposed
scheme can provide location privacy, fast handover, and the light computation load of
AAA server. Then why the proposed scheme can resist common attacks such as offline
attack, collaborative attack, and masquerade attack is given to show the proposed scheme
ensures security as well. The details are as follows.

3.1. Location privacy. In fast handover authentication phase, an attacker may at-
tempt to trace V;’s location. However, V; does not transmit fixed parameters such
that the attacker is incapable of tracing V;’s location. On the other hand, AS records
{z,y, 2, (LT,w), (RID;, A;),(UID;, K;)} and RSU;, stores only {z, A;, (LT, w)} such that
only the trusted AAA server AS knows V;’s location. That is, even if an RSU is compro-
mised, no one can get V;’s location except AS.

3.2. Fast handover. Before this protocol proceeds, the ISP initializes the environment
by the following. The ISP loads z into all on-board units, y into all road-side units, and
A; into RSU;. When V; needs to access the Internet service via the new road-side unit
RSU;, instead of the original road-side unit RSUj, fast handover authentication phase
is triggered. In fast handover authentication phase, V; sends {1'S;, ms, m3} to RSUj 4,
where mo = h(TSj+1 || RIDj+1 || LT H w || JZ) D UIDz and ms = h(TSZ H RIDj+1 H my H
my || LT || w). After receiving {1'S;, ma, ms} from V;, RSU;;; checks if mg = h(T'S; ||
RIDjy || my || me || LT || w). If it holds, RSU;4; makes sure that V; is legitimate
and provides V; with services. Then, RSUj;, computes my = h(my || RID; || TS}, ||
LT || w) and ms = W(TSjq || TS}y || RIDjy1 || mo || LT || w || y || Aj+1) and sends
{1841, TS} 1, RIDj 1, mg,ms} and {T'S},;, RIDj 1, ma} to AS and V;, respectively.
Then AS computes UID; = mg @ h(TSj41 || RIDj4 || LT || w || =) and checks if
ms = h(T'Sj1 | TSjy || RIDja || mo || LT || w || y || Aj41). If it holds, AS uses UID;
as the index to update the register table by updating V;’s present connection RSU; to
RSU,.4, and makes sure that RSU,4 is legitimate; otherwise, AS informs RSU;;; to
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terminate V;’s service. If there is no information of V;’s present connection, AS informs
RSUj4; to terminate V;’s service as well such that vehicle initialization phase is triggered.
This approach makes handover can be proceeded as soon as possible because RSU;4; first
uses w to authenticate V;. If V; is authenticated successfully, RSU;;, provides V; with
services immediately. Later, AS uses w to authenticate RSU;, and UID; as an index to
update V;’s present connection. The process that AS executes does not delay handover.
On the other hand, after getting RSUj,1’s reply {T'S}, |, RIDj;1,ma}, V; checks if my =
h(my || RIDjyy || TS}y, || LT || w) to determine if RSUjy, is legitimate. The process is
for mutual authentication and does not delay handover as well. Consequently, our scheme
ensures fast handover.

3.3. The light computation load of AAA server. In our proposed scheme, AS ex-
ecutes simple computational operations such as exclusive-or operation and one-way hash
function. This approach makes the computation load of AS light and greatly removes the
burden on AS. Consequently, AS will not be the bottleneck in the proposed scheme.

3.4. Security. Security is an important issue in all applications. We have shown that
our scheme ensures location privacy, fast handover, and the light computation load of
AAA server in the above. In the following, we show that the proposed scheme can resist
common attacks such as offline attack, collaborative attack, and masquerade attack to
demonstrate that it can provide security.

3.4.1. Offline attack. In RSU initialization phase, vehicle initialization phase, fast han-
dover authentication phase, and renewal phase, messages are transmitted via the public
but insecure channel. A malicious user can intercept the transmitted messages and try
to analyze them to get sensitive data. In RSU initialization phase, an attacker can get
{ms, mq, ms}, where my = h(T'Sas || mu || v || 4;), mg = ma & w, my = my & LT,
and ms = h(TSas || mu || RID; || w || LT || y || A;j). In vehicle initialization phase,
an attacker can get {my, mo, ms, ms, mg, mz, mg}, where my; = h(T'S; || RID; || y || 4;),
meo — h(TSj || RID] || 13) @D UIDZ, ms3 — h(m1 H meo || KZ), my = h(TSAS || mq || ms H
U]Dl || KZ), mys = My @w, me = My @LT, my = h(TSAS || w H LT H R]Dj || Kz || l’),
and mg = h(TSas | my || ms || ms || me || m7 | RID; || LT || w || y). In
fast handover authentication phase, an attacker can get {mj,msy, mg, my, ms}, where
my = h(TSj1 || RIDj | LT || w || y), mge = h(T'Sji1 || RIDji | LT || w || ) ® ULD;,
mz = h(T'S; || RIDjsy || ma || me || LT || w), ma = h(ma || RIDjy1 || TSi || LT || w)
and ms = W(T'Sj1 || TS;y || RIDjyq || ma || LT || w || y || Ajr1). In renewal phase,
an attacker can get {ma, mg, my}, where my; = h(T'Sas || LT || w || y), ma = my & LT,
mg = my @ w', and my = h(TSas || ma || ms || LT || w' || y). Although the attacker
can eavesdrop to get the above information, he still cannot get any sensitive data such as
w,y,z, K; and A; because they are all protected by the one-way hash function.

3.4.2. Collaborative attack. Collaborative attack is mounted on the proposed scheme when
several legal users collaborate to get system secrets z,y, and A;. Unfortunately, these
malicious users will never succeed because they only know {w,z, K;} and z,y, and A;
are protected by the one-way hash function. That is, our scheme can defend against
collaborative attack.

3.4.3. Masquerade attack. In vehicle initialization phase, the attacker may masquerade
as a new vehicle V; to join the network. However, the attacker has no way to get z
and K; to compute my and mg, where my = h(T'S; | RID; || x) @ UID; and ms =
h(my || me || K;). When AS computes UID; = ms @ h(T'S; || RID; || x), uses the
obtained UID; to find K;, and checks if ms = h(my || mo || K;) to authenticate V;, only
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V; can be authenticated successfully. It is because only V; knows K;. That is, even if
the attacker is a legal but malicious user and knows z, masquerade attack still cannot be
mounted successfully because K; is unknown. On the other hand, if the attacker wants
to impersonate RSU; to cheat a new vehicle, he will never succeed as well. It is because
RSU; sends {RID;,TS;, mi,ma,mg} to AS. AS records {(RID;, A;),(UID;, K;)}, uses
RID; to find the corresponding A;, and checks if my and h(T'S; || RID; || y || A;) are
equal. If they are not equal, AS rejects this request immediately. Because only RSU;
knows A;, only RSU; can compute m,. That is, only RSU; can be authenticated by AS.

In fast handover authentication phase, an attacker may impersonate a road-side unit
to cheat V;. But, masquerade attack will not be mounted successfully because of the
following. When V; gets the reply {T'S}, |, RID;1,m4} from RSUj,, V; checks if T'S?
is valid. If it is valid, V; checks if my = h(my || RID; || TS}, || LT || w). If it does
not hold, V; terminates this phase immediately; otherwise, V; makes sure that RSU;;
is legitimate. Only legal road-side units know w so only legal road-side units can be
authenticated successfully.

4. Conclusions. In this paper, we propose a fast-handover-supported authentication
protocol for VANETS to overcome the drawbacks that Li and Liu’s scheme suffers from.
We have shown that the proposed scheme ensures (1) location privacy, (2) fast handover,
(3) security, and (4) the light computation load of AAA server. Via these possessed
properties, our scheme indeed suits VANETS possessing specific requirements.
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