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ABSTRACT. In recent years, reversible data hiding methods using dual stego images have
been proposed extensively. In order to embed more secret data, we proposed a reversible
data hiding method that can embed secret data into M stego images, where M > 2. The
pizel in M stego images can be used to embed N secret bits. The embedding capacity
becomes greater as N and M increase, where N means the number of bits embedded in
a pizel. However, directly embedding N secret bits into one pixel always causes serious
distortion. In order to avoid this issue, we proposed an effective and efficient method
that can encode a set of N secret bits as one smaller decimal number. Embedding the
decimal number into the pizel does not cause serious distortion, and our experimental
results showed that the proposed method can embed more secret bits than other methods.
For the same embedding rate, the proposed method provides better image quality than
other methods. In addition, the execution time of the proposed method is less than that
of other methods.
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1. Introduction. The rapid development of communication technology has made the
activities of daily life more and more convenient. However, hackers may be able to inter-
cept and steal digital data when they are being transmitted. Thus, reversible data hiding,
which embeds secret data into a cover image, was proposed as a means of thwarting hack-
ers. Only the legal receiver can extract the secret data correctly and recover the original
image losslessly.

The data embedding domains are classified, i.e., the frequency domain [1, 20] and the
spatial domain [2-7, 9-19, 21, 22]. In the frequency domain, the cover pixels are trans-
formed into coefficients. The coefficients in the low-frequency domain remain unchanged
to avoid serious distortion of the image. Only the coefficients in the high-frequency do-
main can be used to embed secret data. In addition, the transformation of pixels increases
the computational cost.

Reversible data hiding methods can be classified into four types, i.e., difference expan-
sion [16], prediction error expansion [17-18], histogram shifting [12] and dual stego images
2,3, 4, 13]. In 2003, Tian [16] proposed the difference expansion method, which expanded
the difference between two adjacent pixels to embed one secret bit. However, there are
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FIGURE 1. A portion of the modulus function matrix

some larger differences in the complex region of the cover image. Expanding these differ-
ences causes serious distortion of the image. To solve this problem, Thodi and Rodriguez
[17] used inherent edge-detection predictor to generate the prediction value of the cover
pixel, the prediction error of which is significantly smaller than the difference between
two adjacent pixels. Consequently, expanding the prediction errors only generates slight
distortion of the image.

Different from the above method, Ni et al. [12] proposed a histogram-shifting method.
In the histogram, the cover pixel that occurred most frequently is denoted as the peak
point, and the cover pixel with zero frequency is denoted as the zero point. The cover
pixels in the range from the peak point through the zero point are modified to embed
secret data.

In 2007, Chang et al. proposed a modulus function matrix method to embed secret
data into two stego images. In their method, the modulus function matrix was established
by M(Pyy, Pyyt1) = (Pyy + 2P, 441) mod 5, where P, , and P, 1 denote a pair of cover
pixels, and 0 < P, ,, P, ,+1 < 255. Fig. 1 shows part of the modulus function matrix.
According to M(P,,, P,,+1) and the left and right diagonals of the modulus function
matrix, two based-5 secret digits were embedded into two pairs of stego pixels. For
example, a pair of cover pixels {P,,, P, 1} is {6,8}, and the two secret digits are 3
and 1, respectively. The first secret digit, 3, was matched from the left diagonal of M (6,
8), and its corresponding pixels {5,9} are used as the stego pixels of the first image.
Afterwards, the second secret digit, 1, was matched from the right diagonal, and its
corresponding pixels {4, 6} are used as the stego pixels of the second image. We find
that the maximum modification level of a pair of cover pixels is 4. In order to reduce the
modification level, Chang et al. changed the embedding method from the left and right
diagonals to the horizontal and vertical lines. The method only modified one of two cover
pixels and reduced the modification level from 4 to 2.

The above two methods only embedded a based-5 secret digit into a pair of pixels. In
order to embed more secret data, Chang et al. applied a magic matrix method to embed
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FIGURE 2. Six grayscale images, each of which consists of 512 x 512

based-9 secret digits into two stego images. The magic matrix was established by M (P, ,,
P,,) = (Pyy + 3P;,) mod 9. The secret digits were embedded into two stego images by
the right diagonal of the magic matrix.

In 2015, Lu et al. applied an LSB matching method to embed a large amount of secret
bits into two stego images. In their method, only one of two pixels was increased or
decreased by 1. However, some modified pixels cannot be recovered to the original pixel.
In order to solve this problem, these pixels were modified further, which decreases the
quality of the stego image.

In contrast to the above-mentioned methods, Lu et al. proposed a center-folding strat-
egy to reduce the value of the secret message. The reduced values are embedded uniformly
into two stego images, thus the visual quality of each stego image is satisfactory. However,
the center-folding strategy increases the computation cost, and two stego images limit the
hiding capacity. In this paper, we proposed an efficient method for encoding the secret
bits and a reversible data hiding method to embed secret data into M stego images.

2. Proposed Method. Although the center-folding strategy can reduce the distortion
of the stego image, its computational cost is greater. The maximum hiding capacity of
Lu et al.’s method is only 2 x N x W x H bits. In order to reduce the computational cost
and embed more secret bits, we proposed a novel and efficient method for encoding the
secret data and a reversible data hiding method that can embed (M — 1) x N x W x H
secret bits into M stego images.

2.1. Secret Data Encoding. In the proposed method, one pixel can be used to embed
N secret bits. However, directly embedding N secret bits into the pixel may cause serious
distortion of the image. Consequently, we proposed a novel method for encoding data
that effectively can encode the small value of N secret bits to reduce the distortion of the
image. The encoding method is described below.
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FiGure 3. Comparison of PSNR values for various values of M

Let By, = {b1,bs,...,bn} be a set of N secret bits, where k denotes its identification
(ID) number. The first bit by in By, is used as the signal value of the encoded secret digit
sg. If by = 0, then s; is set to be a positive integer; otherwise, s; is set to be a negative
integer. Afterwards, s, can be derived by

—2N-1 if b = 1and b, = 0,
se=13 SN Nt by, if by =0,
— Zi\iQ 2N=t » b,, otherwise.

2.2. Data Embedding. Before the data hiding, the random seed R.S is generated by the
private keys of M participants, i.e., RS = Zl]\;{l PK;, where M > 1, and PK; denotes the
private key. The RS can be used to generate a random sequence R = {71, 79, ..., THxw },
where 0 < r; < 1, and H and W denote the height and the width of the cover image,
respectively. The random value 7; in R is normalized to determine the embedding position,
i.e., 7 = [10 x r;JmodM + 1, where 7; denotes the normalized value and 7; € [1, M].

The normalized random value 7; makes the cover pixel P, , become the pixel of the ih
stego image. According to P, ,, the secret digit s; is embedded by

[ Py, if2V1< P, <2552Vl _1,
PEE Py, otherwise,
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F1GURE 4. Comparison of embedding rates and the PSNR values for vari-
ous N

where z denotes the ID number of the stego image and z ¢ r;. The boundary pixels,
i.e., those greater than (255 — 2¥~! — 1) or those smaller than 27! did not embed any
secret digits to avoid the problems of overflow and underflow. However, there are a few
boundary pixels in natural images. In other words, most cover pixels can be used to
embed secret digits.

2.3. Extraction and Recovery. First, RS is generated by the same way as the embed-
ding procedure. The random sequence R = {rq,79,...,7gxw} is generated by RS and is
normalized by R = {r1,72, ..., Tuxw} . The normalized sequence is the same as that of
the embedding procedure, thus the cover pixel P, , can be obtained from the 7l stego

image. Afterwards, all of the secret digits are extracted correctly by si = Py, . — Py,
where 4 < P, , <252 and 2z # r;.

2.4. Secret Data Decoding. After extracting the secret digit s, it can be decoded as
a set of original secret bits By = {b1, b, ...,by } by

by — O, if Sk > 0,
71 1, otherwise,
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F1GURE 5. Comparison of the execution times of the proposed method and
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and by = |sx/2V7t| mod 2, where t = 2,3,..., N. In other words, s; is decoded as one
signal bit b; and the binary representation of |si]|.

3. Experimental Results. In the experiments, we used MATLAB 7.6 for the pseudo-
random generation of one binary sequence that was used as the secret sequence. Fig. 2
shows six grayscale images. These images were used as the cover images. In addition,
the peak signal-to-noise ratio (PSNR) was calculated to measure the similarity between
the cover image and the stego image, i.e., PSNR = 10 x log;0(255%/MSE), where MSE
is the mean square error between the cover image and the stego image. Higher values of
PSNR mean that there is higher similarity between the cover image and the stego image.
When the PSNR value is greater than 30 dB, the human eye cannot efficiently detect the
difference between the cover image and the stego image.

The embedding rate is calculated by R = EC/(M x H x W), where EC denotes the
total embedding capacity of the M stego images. Larger values of R indicate that the
cover pixel can be used to embed more secret bits.

We evaluated the performance of the proposed method by fixing N and changing M.
In Fig. 3, N is fixed to 3 and M is variable, which means the same secret digits are em-
bedded into M stego images. Obviously, the PSNR value becomes greater as M increases.
Therefore, the proposed method can effectively maintain good quality of the stego image
by increasing M. In the following experiments, M is fixed to 2 and N is variable, which
means a set of N secret bits can be embedded into one of two stego pixels. Fig. 4 shows
that the embedding rate R becomes greater as N increases. However, when N > 6, most
PSNR values are smaller than 30 dB. Consequently, the appropriate range of N is [2, 5].

Since the proposed method can embed secret data into M stego images, the EC value of
the proposed method is significantly greater than that of Lu et al.’s method. In addition,
the execution time of the proposed method is less than that of Lu et al.’s method, as
shown in Fig. 5. In the data encoding phase, Lu et al. converted a set of N secret
bits into a decimal number and then reduced its value using the center-folding strategy.
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FI1GURE 6. The embedding rates and PSNR values of the proposed method
and five related methods

However, the set of N secret bits can be encoded directly by the proposed method; that
is why the execution time of our encoding method is 5.8 microseconds less than that of
Lu et al.’s method.

In the data embedding phase, Lu et al.’s method uniformly embeds one secret digit into
two stego images, which takes more execution time. The proposed method can directly
embed secret digits into M stego images. Consequently, the proposed method has a higher
embedding efficiency than Lu et al.’s method.

In the extraction and recovery phase, the proposed method must discriminate between
the cover pixel and the stego pixel, which increases the execution time. However, the
extracted digits can be decoded efficiently as the secret bits. Different from the proposed
method, Lu et al. increased the value of the extracted digits and converted it into a
binary sequence, which requires more execution time.

Fig. 6 compares the proposed method with five related methods [2, 3, 4, 11, 13]. The
proposed method achieves a greater PSNR value than the five related methods for the
same R value. This is because the proposed method encodes secret bits as small digits to
reduce distortion.

4. Conclusions. In this paper, we successfully solve the two problems of Lu et al.’s
method, high computational cost and low embedding capacity. In the proposed
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method, the secret bits are encoded directly and embedded into M stego images. Exper-
imental results show that the proposed method has greater embedding capacity, higher
PSNR value and less execution time than the related methods. Consequently, the pro-
posed method is superior to other methods.
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