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ABSTRACT. With the development of information science and increasingly demands for
convenient communication, Quick Response (QR) codes are now popularly used all over
the world. However, security problem is not considered in the designation of QR code,
which makes it unsuitable for application requiring credibility. This paper presents an
authentication solution to realize the anti-counterfeiting for message which is encoded
following QR code standard. The solution includes a proposed secure and visual im-
proved QR code involving digital signature and watermarking techniques, and a delicate
authentication scheme. The effective and efficient of the proposed method are proved by
experiments and analyses.

Keywords: QR code, Digital signature, Watermarking, Anti-counterfeiting, Visual ef-
fect.

1. Introduction. With the popularity of mobile devices (e.g., cellphone) and online
payment, Quick Response code now plays an important role in our daily lives. As an
automatic recognition method with high accuracy, low-cost, high-speed reading and high-
reliability, QR 2D bar code has been widely applied in many fields [1]. Another reason
for the commonly use of QR code is that there has no secret for QR code encoding and
decoding, it means every one can use it as long as some specified standards are followed.
This open strategy makes QR codes popular, but it also causes serious security issues.

http://www .fjut.edu.cn http://'www fjvt.edu.cn

FIGURE 1. An example of QR code trap.
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For example, aiming for stealing sensitive personal information such as bank account or
credit card information, attackers may use forged QR code which encodes fraudulent Web
site and pretends as the entrance of a legitimate one to confuse the users and induce them
to reveal important data. Fig. 1 shows such an instance, where the two QR codes seems
no difference for us but contains definitely not the same messages. Besides, the lack
of semantic function is another obstacle when employing QR codes as communication
medium. Because QR code generally appears as a combination of chaotic distributed
small black-white squares, which makes the encoded message hardly be presumed. For
this reason, annotations, such as the strings below QR codes showed in Fig. 1, have to
be added as the interpretations.

In order to simultaneously improve the visual effect and security of QR code without
sacrifice its readability, a visual improvement strategy is firstly adopted to add a specified
picture to the QR code as semantic background. Additionally, a security mechanism based
on digital signature [2] and watermarking algorithms [3] is used to produce a Secure and
Visual QR (SVQR) code. A mnovel anti-counterfeiting scheme based on the proposed
SVQR code is also introduced for encoded message authentication.

The rest of the paper are organized as follows. In Section 2, basic principles and
works related to ours are introduced. Section 3 presents the proposed method in details.
Experiments and results are given in Section 4. Section 5 concludes the paper.

2. Fundamental and Related Work. In this section, we first provide a brief introduc-
tion to QR code standard (Section 2.1), then methods related to security improvements
(Section 2.2) and visual effect improvements (Section 2.3) for QR codes are discussed
successively.

2.1. The standard. As showed in Fig. 1, QR codes are two-dimensional bar codes that
encode message in both vertical and horizontal direction, which was developed by the
Japanese Denso-Wave Company in 1994 [4]. A classic QR code structure consisting of
function patterns and encoding region can be seen in Fig. 2(a). Messages (or data) can be
encoded into QR code and decoded from it abiding by some well accepted standards, such
as the "ISO/IEC 18004” [5] introduced by the International Organization for Standard-
ization, in which totally 40 versions of QR codes are defined with different modules size
and data capacities. The term "module” is referred to as the smallest black/white square
region in equal size which represents 1/0 accordingly (see Fig. 1). And from Version 1
to 40, the number of modules in QR code increases from 21 x 21 to 177 x 177 in steps of
four modules per side [5]. Fig. 2(b) shows an example of QR code of version 2.

QR codes have many good features, for example, they are readable from different
angles. Additionally, thanks to the Reed-Solomon Codes [6] based Error Correction (EC)
mechanism, data can be decoded successfully even if the code is partially covered or
damaged. Actually, there are four error correction levels for each version, which are
referred to as L (Low), M (Medium), @ (Quartile) and H (High) in increasing order
of correction capacity allowing recovery of up to 7%, 15%, 25% and 30% of codewords
respectively. For example, QR code shown in Fig. 2(b) has EC level equals M. The term
"codeword” is referred to as specific region consisted of 8 modules, such as D1 and E1
depicted in Fig. 2(b). Messages are encoded in the data codewords while Reed-Solomon
Codes are encoded in the EC codewords.

2.2. Security improvement. Information security has always been an attractive area
for people all over the world, it is because most of us care so much about the safety
of our properties such as private personal information and so one, and QR code based
communication is no exception. The published QR code security methods can be classified
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FIGURE 2. Standard of QR code [5]. (a) Structure of a QR Code. (b) A
QR code of version 2 with Medium EC level.

into two categories in our perspective. Methods in the first group pay attention to QR
code based private message sharing. For example, the secret message may be encoded
into a QR code and embed into the spatial domain [7, 8] or the frequency domain [9, 10]
of a cover image. In this case, QR code acts just as a ordinary medium and nothing is
changed to the code itself, so they are meaningless with regards to QR code improvements.
On the contrary, Bui et, al. [11] and Lin et, al. [12] both use the EC capacity of the
QR code to hide secret message. In other words, the bits encoded in the standard QR
code will be replaced with errors from which secret message can be recovered. In a word,
these methods achieve the private message sharing by sacrificing the possibility of error
correction.

The second group focuses on QR code based message authentication. For instance,
the encoded message may be released by a trustworthy merchant but propagated in an
insecurity environment, the question is how to prove the safety of received QR code in the
view of customers. To solve this problem, most methods use watermarking based schemes.
Specifically, a watermark will be embedded into the frequency domain of a QR image with
Discrete Wavelet Transform [1, 13], Discrete Cosine Transform [14] and Discrete Fourier
Transform [15] to protect the copyright of a QR image. Considering the limitation of low
power and low computational capability barcode devices, the computational complexity
will become one of the major drawbacks for the frequency domain based methods. Dif-
ferent from them, a two-level QR code is proposed by Tkachenko et, al. [16], they embed
private data by replacing the black modules by specific textured patterns, which are sen-
sitive to the print-and-scan process. For this reason, the document authentication can be
achieved.

Our work also achieves authentication, but with different methodology. Firstly, we aim
to certificate message encoded in the QR code. Secondly, digital signature and water-
marking method in spatial domain are combined in the proposed method. Additionally,
to the best of our knowledge, among the published methods, none of them uses colored
QR code for authentication. This is probably because print-and-scan of color image is
more expansive, but with the popularity of paperless environment, security requirements
for colored QR code as proposed in this paper will be booming.

2.3. Visual improvement. There are many solutions to improve the visual effect of QR
code. Among them, the most popular one is referred to as logo embedded method in this
paper (see Fig. 3(a)), because there is a specified small logo embedded at the center of QR
code in the solution. In other words, some modules are erased in order to show the visual
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FIGURE 3. QR code visual improvement method. (a) The logo embedded
method which covers a small logo in the center of QR code; (b) A picture
is added to the entire QR code region as a background.

FI1GURE 4. The strategy of subdividing each module in order to add back-
ground picture to a QR code.

information on the condition that the missing data can be recovered by above described
EC mechanism. From Fig. 3(a) we can see that the visual unpleasant problem is relieved
to some extent, but it would be much better if we can add a picture to the entire QR
code region as a background (see Fig. 3(b)) comparing to module modification in a small
area. To achieve the purpose, one feasible solution is to equally divide every module into 9
parts. For example, we can split the module A showed in Fig. 4 into Ay, A1, ..., As. When
covering the QR code on a background picture, we shall always keep the Ay part and do
whatever we want to others. This strategy has already been commercialized by a software
company named Visualead in Israel !, but the implementation details are unpublished.

Others, such as methods proposed in [17, 18, 19], prefer to sacrifice EC function for
visual improvement, which may harm to their decoding rate more or less. Other than
pursuing optimize visual effect, the subdivision based method is adopted in our work,
since anti-counterfeiting solution with high decoding rate is the major concern of this
work.

Thttp:/ /www.visualead.com
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3. The Proposed Method. As a information medium, QR code is born to be dis-
tributed from one to another during the communication. Fig. 5 depicts the cycle of QR
code usage from its generation to the recognition. The most possible period for attackers
to forge the code is during the distribution time, when anyone can receive the QR code
and pretend to be the authors. While, the aim of this work is to find a robust solution
in order to make the proposed SVQR code capable of anti-counterfeiting. Specifically,
safety strategies will be designed for the generation and recognition/authentication phase
to make sure any unauthorized modification will be found and alerted. The generation
and authentication of the proposed SVQR code will be introduced in Section 3.1 and 3.2
respectively.

3.1. The generation phase. Let M be the message which is going to be shared by
QR code. Traditionally, M will be encoded and delivered to whoever interested without
information safety guarantee. In order to generate a QR code with authentication ability,
we introduce the Fig. 6 demonstrated generation scheme. Besides M, the inputs of the
generation phase also include a background color image I and a pair of key, namely a
private key K,,; and a public key K, offered by a trusted certificate authority (CA).
The output is a SVQR code C,.

As showed Fig. 6, on the one hand M will be transformed into digest D using hash
operation, then encrypted to form a signature S using K. On the other hand, it will
be encoded following QR code standard and then formed a visual QR code C, with I.
Finally, C,, is obtained by watermarking S into C,,.

It is worth point out that, the use of I is optional in our scheme. But since the image
can not only increase the difficulty of counterfeiting, but also greatly improve the semantic
expression, it is highly recommended by us. Besides, there are quantity of color image
based watermarking algorithm could be used.

After the SVQR code has been generated, it may propagate within an unknown com-
munication environment and be treated as the input of a authentication procedure (see
next Section).

3.2. The authentication phase. The workflow for SVQR code authentication is de-
picted in Fig. 7. As the figure shows, as soon as both the SVQR code and its associated
public key K, are available for the users, two digest D; and Ds can be obtained from
the decoded message M’ and extracted watermark (i.e., the signature S’) respectively.
The idea is, since the digital signature is proved to be safe, then if D; equals D,, it means
M’ is trustworthy and equals to the M. Otherwise, the SVQR code must be modified.

A interest phenomenon is that the certification can be achieved for SVQR codes with
different background images as long as the signatures the same. In this case, authors
can use SVQR codes in different appearances to delivery the same message, which is a
commonly adopted way. For example, different posters may be painted on the cans of
same goods.
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Ficure 7. Workflow for SVQR code authentication.

4. Experiments and Results. In order to validate the proposed method, various ex-
periments are carried out, and their results are illustrated in this Section.

4.1. Readability. As a medium for communication and information sharing, the pro-
posed SVQR code should firstly be readable using general QR code scanning softwares.
Therefore, SVQR codes in different versions with different background images are gen-
erated as shown in Fig. 8. In this experiment, the key pairs generation, encryption(for
signature) and decryption are implemented by Crypto++ 2, SHA-1 [20] is used as the
hash operation, watermarking is realized based on the Least Significant Bit (LSB) strat-
egy [3], and QRencode ? is adopted for the encoding. General tools aiming for QR code
decoding involved in the experiments include WeChat, which is a famous social software
in China, and others implemented based on ZXing 4 and ZBar °, etc. And tested SVQR
codes can be decoded successfully and correctly.

4.2. Efficiency. We also record the average time consumptions for SVQR code gener-
ation and authentication. The authentication is tested on a common laptop computer
(CPU: Intel Core 2.2GHz, Memory: 8GB). Fig. 9 shows that the average time consump-
tion for generation of SVQR code is nearly 0.04 seconds, and the average time consumption
for SVQR code based authentication is about 0.14 seconds, which means the proposed
method is a very efficient solution.

2https://www.cryptopp.com

3https://github.com/fukuchi/libqrencode, https://fukuchi.org/works/qrencode/manual
4https://github.com/zxing/zxing

Shttps://github.com/ZBar/ZBar
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F1cURE 8. SVQR codes in different versions for readability tests.
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FIGURE 9. Time records for the SVQR code based anti-counterfeiting. (a)
The average timing (recorded in seconds) for (I) encoding, (IT) hash, (III)
signature, (IV) Visual improvement, (V) watermarking and (Total) the en-
tire generation procedure; (b) The average timing (recorded in seconds) for
(I) decoding, (II) hash, (III) watermark extraction, (IV) signature extrac-
tion & verification and (Total) the entire authentication procedure.

Total




SVQR Codes 1139

4.3. Analysis of the anti-counterfeiting scheme. Since a SVQR and its associated
public key are the only two inputs of the authentication process, and we assume that the
public key offered by CA is always be faithful, therefore the SVQR code is critical to the
certifications. And the proposed method can make sure there is no way for attacker to
forge the original message, because the D; and Dy won’t be equal if :

1. the message is right but the signature (i.e., watermark) has been changed;
2. the message has been modified, while the signature is right;
3. both message and signature have been modified.

The first two conditions can easy be understood, while the last one is true because after
changing the message, the attacker has to forge the signature simultaneously to make sure
one digest equal to the other, which is impossible because the matched signature can only
be found by encrypting D, with the right private key, and it is unknown to others except
the author and CA.

5. Conclusion and Future work. The usage of QR code for communication becomes
fashion all over the world recently. However, problems such as unpleasant visual effect
and lack of security mechanism may become obstacles of its applications. In order to
solve these problems, an improved QR code and its authentication scheme are proposed
in this paper. Based on the digital signature and watermarking techniques, the proposed
SVQR code has the ability of anti-counterfeiting. It is also capable of semantic expression,
because the SVQR code can take a meaningful color image as its background. Experiments
and analyses demonstrate the effective of the proposed SVQR and authentication scheme.

The proposed method do not support the print-and-scan SVQR code currently, which
is a limitation resulting from the usage of LSB based watermarking. The problem may
solved by involving new watermarking technique which support embedding and extracting
watermark from printed image. And it will be one of the future directions of our research.
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