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ABSTRACT. Searchable encryption is a cryptographic primitive used to search an en-
crypted data in cloud storage. Recently, Cui et al. and Lu et al. proposed two variants
of secure searchable encryption schemes, respectively. However, based on our best knowl-
edge we demonstrate that the both schemes are insecure against different types of off-line
keyword guessing attacks in this paper. Finally, we make discussions about searchable
encryption schemes whether resisting off-line keyword guessing attacks.
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1. Introduction. With the fast growth of cloud technologies, cloud storage [1, 2, 3]
provides convenient, ubiquitous, on-demand access to huge amount of data shared over
the Internet. Nowadays, people popularly upload their personal data such as photo and
video or share these data with their friends via social network applications based on
cloud storage. However, data leakage, a serious security risk in cloud storage, had been
occurred, for example celebrity photos being leaked in iCloud. The data leakage problem
is caused by a malicious attacker or a misbehaving cloud operator in cloud storage. To
address this problem, one common approach is that data owner must encrypt their data
before uploading to the cloud. Searchable encryption (SE) [4, 5, 6, 7] is a cryptographic
primitive which can be used to solve how to retrieve an encrypted data stored in the
cloud. In the SE scheme, data owner is required to encrypt potential keywords related to
data and upload them with encrypted data to the cloud. To retrieve the encrypted data,

162



Comments on Cui et al.’s KASE and Lu et al.’s dIBEKS Schemes 163

user sends a trapdoor generated by a chosen keyword to the cloud. Finally, the cloud
performs the search functionality over the encrypted data.

Public key encryption with keyword search (PEKS) (or called searchable public key
encryption) is a variant of searchable encryption and was first introduced by Boneh et al.
[8] in 2004. The PEKS scheme proposed by Boneh et al. described a framework depicted
in Figure 1 to address how to search an encrypted data stored in the cloud problem. It
describes three roles: a server, a data owner, and a data user, who can be the data owner
himself or any other designated individual who has the right of accessing the data. The
data owner first encrypted the keywords with the data user’s public key and uploaded
to the server together with the encrypted data files. When a data user wish to retrieve
document with a particular keyword, she/he will generate a trapdoor using her /his private
key and the keyword. This trapdoor is securely sent to the server. The server can test
an encrypted keyword ciphertext matching with the trapdoor using some mathematical
equations. The matching encrypted data will then sent to the user. Such framework was
used in the subsequent works [9, 10].

3. Test Secure Channel

Designated
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FIGURE 1. The framework of a PEKS scheme

In order to remove the required secure channel in Boneh et al.’s model, Baek et al.
[11] redefined a new model and proposed a new scheme called PEKS with designated
server (APEKS). However, Rhee et al. [12] pointed out that the security model of Baek
et al. seriously limits the ability of the adversary. They enhanced the security model of
the dPEKS scheme. Further, Rhee et al. [13] defined a new security notion of dPEKS
called " Trapdoor indistinguishability” which allows a scheme to be formally proven secure
against a non-designated person who wants to launch an off-line keyword guessing attack.
Note that in the kinds of attacks attacker including malicious server can simply enumerate
on all possible keywords to test generated trapdoor or encrypted keyword ciphertext
(14, 15, 16, 17, 18, 19]. After that, several dPEKS schemes based on different public
key cryptosystems were proposed such as identity (ID)-based public key cryptosystems
[20, 19] and certificateless public key cryptosystems [21, 22, 23, 24, 25].

Recently, Cui et al. [26] combined the concepts of searchable encryption [7] and aggre-
gate encryption [27] to propose a key-aggregate searchable encryption (KASE) scheme.
Lu et al. [19] pointed out Wu et al.’s dAIBEKS scheme [20] did not provide ciphertext
indistinguishability. To enhance the security weakness and to provide supporting multi-
keyword search functionality, they proposed a designated server identity-based encryption
scheme with conjugate keyword search called dIBECKS. In this paper, we demonstrate
that both KASE and dIBECKS schemes are suffered from different types of off-line key-
word guessing attacks. In Cui et al.’s KASE scheme, we point out that outside attacker
and malicious cloud server can launch off-line keyword guessing attacks to trapdoor. Fur-
ther, we point out that malicious designated server can launch off-line keyword guessing
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attacks to ciphertext and trapdoor in Lu et al.’s dAIBECKS scheme. Finally, we make
discussions for PEKS and dPEKS schemes whether resisting off-line keyword guessing
attacks.

2. Cryptanalysis of Cui et al.’s KASE Scheme.

2.1. Review of Cui et al.’s KASE scheme. In order to solve the problem that how to
search encrypted files by users with different encryption keys, Cui et al. [26] combined the
concepts of searchable encryption and aggregate encryption to propose a key-aggregate
searchable encryption (KASE) scheme as depicted in Figure 2. In their scheme, there are
three roles: data owner, user, and cloud, where data owner needs to distribute a single
aggregate key to user for shareing files, user needs to send a single trapdoor to the cloud
for searching the shared files, and cloud performs test procedures to search encrypted files
using the trapdoor. Cui et al.’s KASE scheme consists of seven algorithm:

Aggregate
Trapdoor 7,

Aggregate key for
{klz k2:' "y kn}
......................................... »

F1GURE 2. The framework of Cui et al.’s KASE scheme

Upload
Files

Data Owner

1. Setup. The cloud server adopts this algorithm to generate system parameters as
follows.
(a) Generating a bilinear map group system B = {e, G, Gy, p}, wheree : G x G — G,
22 < p < 2™ i the order of G, and )\ is a security parameter.
(b) Setting n as the maximum number of files belonging to data owner.
(c) Selecting a generator ¢ € G and a €p Z,. Then, computing g; = ¢ for
i=1,2,....2n.
(d) Choosing a cryptographic hash function H : {0,1}* — G.
Finally, the cloud publishes public parameters param = {B,g,g1,92,---,92n, H}.
Note that for the details of bilinear maps, readers can refer to [28, 29, 30, 31, 32, 33,
34] for a full descriptions.
2. Key generation. Data owner adopts this algorithm to generate her/his private/public
key pair (v, v), where v €g Z, and v = g7.
3. Keyword encryption. Data owner adopts this algorithm to encrypt file’s keyword as
follows. Inputting the index of file i € {1,2,...,n}.
(a) Selecting t € Z, as encryption key k; of file.
(b) Defining A; = (C4, Cy) for k;, where C; = ¢* and Cy = (v - g;)".
(¢) For keyword w, computing C,, = e(g, H(w))"/e(g1, gn)".
Note that C; and C5 are public and C,, is stored in the cloud.
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4. Aggregate key generation. Data owner adopts this algorithm to generate an aggregate
searchable encryption key k,4,. Given a subset S C {1,2,...,n}, kqyy is computed
by

Kagg = ng+1fj'
j€s
To delegate the keyword search right to a user, data owner sends kqgy and S to the
user via a secure channel.
5. Trapdoor generation. User adopts this algorithm to generate a trapdoor T, which is

used to perform keyword search. Assume that all searched files are relevant to the
aggregate key k,q5. The trapdoor T, for keyword w is computed by

T, = kagg - H(w).

Then, the user sends 7T, and S to the cloud.
6. Adjust. The cloud adopts this algorithm to generate a right trapdoor 7;, for the file
with index ¢ € S. T, is computed by

Tm =1, - H In+1—j+i-
JES,jFi
7. Test. The cloud server adopts this algorithm to perform keyword search for the file
with index ¢. The cloud only verifies

Cw ?: e(Tma Cl)/e(pU'b7 02)7

where pub = [[cg gnt1--

2.2. The proposed attacks. In this subsection, we demonstrate that Cui et al.’s KASE
scheme is insecure against off-line keyword guessing attacks to trapdoor by outside at-
tacker and malicious cloud server.

2.2.1. Keyword guessing attack by outside attacker. Assume that a outside adversary A
intercepts (7., S) sent by user. Then, A can launch a off-line keyword guessing attack as
follows.

1. Computing pub = HjeS Gnt1—j-
2. Guessing an appropriate keyword w'.
3. To verify

e(v,pub) - e(g, H(w")) L e(g,T;),
where v = ¢7 is the data owner’s public key.

If the verification is true, it means that the guessed keyword w’ is related to the trapdoor
T,, the attack success. Otherwise, A goes back to the step 2 and continues to execute the
step 3.

Here, we provide the correctness of our first attack. Assume that the keyword w is the
success guessed keyword. Then,

e(g",pub) - (g, H(w)) = e(g, [ [ gni1-5)" - elg, H(w)) = e(g. [ [ 911, - H(w)) = e(g. T2

jes jes
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2.2.2. Keyword guessing attack by malicious cloud server. Note that the malicious cloud
server (MS) can also launch a off-line keyword guessing attack for (7;.,5) sent by user in
the Adjust phase. The similar attack method is mentioned in Subsection 2.2.1. Here, we
demonstrate that the MS also launch another off-line keyword guessing attack for (7., S)
in the Test phase as follows.

1. Computing pub = [[,cg gnt1-;-
2. Guessing an appropriate keyword w’.
3. To verify
e(g, H(w"))/e(g1, gn) L (T, g)/e(pub, v - g;),
where v = ¢” is the data owner’s public key.

If the verification is true, it means that the guessed keyword w’ is related to the trapdoor
T,., the attack success. Otherwise, the MS goes back to the step 2 and continues to
execute the step 3.

Here, we provide the correctness of our second attack. Assume the keyword w is the
success guessed keyword. By the verification in the Test phase, we have

e(g, H(w"))' Je(g1, 92)" = e(T},, g") [e(pub, (v - gi)"),
where v = ¢” is the data owner’s public key. Then, it implies that

6(97 H(wl))/e(glv gn) = e(TTw g)/e(pub, v - gz)
3. Cryptanalysis of Lu et al.’s dIBECKS Scheme.

3.1. Review of Lu et al.’s dIBECKS Scheme. Recently, Lu et al. [19] pointed out Wu
et al.’s dIBEKS scheme [20] did not provide ciphertext indistinguishability. To enhance
the security weakness and to provide supporting multi-keyword search functionality, they
proposed a designated server identity-based encryption scheme with conjugate keyword
search called dAIBECKS. The dIBECKS scheme consists of seven algorithms described as
follows.

1. PKG Setup. Inputting a security parameter k, the PKG selects a bilinear map
e : G1 x G; — Gy, where GG; and G5 are two cyclic groups with a same prime order
q. Then, the PKG chooses s €r Z; as master key and corresponding public key
P, is computed by s - P, where P is a generator of GG;. Four cryptographic hash
functions are selected Hy : {0,1}* — Gy, Hy : {0,1}* — G4, Hs : {0,1}* — Gy,
and Hy : Gy — Zj. Finally, the PKG publishes the public parameters param =
{e.G1,Ga,q, P, Py, Hi, Hy, Hy, Hy }.

2. Server Key Extract. Inputting a server’s identity IDg € {0,1}*, the PKG computes
server’s secret key dg = s - Qg, where Qg = Hi(IDg).

3. Server Setup. Given the secret key dg, the server with I Dg selects © €g Z; and then
sets its private key SKg = (SKg1, SKg2) = (dg,x). The server’s public key PKg is
computed by x - P.

4. User Key Extract. Inputting user’s identity I Dy € {0, 1}*, the PKG computes user’s
private key SKy by s - Qu, where Qu = Hy(IDy).

5. Keyword Set Encryption. To encrypt a keyword set W = {wy, ws, ..., w,}, sender
selects 71, 12 €g Z; and computes
(a) Cl =Ty -Tg- H1(1D5>,

C4ZT1'T2'P,

)

) Cs =71y PKg,

)

(e) 05 = H4(6(H1(ID5') + HQ([DU),Tl T - Ppub))-
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The ciphertext of keyword set W is defined by Cy, = (C4, Ca1, Cas, . . ., Cap, C3, Cy, Cs).
6. Trapdoor Generation. To generate a trapdoor of a selected keyword set Wp =
{wr,,wr,,...,wy,} with indices Ly = {I,1ls,...,I;}, receiver with identity IDp
chooses ¢ €p Z; and computes
(a) T1 :t'PKs,
(b) TQ = H4<€(t . Hl(lps), Ppub))7
(C) T3 = SKU - Zi:l Hg(w[i) —1- T2 . Hl(IDs)
The trapdoor of keyword set Wr is defined by Tw,. = (11,15, T3, Ly).
7. Test. Given a cithertext Cy = (Cy,Cyy,Cog, ..., Cay, Cs,Cy, C5) sent by sender
and a trapdoor Ty, = (T1,Ts, T3, Ly) sent by receiver, the designated server first
computes C5 =1y - Zézl Hj(wy,) and then verifies

05 ?: H4(6<SK51 —+ Tg, 04) . 6(0;, SKS_le . Cg) . G(Cl, SKS_21 . T2 . Tl))

If the verification holds, the server returns 1 meaning that Wy C W. Otherwise,
returning 0.

3.2. The proposed attacks. Though Lu et al. demonstrated that their dAIBECKS
Scheme achieves ciphertext indistinguishability, trapdoor indistinguishability, and resist-
ing off-line keyword guessing attack, we point out that their AIBECKS Scheme is insecure
against off-line keyword guessing attacks to ciphertext and trapdoor by a malicious des-
ignated server M S.

3.2.1. Keyword guessing attack to ciphertert. Assume that the malicious designated server
M S receives a ciphertext Cy = (C4, Ca1,Ca, ..., Coy, C3,Cy, C5). Then, M S can launch
an off-line keyword guessing attack on Cy, described as follows.

1. Guessing an appropriate keyword w,
2. To verify
6(02i, 03) ?: 6(5[(32 . Hg(w;), 04)

If the verification is true, it means that the guessed keyword w; is related to the ciphertext
Cw, the attack success. Otherwise, the MS goes back to the step 1 and continues to
execute the step 2.

Here, we provide the correctness of our first attack. Assume that the keyword wj is the
success guessed keyword. Then,

6(021'7 03) = 6(7’1 . Hg(wi),rg X P) = 6(1’ . Hg(wi>,7”1 Ty - P) = S(SKSQ . Hg(w/>, 04)

3.2.2. Keyword guessing attack to trapdoor. Assume that the malicious designated server
M S receives a trapdoor Ty, = (11,75, T3, Ly). Then, MS can launch an off-line keyword
guessing attack on Ty, described as follows.

1. Guessing an appropriate keyword set Wy = {wj, ,wy,, ..., wy },
2. Computing X = Zi’:l Hs(w},),
3. To verify

e(X +T3,P)-e(Ty- Hi(IDg), v~ - Th) L e(Ha(IDy), Pyup)-

If the verification is true, it means that the guessed keyword set Wr. is related to the
trapdoor Tyy,., the attack success. Otherwise, the MS goes back to the step 1 and continues
to execute the steps 2-3.

Here, we provide the correctness of our first attack. Assume that the keyword set Wy
is the success guessed keyword set. Then,
G(X —I—Tg,P) : B(TQ : H1<]DS),t . P) = G(Tg —|—X+t 'T2 . Hl(IDs),P) =
€(SKU, P) = G(HQ([DU), Ppub)-
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4. Conclusions and Discussions. In this paper, we have demonstrated that Cui et al.’s
KASE and Lu et al.’s dIBEKS schemes suffered from different types of off-line keyword
guessing attacks to ciphertext and trapdoor, respectively. In 2009, Jeong et al. [35]
proved that to construct a secure PEKS scheme against off-line keyword guessing attacks
is impossible, while the number of keywords is bounded by some polynomial. In other
words, any PEKS acheme based on Bonech et al.’s framework [8] is insecure against off-
line keyword guessing attacks. Later, Baek et al. [11] and Rhee et al. [12, 13| formalized
and enhanced the security model of dPEKS such that to resist off-line keyword guessing
attacks becomes possible. Several dPEKS scheme based on their security models were
proposed in [20, 21, 22, 23, 24, 25]. However, Wu et al.’s scheme [20] is insecure against
off-line keyword guessing attacks to cithertext demonstrated by Lu et al. in [19]. We have
pointed out a malicious server in Lu et al.’s dIBEKS scheme can launch off-line keyword
guessing attacks on ciphertext and trapdoor. Hence, a dPEKS scheme is secure against
off-line keyword guessing attacks is possible or impossible? The existed security model of
dPEKS is needed enhanced? I think it remains open problems.
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