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ABSTRACT. In the information age, privacy have aroused wide concern. User identity
can be tracked in a public network if it is not stored or transmitted in a secure way. To
enhance the security, many anonymous password authenticated key exchange protocols
have been proposed to anonymize user’s identity from the server. However, few of them
focus on the stolen verifier attacks which assumes a powerful adversary who is accessible
to the server’s database or even secret keys. In this paper, we propose a mew verifier-
based anonymous password-authenticated key exchange protocols. It employs an existed
algebraic MAC' as verifier to resist such attacks. We also show that the protocol is secure
and efficient through analysis.
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1. Introduction. As computer networks have been penetrating into all walks of life,
from professional works to casual activities, people start to concern their privacy. When
interacting with a remote server, they may worry if they are being traced or not. Usually,
authentication happens before interaction. For example, if a registered user want to
submit photos to the remote, it is required to input personal information such as user
name and password in order to pass the server’s authentication. However, such steps may
leak privacy data to attackers and the server. Thus, anonymous password-authenticated
key exchange (APAKE) protocols are proposed to achieve anonymity against others during
an authentication phase.

Currently, most APAKE protocols[1, 2, 3, 4, 5, 6, 7, 8] do not take stolen verifier attacks
into consideration. A traditional authentication protocol insists that a user and the server
share a common verifier so that when the user submit it, the server can check its validity.
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TABLE 1. Notations in the proposed protocol

Notation  Description

G Circular group
P Prime order of G
g,h Generator of G
s Server’s master secret
H(") Secure hash function
U User group’s identity
S Server’s identity

ID; User i’s identity
PW; User s password
n Size of the user group

But if the server is compromised and the verifier is obtained by an adversary, then even a
legal user may be the impersonated one. To solve the problem, some protocols[9, 10, 11,
12, 13] employs assisted devices to eradicate any risks of leak. Without a verifier table,
an adversary has nothing to steal. However, such solutions bring about inconvenience for
users due to the use of assisted devices.

Recently, Yang et al.[14] constructed a secure and efficient verifier-based APAKE pro-
tocol using smooth projective hash function. It is the first APAKE protocol to deal with
such attacks without assisted devices as far as we have studied. Although it is provably
secure in the standard model and responsible for authentication with only two rounds, it
incurs large computation cost on the server side even pre-computation is allowable com-
pared with existing APAKE protocols. Therefore, in this paper, we propose a new verifier
APAKE protocol. Our protocol is constructed by taking Zhang et al.’s algebraic MAC[13]
as server’s verifier. As long as the key of a MAC is not compromised, an adversary can
do nothing but guess the password in a brute force way. And this is how our protocol
resists stolen verifier attacks. Security analysis and Performance evaluation demonstrate
that our protocol is secure against various known attacks and more efficient in terms of
computation and communication cost.

The rest of this paper is organized as follows. In section 2, the proposed protocol is
provided. Section 3 and 4 give security analysis and BAN Logic. Efficiency Analysis is
described in Section 4. Finally, section 6 concludes.

2. The proposed protocol. In this section, we present the proposed anonymous password-
authenticated key exchange protocol. Some notations in our protocol are described in
Table 1. The scheme includes three phases: the setup phase, the registration phase, and
the authentication phase.

In the setup phase, the server S initializes the system parameters including hash func-
tions, encryption algorithms, and {G, p, g, h}, where solutions to the discrete log problem
of h with base g is hard to find. S also chooses a random secret s € Z.

In the registration phase, a user U; fills in with personal information such as identity
and password, computes

m; = H(ID;||PW;) (1)

and then submits {/D;, m;} to the server S through a secure channel. When S receive a
registration request, it first validates the identity in case of duplicates. Then, S retrieves
its master secret s to compute an algebraic MAC

1

Vi =gmits (2)
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U, (IDi, PW)) S (,4ID;,V; = 977 }m1.0)

Select a, x

A= g_l/m'iha

X =g" UAX

—_— [Pre-computable]
‘Select b,y :
B =ht !
Y =g¥ !
Forj=1...n, !
L W= (A :
L Ci= ()Y :
(0l = {ID;, W, Cj}j=1..n|
K=xv
Vs = H(1| TRANS||Y||K)
S, B, tbl, Vg

Query {ID;, W;,C;} from tbl

Y = (BiaWi)miCi

K =YY"

Check Vg

Vo = H(2||TRANS||Y'||K") Vi

—
Check Vi
SK = H(TRANS||Y||K)

F1GURE 1. The authentication phase of the proposed APAKE protocol,
where TRANS = U||A||X||S|| B||tbl

as a verifier for the user, and stores {ID;, V;} in the database. After a quick response
from S, U; becomes a registered user.

In the authentication phase, a user U; starts an authentication session with the server
S. Figure 1 illustrates this phase, including the following steps.

(1) When the system is ready for login, U; selects two random numbers {a,z} € Z;2,
inputs ID; and PW;, derives m; as Eq. ,the one in the registration phase, and
computes

A =g Vmipe (3)

X =g, (4)
where A is a randomized authentication request and X is one component of a Diffie-
Hellman key. Then, U; sends M; = {U, A, X} to S.

(2) After S receives My, it selects two random numbers {b, y} € Z;z, and computes two
variables using the random numbers

B =1, (5)
Y =g (6)

where Y is the other component of a Diffie-Hellman key. Next, S traverses the user
table and retrieves the stored {ID;,V;};—1 , from the database. For each pair, it
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randomizes V; as W, and hides Y with a simple but fast operation in C;
W, = (A, (7)
G = (V))"Y. (8)

After the loop computation, S packages all these values in an indexed table tbl =
{ID;,W;,C;}. Note that almost all the exponentiation operations are pre-computable
before or in the loop. Thus, S can pre-process values such as B,Y, V}b, and C}, only
waiting for incoming A to compute A’. These values together with the following
computations are sent to U; by S as My = {S, B, tbl, Vs}, where Vg is an authenti-
cator.

K =XV, (9)
Ve = HUU[ A XS] B[ tbl|Y'[ ). (10)

(3) When M, is received by the user, U; retrieves {ID;, W;, C;} from tbl, and recover the
hidden value according to the following equations

Y' = (B~"W,)™C, (11)
K = (Y'). (12)

By substituting the recovered values, U; can verifies the correctness of Vg. If it turns
out to be false, the protocol ends with failure. Otherwise, U; believes that S is a
trusted server, computes another authenticator

Vo = H2||U[|A[ XS] Bl[tbl|[Y ]| i) (13)

and sends M3 = {Vy} to S.

(4) After S receives Ms, it checks Vi against its own computation. Incorrect result
will lead to denial of the user’s login request. On the contrary, S will accept the
anonymous user as a legal one, and compute the session key

SK = H(U[AX]|S[|BI[tbd][Y [ K). (14)

U; can also compute the session key with corresponding Y’ and K’ after successful
verification of V.

3. Security Analysis. In fact, various key exchange protocols have been proposed.
However, many of them have been proven insecure [15, 16, 17, 18, 19]. For this rea-
son, a security analysis is required. In this section, we show that the proposed protocol
meets common security requirements and resists various known attacks.

1. Mutual Authentication:In the proposed protocol, both the registered user U; and
the server S authenticate each other to complete mutual authentication. U; verifies
Vs, while S verifies V;. On the one side, to check the correctness of Vg, U; must
obtain the same value of Y. Since the computation Y’ = (B=*W;)™C; = V;_bSCi is
equivalent to Y, if the user inputs an honest m; and the server inputs correct s and
V;, U; will trust S. On the other side, S will regard anyone who manage to recover
Y from tbl as legal user.

2. Fairness of key exchange: The session key in our protocol involves X and Y from
the user and the server respectively. Thus both party enjoy equal contributions to
the key exchange process.

3. Forward secrecy: Even if the user’s password or the server’s master secret are leaked
by accident, previously established session keys will be protected by random expo-
nents x and y chosen by U; and S.
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TABLE 2. Symbols used in BAN logic

Notation Description

Al=X A believes X
A< X A saw X
Al~ X A said X
A= X A has control over X
#(X) X is fresh

A& B A and B share a key K

A& B A and B share a secret X
{X}k X is encrypted under a key K
(Y)x Y contains secret X

Anonymity: The proposed scheme provides anonymity for the registered users. In
the protocol, U; sends a different A containing the identity for each authentication
request. Therefore, neither S nor other attackers can trace the user. They cannot
even guess the identity from A because it contains a random exponent a.
Resistance to Replay Attacks: An adversary who replays messages will find the re-
ceiver’s response immediately. Each replay incurs a new random nonce generated by
the receiver. At the moment, those who replay should answer the response correctly
to finish the authentication. However, the answer consists of a random number a or
b involved in the replayed message. Knowing nothing about it, the adversary cannot
offer an answer. Therefore, our protocol can resist replay attacks.

Resistance to Off-line Password Guessing Attacks: In these attacks, an adversary
tries to guess a user’s password from existing protocol transcripts. In the protocol,
passwords are inputs of a hash function that outputs m;. Although the value A
can be the adversary’s target, it contains a random nonce that cannot be guessed.
Similarly, the adversary cannot guess from tbl since it contains server’s master secret.
Resistance to Stolen Verifier Attacks: It is assumed that the server’s database is
unbelievably accessible to an adversary in these attacks. In this case, our protocol
guarantees that the adversary at least relies on some brute force methods to break
users’ passwords. This is because the database stores an algebraic MAC for Uj.
Without the server’s key s, the adversary can do nothing. If the key is unlikely
stolen, the only way to obtain PW; is to guess from V;. Thus, the protocol is secure
against such attacks.

4. Analysis of BAN Logic. BAN (Burrows-Abadi-Needham) logic is used to prove the
security of an authentication protocol. Generally, with a list of logic symbols and inference
rules, it can help analyze the authenticity and freshness of the messages transmitted and
its source, which shows whether the protocol is vulnerable to eavesdropping and replaying.
Table 2 lists the symbols used in BAN logic.

The following inference rules are used in our proof.

R1:
R2:
R3:
R4:

AEAE B Aq(Y) x
AEBRY
AE#(X),AEB X
AEBEX
AEB=X,AEBEX
AEX
AE#(X)
AE#(XY)
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. AEBEX.Y)
R5: AEBEY)

The goal of BAN logic analysis is to prove both parties believe in the established key. To
achieve them, we follow the general proof routine including four steps.

(1) We set the following goals according to the design of our authentication phase.

SK
G3: U;|=S|= U3 s
G4: S|EU¢’EU1%(S
(2) In order to adapt the protocol to the symbols in BAN logic, we idealize the messages.
M1: S« (A, X)
M2: Uz < (B, Wi, CZ', Vs, U'Z é S)Vibs

M3: S (A, X, Vi, U; & S)yu)

(3) Besides the common reference rules, we assume the following as known conditions.
Among these conditions, A3 and A4 state that S and U; share a secret V*. Tt is
also a randomized MAC computable by both S and U;. On the one side, S owns the
random number b and the MAC V;. On the other side, U; can recover the secret by
the equation (B~W;)~™ = V. Therefore, it is reasonable to include them in our

assumptions.
Al: Ui |= #(a,x)
A2: S|=4#(b,y)

A3: Ui |=U; ‘g S
Ad: S|=U; ‘g S
A5 Uil=S=U8 S
AG: S|=U=UB s
(4) The detailed steps to the goals are listed as followed. From S5, S6, S11 and S12, we

show that the goals can be inferred.
q1: A3,M2

Ui £S M(BW;,Cy, Vs Ui B S)
Al

S2: ~
U; E#(B,Wivcggfs,Uiés)

. 517
33: _
U; ES E(B,W;,C;,Vs,U; & S)
S4: 2K

SH: —==——
U, eSEUL s
§6: 9545
U; 'EUZ‘ S
q7- A4,M3 _
S EU; (A, X, Vy U &S)
A2

U ESEUES
54

S8: -
S 'E#(A,X,VU,Ui¢>S)
q9- S7,58

S EU E(AX, Vi, UiES)
S9

S10:

S SeU; UL S

S192: S11,A6
" seu s

seu; eUEs
510
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TABLE 3. Efficiency comparison of APAKE protocols

The number of modular exponentiations

Protocols User U; Server S Communication costs

Total | Total-Precomp. | Total | Total-Precomp.
APAKE [1] 6 4 dn + 2 3n+1 (n+2)|p| + (n + 1)|h|
TAP [2] 3 2 n+1 n 2 p|+ (n+1)|h|
NAPAKE [3] 4 3 n+3 2 (n+3)|p| + |h|
VEAP [5] 2 1 n+2 1 3 |p| + 2 |h| + nle]
VAPAKE [13] 13 6 8n+9 6n+1 (2n + 8)|p|
APSTD [7] 8 6 In + 2 ™ (6n+2)|p| + 3 |h
Ours 6 3 2n+3 2 (2n +3)|p| + 2 |h|

5. Efficiency Analysis. To analyze the efficiency, we compare our scheme with other
APAKE protocols in terms of computation and communication cost. The comparison
follows Shin et al.’s criterion[5]. The computation cost is evaluated by the number of
modular exponentiations performed by a clients or the server since it takes rather little
time to process symmetric encryption/decryption, hash, and message authentication code.
We also analyze their computation cost under the situation where pre-computation is
allowed. The communication cost consists of the size of all transmitted messages in single
authentication phase. The messages usually involve group elements (|p|), hash result (|h|),
and encrypted text (|e|). Table 3 presents the comparison data.

Our proposed protocol performs better than most other ones. In the table, only VA-
PAKE and ours can withstand stolen verifier attacks. By comparison, our protocol is
more efficient. Compared to the insecure, currently, all existed protocols require linear
computation on the server side. But pre-computation can release its burden to accelerate
the time to respond during an authentication. Our protocol requires only 2 exponentia-
tions in such situation, which is next to the best VEAP. As for the communication cost,
it also come with a linear coefficient. To better understand the cost, we assume a com-
mon security setting which states |e| = 128, |h| = 160, |p| = 1024. Thus the cost of our
scheme can be ranked as a middle one among all the others. Although it does not excel
in communication cost, besides the VAPAKE, it is the only two protocols that withstand
stolen verifier attacks. Therefore, our protocol has advantages in computation cost and
security.

6. Conclusions. In this paper, we present a new verifier-based anonymous password-
authenticated key exchange protocol. By setting an algebraic MAC as server’s verifier,
we design a protocol secure against stolen verifier attacks. The analysis shows that our
protocol can withstand various known attacks and achieve high efficiency.
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