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ABSTRACT. RFID technology is a type of automatic identification technology, which has
broad application prospects in the fields of production, transportation, logistics and na-
tional defense. However, there are some problems about security and privacy because of
the design of RFID open system, an attacker can learn the content of communication
between the reader and the tag by eavesdrop and relay and can also tag tracking. Limited
tag resources are the main reason why RFID security and privacy problems are difficult
to solve. In this paper, a novel quantum dynamic basis theory is applied to RFID system
to detect relay attacks, which the core idea is to make advantage of the quantum charac-
teristics and once each authentication is completed, the database and tag automatically
update the key. We argue that our protocol improve the security and reduce the compu-
tational cost for identifying a tag.

Keywords: Relay attack, Low-cost RFID systems, Quantum information processing,
Quantum dynamic basis

1. Introduction. Radio frequency identification (RFID) technology provides a non-
contact method for automatic identification of tagged people or things [1, 2]. Moreover, it
has the characteristics of cheap, flexible deployment, easy management and so on, which
produce tremendous impact on traditional identification technology such as bar-code [3].
With the wide application of RFID technology in various fields, the security problem of
RFID has become increasingly prominent [4, 5, 6]. If the tag information contained in
the radio frequency signal transmission is eavesdropped or even maliciously modified, it
will bring immeasurable loss to the legal owner of the tag.

Typically, the RFID system consists of three parts: reader, tag, and back-end database.
When the reader sends out the query request and receives the information returned by
the tag, the information is transmitted to the back-end database. In our protocol, tag
and database should also equipped with devices which can send /receive, polarize, measure
photons. Whats more, the database has data analysis and storage capabilities, including
all tag data information. Since the default between the reader and the backstage database
is a secure channel, we consider the two parts as a whole, therefore, mainly concerned
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about the reader and the tag two parts when we design the security protocol [7, 8]. We
suppose that tag and reader equipped with devices which can send/receive, polarize,
measure photons.

Relay attack brings huge security threat to RFID technology in which the attacker
forwards the communication message between the valid sender and the legitimate recipient
intact [9, 10, 11]. However, neither the sender nor the recipient can detect an adversary.
There are two types of relay attacks including mafia fraud attacks and terrorist fraud
attacks. In most of the literature, mafia fraud attacks are regarded as relay attacks
since this attack can be not aware of both reader and tag. The traditional method to
resist relay attacks is to use the distance bounding protocol [12, 13, 14, 15, 16, 17] and
time measurement based on the communication time between the reader and the tag.
The principle of the DB protocol is to measure the upper limit of the physical distance
between the RFID tag and the RFID reader, and to measure the sent challenge bits and
the return time (RTT) of the received response bits to ensure that the tag is located near
the reader and does not occur a relay attack. However, a precise measurement of the
RTT (which requires more precise clocks, sensitive tags, immediately reactions, where the
speed of propagation is close to the vacuum speed in the communication medium and the
fast bit exchange step) is inaccurate due to small errors. There are some challenges in the
implementation of DB protocol [17].

Quantum dynamic basis theory is proposed by basing on the theory of unconditionally
secure one time password [18] and quantum properties [19], its core idea is to automatically
iterative update the basis of polarize and measure photons, which ensure that each session
key unconditional security. Since the information stored in the classical form can be
eavesdropped or copied and cannot be detected by both sides of the communication,
while in the unknown quantum state cannot be measured and cloned.

In our work, we focus on proposing a novel theory that brings in one time password
and quantum technologies to protect the RFID systems from relay attack with simple
operation and lower resources. In our scheme, tag and database need to have the abil-
ity to polarize, measure, and send/receive photons. And a reader communicates with
tag and database via classical channel and quantum channel. The security of our proto-
col is guaranteed by no-cloning and detection of adversary measurements from quantum
mechanics.

The rest of the paper is organized as follows: We outline quantum dynamic basis in
Section 2. Next, a concrete protocol base on quantum dynamic basis in Section 3, followed
by the security analysis and the performance analysis are in Section 4. This paper is finally
concluded in Section 5.

2. Quantum Dynamic Basis Theory.

2.1. Preliminary Theory. Qubit is the simplest quantum system, with a two-dimensional
complex vector space to describe its state, the space of the two orthogonal base vector are
recorded as |0) and |1). Qubits are very different from the classical bits, and in general
the quantum bits are linear superposition of |0) and |1), as |®) = a|0) + b|1). The mea-
surement of |®), the result may be |0) or |1), corresponding with the probability of |0) is
la®,|1) is |b|*. The result of the measurement operation is classical information. Note that
measurement is a destructive operation and it changes the state of a qubit permanently.
The state of a qubit can be written in different bases, which corresponds to the rotation
of the spin of photons, if qubits are realized in that way. In this work, we utilize two bases
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{Bz, Bx} to describe qubits, where Bz = {|0),|1)} and Bx = {%, %} Polariza-

tion of quantum states in different bases can be represented geometrically by rotation of
basis vectors and is shown in Table 1.

TABLE 1. Notations utilized for states of bases

Basis Classical bit 0 Classical bit 1
By — 1T
Bx N N

The one time basis protocol security is based on the properties of quantum and hash
functions [20, 21, 22] as follow:

(1) Given a word z, it is easier to compute H (z);

(2) Given a word h, it is not feasible to compute a word x such that h = H(z);

(3) Given a word =z, it is not feasible to find out H(z) = H (y) where y # x, which is
called weak collision resistant;

(4) It is not feasible to find out any (x, y) satisfies H(z) = H (y), which is called collision
resistant.

2.2. One Time Basis (OTB). In this section, we give an one time password based
automatically iterated basis scheme, in which a public secure one-way hash function H
is required to map the session key sk and the shared key K into an m-bit binary string.
Alice and Bob agree that Alice polarizes the photons, according to K the such that if the
1th bit of the K is 0, the 7th photon due to be sent by Alice, is polarized in By. Similarly,
if ith bit of the K is 1, then Alice uses basis Bx. Bob also measures the photons received
from Alice according to the same rules. We assume that the quantum channel established
between Alice and Bob is ideal. Alice and Bob have a pre-shared secret key, K; € {0, 1}3m
, which is used to start the protocol and polarizes the photons where 3m is a security
parameter according to the security requirement.

2.2.1. Pre-shared Secret Key. Before Alice and Bob communication, there is a previously
identified key K7 and the identity of the other party saved by themselves. This paper does
not focus on pre-shared key, so only a simple description is available in Fig.1. Suppose
that Alice and Bob exchange public keys through a security scheme.

Step 1: Alice encrypts the message containing Alice’s D4 and N; with Bob’s public
key PU, and sends it to Bob.

Step 2: Bob encrypts the message, including the N; generated by Alice and the newly
generated Ny by Bob, Bobs ID information I Dg, with the Alice public key PU, sent to
Alice. Alice at this point can confirm that the message is from Bob. Alice saves I Dp.

Step 3: Alice encrypts Ny with PU,, sent to Bob to confirm its source. If there is no
doubt about the source, Bob store 1D 4.

Step 4: Alice selects K to share with Bob by sending massage M = Epy, (Epg, (K1)).
Bob restores K by calculating Dpy, (Dpg, (M)).

The process of the OTB protocol is described in detail as follows (shown in Fig.2):

- Alice selects a random number a, sends a|[ID4 to Bob via a classical channel, Bob
does the similar operation sends b ||IDp to Alice. Alice and Bob identify each other by
ID.

- Alice makes a series of calculations and gets k = H; (a ||b),sk = Hy (a||b|| K1) ,he =
H, (sk||Ky) and g4 = hg ||sk ||k. Therewith, she polarizes the photons according to the
K, generating |ga), and sends |g4) to Bob via a quantum channel.
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& B (1) O
a user Alice > auser Bob or server 8
Eqy (M|, |m;)
Eg, (V)

V| Dgy, (DP& (M)J

M = Ep;, (EPR, (Kl)} Obtaining K

F1GURE 1. The process of share K;

- Then Bob checks if Hy (sk'||[K1) = hgy and k' = H; (a||b) to authenticate Alice by
measuring qubits receiving from Alice according to the K.

- Bob identifies Alice as a valid user and puts &’ into another secure one-way function
H; getting K, automatically instead of Ky, then prepare |¢g) based on K; and send back
to Alice by a quantum channel.

- Alice checks if the outcome with hy, = hg, to authenticate Bob. Alice prepare for
next session by calculating Ky = Hs(k) as the next time pre-shared key.

A '
a user Alice a”IDJ ‘ ’ @ user Bob of server §

Select arandom number g ; Select a rmdom mumber b

Check )Da';IDS blpDa Check md';m_,

Compute k= H, (al). Mezsure| g Yacoording to K-

ske=H,(alb|k,). g Decode fi, . sk . K -

Ry =H,(sk[,) Clack a1k )=k, & '=Hy (alp)

I yes compue g, =h, '[ID,|D; -
sl 2= |0, |10,

prepare |qg>baxecn K, send back to Alice

Prepare ‘qﬂ) baseon K.

‘ > and put ) mto i, geting K, imstead of
Messure |g,} scordingto K, 9z

Check Fommy- | K

IEyes, compute K = H, (k) and Else informs Alice to abort the protocol

prepate for next session.

Else abort the protocol.

F1GURE 2. The OTB protocol

3. The proposed protocol. In this section, we propose a new protocol to put the
quantum dynamic basis into the low cost RFID system against relay attack. Since the
default between the reader and the backstage database is a secure channel, we consider
the two parts as a whole, therefore, mainly concerned about the reader and the tag two
parts when we design the security protocol [23, 24]. We suppose that tag and reader
equipped with devices which can send/receive, polarize, measure photons. In this work,

we utilize two bases {Bz, Bx} to describe qubits, where Bz = {|0),]|1)} and Bx =

{%, % } We assume that reader and tag share a secret key K; as the measurement

basis. The notation used hereafter is shown in Table 2. The process of polarizes the
photons, according to K; the such that if the Ith bit of the K; is 0, the ith photon is
polarized in By. Similarly, if ¢th bit of the K; is 1, then the submitter uses By basis.
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TABLE 2. Notations

Symbol Definition
K; Automatically iterated basis
sk Session key
k A key to calculate K; + 1
a,b The random number
H A secure one-way hash function
m The length of k, sk, K
I Concatenation operation
|sk) Qubit sequences according to sk
|B) Qubit sequences according to B

Our protocol requires quantum and classical channels, the reader sends authentication
request through the classical channel, while the authentication process of the protocol is
completed through the quantum channel. The specific process of protocol is depicted in
Fig. 3 and described as follows:

CET
k'=H(alp) s
sk'= H(“Hb”Kl] b Check if sk'; sk
Generate |5:’C '> baseon K, [
If equal, compute B = sk ||k

Decode |B'.check if K=k

If equal, authenticate success.

Generate |B> baseon K

= s g | and update K, =H(FC)

K, =H(k)

Prepare |q‘4> base on K .

FIGURE 3. Authentication protocol based on quantum dynamic basis

The reader generates a random number a and sends to the tag as the authentica-
tion request. The tag also generates a random number b and sends back to the reader.
The tag calculates a||b and puts it into the hash function H with secure parameter
m:{0,1}" — {0,1}"™ and then gets an M-bit hash value,k. Then, the tag gets sk by
putting a||b ||K; into H. Once the reader receives the message sent by the tag, it cal-
culates k' = H (a||b),sk’ = H (a||b||K; ). Therewith, the reader polarizes the photons
according to the Kj, generating |sk’) base on Ki, and send |sk’) to tag via a quantum
channel.

Upon the reception of qubits from the reader, the tag measures it according to the
K, and authenticates the reader by checking if sk’ = sk. In the case of inequality, the
tag aborts the protocol; otherwise, the tag generates |B) based on K; by computing
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B = sk||k and puts k' into H getting K, automatically instead of K, then sends |B)
back to the reader.

The reader decodes |B) getting sk” k" and checks if " = k' to identify the tag. If
equal, authentication is successful, automatic iterative updating of keys for the reader.
Otherwise, terminate authentication process.

4. Analysis.

4.1. Security Analysis. The channel between the tag and the reader is divided into
forward and backward channels. The forward channel is that information interaction
between the reader and the tag, while the backward channel is the channel that the
tag sends information back to the reader after receiving request from the reader. The
communication between tags and readers is carried out in the form of electromagnetic
waves, and there is no physical or visible contact in the process. This non-contact and
wireless communication can easily be tapped, which has a great impact on the design and
analysis of the system security mechanism. Thus, the tags and the readers should trust
each other and should be resistant to relay attacks and impersonate attacks.

In a relay attack, an attack is performed between the tag and reader by a malicious
attacker Eve, leading indirect communication between the tag and the reader. In the
authentication stage, attackers will relay challenge response information transparently
forwarding to both reader and tag. After receiving the correct authentication information,
the reader mistakenly believes that the tag is in the around, thus making the corresponding
operation.

During each authentication instance, an adversary can only observe the values including
a,b,|sk’),|B), where a,b are the random numbers, |sk’),|B) are the polarized photons
strings. Because of the non-cloning principle of qubits, it is impossible for any adversary
to replicate qubits for their use without measurement. Once an adversary has measured,
the tag and reader will recognize the presence of attack, which brings the abort of the
protocol. The detailed description of the relay attack is shown in Fig 4.

ey
e Tog
o
-
b
|sk ")

Eve measures qubits string base on the
random basis K ', which bring about

the detective the attack of tag and reader.

F1GURE 4. Relay attack on the protocol
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Eve does not have the security parameter m, even if he gets the random numbers a, b
cannot compute k, it is also impossible to obtain the measurement basis K5 of next round
by iteration. So if Eve wants to get authentication of tag or reader can only be done in the
current authentication, that is, by guessing the base of the measurement. Assume that the
probability of successful relaying is % when Eve guesses the base of measurement correctly.
While it is ;11 when Eve guesses the basis incorrectly, however it may also has chances that
tag/reader receive the correct photon, due to Eve obtains a wrong single bit and polarizes
the bit by the wrong basis. The probability that Eve succeeds in relaying a photon is %.
However, Eve relays a m-bit quantum string every time the success probability of A is
just (%)m Consequently, if m is large enough, the relay attack cannot happen.

The security performance of protocol proposed in this article compared with the pro-
posed by Jannati [8], Chien [27] is described in Table 3. Because of the unidirectional
nature of hash function and the use of random numbers, attackers cannot distinguish the
output of a tag even though they get the output of multiple tags. Thus, our scheme has
no traceability and forward security.

TABLE 3. Comparison between schemes

Jannati [8] Chien [27] Our scheme
No traceability A A O
Forward secrecy O O O
Relay attack O X O
O : satisfied, A: partially satisfied, x : no satisfied

4.2. Performance Analysis. In 2014, Zhang et al. [28] proposed the idea of applying
quantum key distribution (QKD) technology to the client-server architecture, which lays
the foundation for our protocol’s hardware implementation. The Reader and Tag in our
protocol need the capacity of polarizing, measuring, sending/receiving qubits. Zhang
et al. integrate most of the resources needed on the server side, while the client only
needed a non-chip polarization rotator. The server sends the light pulses generated by
the continuous wave laser source to the client through the polarization maintaining fiber
(PMF). The client uses the integrated polarization controller (PC) to prepare the qubit
and return it to the server. The server measures the received quantum bits using a similar
PC, fiber polarizing beam splitter (FPBS) and superconducting single photon detectors
(SSPDs). Therefore, The reader and tag use the integrated polarization controller to
generate the qubit and send it to each other through the polarization maintaining fiber
(PMF). Then they measure the received qubits by using a similar PC, FPBS, SSPDs.

Whats more, our protocol makes Reader and Tag has the ability to compute a pseudo-
random function. In previous work, Mandal et al. [29] proposed the simplest number of
two input NAND gate equivalents for implementation, which makes it possible to im-
plement pseudo-random functions based on simple pseudo-random number generators
on low-cost devices, since such devices have 2000GEs that can be used for security fea-
tures [30].

Thus, our scheme only needs simple on-chip polarization rotator and pseudo random
number generator that may be integrated into a handheld device. However, due to the
weak or erroneous effects of wireless transmission susceptibility to noise, applying the error
correction mechanism to the system is necessary. Automatic Repeat Request (ARQ) and
Forward Error Correction (FEC) are two of the most common error control schemes [29].
Error correction mechanisms will not make an impact on our protocol, while in the DB
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protocol which is cannot be used owing to delay during the rapid bit exchange phase.
Therefore, the DB protocol is very sensitive to noise.

Moreover, only simple operations can be performed in the process making storage space
are low. In our scheme, the tag and the reader both share a m-bit basis K. For identifying
each other, the tag and the reader store the sk of m-bit. And for autoing update the
measurement basis, they also save m-bit k. Therefore, to implement of our scheme, the
tag and the reader respectively need 3m-bit memory. The messages of tag-to-reader
communication are b, | B), similarly reader-to-tag are a, |sk’).

5. Conclusion. This paper has proposed quantum dynamic base theory apply to RFID
system to resist attacks, mainly against relay attack with simpler operation and lower
resources. Because each session generates new random numbers and measurement base,
the attacker cannot get session information by cumulative access, and cannot obtain
information by measuring due to the quantum principle of wave packet collapse.

In the future, we may have a higher probability of detecting relay attacks so that the
current RFID systems more secure and efficient if we integrate more quantum capabilities
into tags and readers. Moreover, quantum dynamic basis theory can also be applied to
other aspects by its quantum security, which may make encrypted algorithm safer.
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