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ABSTRACT. The ease of exchanging data through communication channels made possible
by the industrial and informational revolutions has both advantages and disadvantages.
The drawbacks of using information-hiding techniques as a security strategy must be
taken into account. This paper provides a comprehensive review of information hiding
techniques in digital systems. The paper aims to explore and analyze various methods
used to conceal sensitive data within digital assets, such as images, audio files, videos,
and documents. It discusses the importance of information hiding techniques in differ-
ent industries and applications, along with their advantages, challenges, and potential
ethical considerations. The findings of this review aim to enhance the understanding of
information hiding techniques and their relevance in today’s digital landscape.
Keywords: Information Hiding Technique; digital assets; Digital Systems; industrial
and informational revolutions.

1. Introduction. The rapid advancements in digital technology have brought about
a significant increase in the volume and importance of sensitive data being transmitted
and stored [1][2]. With the growing concerns of unauthorized access, data breaches, and
privacy violations, the need for effective information hiding techniques [3] has become
paramount [4]. Information hiding techniques refer to the methods used to conceal sen-
sitive data within digital assets, making it difficult for unauthorized individuals to access
or detect the hidden information [5].

This research paper provides a comprehensive review of information hiding techniques
(IHT) in digital systems [6]. It explores various methods such as steganography, water-
marking, encryption, obfuscation, data masking, and covert channels [7]. Each technique
has its unique characteristics and applications, and understanding their strengths and
limitations is crucial for implementing effective data protection strategies. Figure 1 illus-
trates a process of digital image steganography procedures. The technique uses to hide
secret information within a digital image without arousing suspicion; that involves two
main procedures: embedding and extraction [8].

10



Recent Information Hiding Techniques in Digital Systems: A Review 11

The embedding procedure is the process of hiding secret information within the digital
image that uses the least significant bits (LSBs) [9]. The secret information, which can be
in the form of text, images, or any other data, is encoded and then embedded in the image.
The goal is to make the modifications imperceptible to the human eye so that the image
appears unchanged to an observer. There are various techniques used for embedding
secret information. One common approach is the LSB substitution method, where the
LSBs of the image pixels are replaced with the secret data bits [10]. Another technique is
the spread spectrum method, which spreads the secret data across multiple pixels in a way
that is difficult to detect. Other advanced methods include transform domain techniques,
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FIGURE 1. A process of digital image steganography procedures.
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such as discrete cosine transform (DCT) or discrete wavelet transform (DWT), which
exploit the frequency domain properties of the image to embed the secret information.
Once the secret information is embedded, the extraction procedure is used to retrieve the
hidden data from the stego-image, which is done by reversing the embedding process [11].
The stego-image is analyzed, and the modifications made during embedding are detected
and reversed to obtain the original secret information. The extraction process requires
knowledge of the embedding algorithm and any encryption or compression techniques
used during embedding [12].

The paper discusses the applications and industries where these techniques are crucial,
including banking and finance, healthcare, media and entertainment, government and
defense, and e-commerce. It highlights the advantages of information hiding techniques,
such as protecting sensitive data and enhancing privacy and confidentiality [13]. How-
ever, the paper also acknowledges the challenges and limitations associated with these
techniques, such as capacity constraints and vulnerabilities to advanced attacks. Ethical
considerations and potential misuse are also discussed [14]. The importance of staying
updated with the latest techniques is emphasized, as the field of cybersecurity is con-
stantly evolving [15]. Owverall, this research paper aims to enhance understanding and
promote further research and innovation in information hiding techniques [16]. The pa-
per also delves into the applications and industries where information hiding techniques
play a vital role. Industries such as banking and finance, healthcare, media and enter-
tainment, government and defense, and e-commerce heavily rely on these techniques to
safeguard sensitive information [17], protect intellectual property, and ensure compliance
with privacy regulations [18].

Advantages of information hiding techniques include the protection of sensitive data,
enhanced privacy and confidentiality, detection and deterrence of data breaches, and
improved data integrity and authenticity [19]. However, implementing these techniques
also comes with challenges and limitations, such as capacity constraints, vulnerabilities
to advanced attacks, and the need to balance security with usability [20].

Ethical considerations and potential misuse of information hiding techniques are also
discussed in this review. While these techniques are primarily intended for legitimate
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purposes, there is a potential for misuse in illegal activities, invasion of privacy concerns,
and ethical implications related to covert surveillance and espionage [21]. It is crucial
for individuals and organizations to be aware of these ethical considerations and ensure
responsible use of information hiding techniques [22]. Staying updated with the latest
information hiding techniques is of utmost importance in today’s digital landscape. The
field of cybersecurity is constantly evolving, and new threats and vulnerabilities emerge
regularly. By staying informed and adapting to new challenges, individuals and organi-
zations can better protect their sensitive data and mitigate risks [23].

This review research paper provides a comprehensive overview of information hiding
techniques in digital systems. By exploring various techniques, applications, advantages,
challenges, and ethical considerations, it aims to enhance the understanding of these
techniques and their relevance in today’s digital age. The findings of this review contribute
to the existing knowledge base and emphasize the importance of continuous research and
innovation in information hiding techniques.

Information hiding techniques
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FIGURE 2. Several selected types of information hiding techniques.

2. Types of Information Hiding Techniques. Information hiding techniques play a
crucial role in ensuring the security and integrity of sensitive data. These techniques offer
a way to conceal information within various mediums, making it difficult for unauthorized
individuals to detect or access the hidden data [24].

However, there are several challenges and limitations that organizations must consider
when implementing information hiding techniques. Balancing robustness against detec-
tion with security, compatibility and interoperability issues, legal and ethical consider-
ations, human factor vulnerabilities, and limitations of steganography are some of the
challenges that organizations may face . It is essential to understand and address these
challenges to effectively implement and utilize information hiding techniques. Figure 2
shows a taxonomy of selected types of information-hiding techniques.

Additionally, ethical considerations and the potential misuse of these techniques must
be carefully evaluated. Privacy protection, intellectual property rights, misrepresenta-
tion and deception, law enforcement and national security, and ethical responsibility are
important factors to consider [25]. Organizations must ensure that information hiding
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TABLE 1. Types of Information Hiding Techniques

Technique Description

Steganography [27] Hides information within other digital media, such as
images, audio files, or videos, in an imperceptible man-
ner.

Watermarking [4][28] | Embeds a unique identifier or signature into digital me-
dia for purposes such as copyright protection, content
authentication, and tamper detection.

Encryption [4][29] Converts data into an unreadable format using crypto-
graphic algorithms, ensuring that only authorized indi-
viduals can access the data.

Obfuscation [30] Modifies the source code or structure of a program to
make it difficult to understand or reverse engineer, pro-
tecting intellectual property.

Data Masking [24][31] | Replaces sensitive data with realistic, but fictional, data
to maintain privacy and compliance during testing, de-
velopment, or analysis.

Covert Channels [32] | Hidden communication channels within legitimate chan-
nels, used for secure communication or malicious activ-
ities like data exfiltration.

techniques are used responsibly, within legal boundaries, and in compliance with privacy
laws and regulations [26]. By understanding these challenges, limitations, and ethical con-
siderations, organizations can make informed decisions about implementing information
hiding techniques and ensure that they are used in a responsible, transparent, and ethical
manner. Proper guidelines, policies, and oversight mechanisms should be established to
promote ethical use and mitigate potential risks.

Table 1 lists types of information hiding techniques includes Steganography [27], Wa-
termarking [28], Encryption [29], Obfuscation, and Obfuscation [30], Data Masking [31],
and Covert Channels [32] teachniques. Steganography is a concealing information within
digital media without arousing suspicion. Watermarking is a embedding a unique identi-
fier into digital assets for copyright protection or authentication purposes. Encryption is
form of transforming data into a coded form to prevent unauthorized access. Obfuscation
is kind of modifying code or data to make it difficult to understand or reverse engineer
[33]. Data masking is a replacing sensitive data with fictitious or masked values. Covert
Channels is a way of establishing hidden communication channels within a system.

Steganography: Steganography is the art of hiding information within other digital
media, such as images, audio files, or videos [27]. This technique involves embedding
the hidden data in a way that is imperceptible to human senses. Steganography can
be used to conceal sensitive information, such as passwords or confidential documents,
within seemingly innocuous files. Figure 3 displays a flowchart of the stegosystem coding
procedures.

Watermarking: Watermarking is a technique used to embed a unique identifier or
signature into digital media, such as images or videos [28]. These watermarks can be
visible or invisible and serve various purposes, including copyright protection, content
authentication, and tamper detection. Watermarking helps to establish the ownership
and integrity of digital assets. Encryption: Encryption is a widely used technique for
securing data by converting it into an unreadable format using cryptographic algorithms
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[29]. The encrypted data can only be accessed with the correct decryption key. Encryption
is commonly used to protect sensitive information during transmission or storage, ensuring
that only authorized individuals can access the data.

Obfuscation: Obfuscation involves modifying the source code or structure of a program
to make it difficult to understand or reverse engineer. This technique is commonly used
in software development to protect intellectual property and prevent unauthorized access
to proprietary algorithms or sensitive information. Data Masking: Data masking is a
technique used to protect sensitive data by replacing it with realistic, but fictional, data.
This allows organizations to use real data for testing, development, or analysis purposes
while ensuring that sensitive information is not exposed [31]. Data masking helps to
maintain data privacy and compliance with regulations.

Covert Channels: Covert channels refer to the communication channels that are hid-
den within legitimate communication channels [32]. These channels are used to transmit
information without detection or suspicion. Covert channels can be used for both legiti-
mate purposes, such as secure communication in military or intelligence operations, and
for malicious activities, such as data exfiltration.

3. Applications of IHTs and Involved Industries. This section presents the infor-
mation hiding techniques used in applications and industries, e.g., Banking and finance
[34]: Securing financial transactions and protecting customer data; Healthcare [35]: En-
suring privacy and confidentiality of patient records; Media and entertainment [20]: Pre-
venting piracy and unauthorized distribution of content; Government and defense: Safe-
guarding classified information and communication channels; and E-commerce: Protect-
ing customer information during online transactions. These applications and industries
highlight the diverse range of sectors where information hiding techniques are applied to
enhance data security, protect sensitive information, and ensure compliance with privacy
regulations. Each industry has its own specific requirements and use cases for informa-
tion hiding techniques, and implementing these techniques effectively contributes to the
overall security and integrity of digital assets [36]. Table 2 illustrates a wide range of ap-
plications and industries of information-hiding techniques. Information hiding techniques
have a wide range of applications and play a crucial role in various industries. Some of
the common applications and industries where these techniques are utilized include:
Banking and Finance: In the banking and finance sector, information hiding techniques
are used to secure sensitive financial data, such as customer records, transaction details,
and account information [34]. Encryption and data masking are commonly employed
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TABLE 2. A wide range of applications and industries of information-hiding

techniques.
Application Involved Industries
Banking and Finance [34] Banking, Financial institutions.
Healthcare [35] Hospitals, Clinics, Healthcare providers.

Media and Entertainment [24] | Media companies, Entertainment industry.
[20]

Government and Defense [37] Government agencies, Defense organizations .

E-commerce [39] Online retailers, Payment processors.

Intellectual Property [40] Software development, Digital content. creation,
Engineering

Cybersecurity [13] Information security companies, I'T. departments

to protect financial data during transmission and storage, ensuring confidentiality and
integrity.

Healthcare: Information hiding techniques are vital in the healthcare industry to safe-
guard patient data, ensure privacy compliance, and protect medical records [35]. Encryp-
tion and data masking techniques help prevent unauthorized access to sensitive patient
information, while watermarking can be used to track and authenticate medical imaging
data.

Media and Entertainment: The media and entertainment industry uses information
hiding techniques for copyright protection and content authentication [20]. Watermarking
is often applied to digital media files to establish ownership, detect unauthorized use, and
prevent piracy.

Government and Defense: Information hiding techniques are heavily utilized in govern-
ment and defense sectors to protect classified information, secure communication channels,
and prevent data leaks [37]. Steganography and covert channels are used for secure and
covert communication, while encryption is employed to protect sensitive government and
defense data.

E-commerce: In the e-commerce industry, information hiding techniques are utilized
to secure transactions, protect customer data, and prevent fraud. Encryption ensures
that online transactions are encrypted, safeguarding sensitive financial information such
as credit card details.

Intellectual Property Protection: Information hiding techniques help protect intellec-
tual property in industries such as software development, digital content creation, and
engineering [38]. Techniques like obfuscation are employed to make it difficult for unau-
thorized individuals to understand or reverse engineer proprietary algorithms or designs.

Cybersecurity: Information hiding techniques are essential in cybersecurity to protect
sensitive information from cyber threats. Encryption is widely used for secure data trans-
mission, while steganography can be employed to conceal the presence of malicious code
or data within digital files.

These applications illustrate the wide-ranging significance and impact of information
hiding techniques across various industries. Implementing these techniques in the right
context helps ensure data security, confidentiality, and integrity in today’s digital age.

4. Advantages and Disadvantages of IHTs. This section presents some advantages
and disadvantages of information-hiding techniques. Several advantages are the protec-
tion of sensitive data from unauthorized access, enhanced privacy and confidentiality,
detection and deterrence of data breaches, and improved data integrity and authenticity
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TABLE 3. Several advantages of information-hiding techniques.

Advantage

Feature Description

Confidentiality[4] [5]

Ensures sensitive information remains confidential and
accessible only to authorized individuals.

Integrity [19] [24]

Hospitals, Clinics, Healthcare providers.

Unauthorized Access Pre-
vention[4] [24]

Maintains data integrity by preventing unauthorized
modifications or tampering.

Compliance
[44]

and Privacy

Protects against unauthorized access to sensitive infor-
mation.

Intellectual Property Pro-
tection [4][40]

Safeguards intellectual property from theft or misuse

Detection of Unauthorized
Usagel[4]

Identifies and detects unauthorized usage or distribution
of digital assets.

Provides a means for secure and covert communication
in sensitive environments.

Secure Communication [13]

[41]. In contrast, several disadvantages are the capacity limitations in steganography and
watermarking techniques, vulnerabilities to advanced attacks and detection algorithms,
balancing security and usability in encryption methods, and legal and ethical considera-
tions in certain applications [42].

4.1. Advantages of Information Hiding Techniques. These advantages highlight
the benefits of utilizing information hiding techniques in various industries to enhance
data security, protect sensitive information, and ensure compliance with privacy regula-
tions [43]. By implementing these techniques effectively, organizations can mitigate risks
associated with unauthorized access, data breaches, and intellectual property theft. Table
3 lists several advantages of Information Hiding Techniques.

4.2. Challenges and Limitations of IHTs. Several disadvantages are the capacity
limitations in steganography and watermarking techniques, vulnerabilities to advanced
attacks and detection algorithms, balancing security and usability in encryption meth-
ods, and legal and ethical considerations in certain applications. Table 4 shows several
Challenges and Limitations of information-hiding techniques.

5. Ethical Considerations and Potential Misuse. Ethical considerations and poten-
tial misuse of IHT are possible to be such as, Misuse of information hiding techniques for
illegal activities, Invasion of privacy concerns, Ethical implications of covert surveillance
and espionage [18]. Privacy Protection: Information hiding techniques can be used to
protect individuals’ privacy and sensitive data [47]. However, there is a potential for mis-
use, such as invading privacy or conducting illegal surveillance [41]. Organizations must
ensure that these techniques are used responsibly and in compliance with privacy laws
and regulations.

Intellectual Property Rights: Information hiding techniques can help protect intel-
lectual property rights by hiding proprietary information [38]. However, there is a risk of
misuse, such as unauthorized distribution or infringement of others’ intellectual property
[34]. Organizations should ensure that these techniques are used within legal boundaries
and respect the rights of others.

Misrepresentation and Deception: Information hiding techniques, particularly in
the context of steganography, can be used for deceptive purposes, such as spreading
misinformation or conducting covert activities. Organizations must consider the ethical
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TABLE 4. Challenges and Limitations of information-hiding techniques.

17

Challenge

Feature Description

Detection and Countermea-
sures [45]

Adversaries constantly develop new methods to detect
and counter information hiding techniques.

Performance Impact [13]

Some techniques may introduce computational overhead
or latency, impacting system performance.

Key Management [13] [34]

Proper management of encryption or steganographic
keys is crucial for security and integrity.

Robustness and Security
Trade-Off [46]

Balancing robustness against detection with security can
be challenging.

Compatibility and Interop-

Implementing across different systems or platforms may

face compatibility or interoperability issues.

Use of information hiding techniques may raise concerns
regarding privacy, intellectual property, or regulatory
compliance.

Techniques can be vulnerable to human errors or social

erability [5]
Legal and Ethical Consider-
ations [5][13]

Human Factor Vulnerabili-

ties [5][13] engineering attacks.
Limitations of Steganogra- | Steganography techniques have limitations on data ca-
phy[5][13] pacity and may be affected by file formats or compres-

sion algorithms.

implications of using these techniques for deceptive purposes and ensure transparency and
honesty in their operations.

Law Enforcement and National Security: Information hiding techniques can be
used by law enforcement and intelligence agencies for legitimate purposes, such as gath-
ering evidence or protecting national security. However, there is a potential for misuse,
such as unauthorized surveillance or violating civil liberties. Organizations and authori-
ties must strike a balance between security needs and individual rights, ensuring proper
oversight and adherence to legal frameworks [48].

Ethical Responsibility: Organizations and individuals using information hiding tech-
niques have an ethical responsibility to use them in a responsible and lawful manner. This
includes obtaining proper consent, respecting privacy rights, and ensuring transparency
and accountability in their operations. Regular ethical assessments and reviews should
be conducted to identify and address any potential ethical concerns or risks associated
with the use of these techniques [49]. Considering these ethical considerations is
vital to prevent the misuse of information hiding techniques and ensure that they are
used in a responsible, transparent, and ethical manner. Organizations should establish
clear guidelines, policies, and oversight mechanisms to promote ethical use and mitigate
potential risks [50-51]. Importance of staying updated is listed as much, the evolving
nature of digital threats and attacks, the need for continuous research and development
in information-hiding techniques, the role of individuals and organizations in staying in-
formed and adapting to new challenges [34]. For information-hiding strategies to be used
responsibly, transparently, and ethically, it is crucial to consider certain ethical factors.
Organizations should set clear rules, regulations, and supervision procedures to encourage
ethical use and reduce potential hazards. THTs can be used to safeguard people’s privacy
and sensitive information. Nevertheless, there is a chance for abuse, such as invasions of
privacy or unauthorized surveillance. Companies must ensure these methods are applied
sensibly and by privacy laws and regulations. By concealing confidential information,
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information-hiding strategies can aid in protecting intellectual property rights. However,
there is a chance of abuse, such as dissemination without authorization or stealing some-
one else’s intellectual property. Organizations should ensure these methods are applied
legally and about other people’s rights. IHTS, mainly used in steganography, can be used
for misleading actions like disseminating false information or carrying out covert opera-
tions [52][53]. Organizations must ensure openness and honesty in their operations and
consider the ethical ramifications of adopting these strategies for dishonest ends.
Businesses and individuals who employ an information-hiding approach are ethically
required to do so responsibly and legally [52]. This entails gaining valid consent, uphold-
ing privacy rights, and guaranteeing responsibility and transparency in their operations.
To detect and resolve any potential ethical concerns or dangers connected with these
procedures, routine moral assessments and reviews should be carried out[53].

6. Conclusion.

This review paper aims to provide a comprehensive understanding of information hiding
techniques in digital systems. By exploring various methods, applications, advantages,
challenges, and ethical considerations, it contributes to the existing knowledge base and
emphasizes the importance of staying updated in this rapidly evolving field. Overall,
information hiding techniques (IHTs) have the potential to enhance data security and
protect sensitive information. However, it is crucial to approach their implementation
with careful consideration of the challenges, limitations, and ethical implications involved.
The review is hoped that this review will inspire further research and innovation, leading
to more robust and effective information hiding techniques to protect sensitive data in
the digital realm.
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