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Abstract. When data owners outsource their encrypted data files to a cloud storage
system, a set of access control rules is defined and enforced by the data owners to deter-
mine who will be granted/denied access to each file of the outsourced data. Most of the
providers for cloud storage service depend on a trusted third party to enforce the access
control rules. This paper proposes a new, simple, fine-grained and cryptographic-based
access control mechanism that does not require the existence of a trusted third party. The
proposed mechanism is based on pairing cryptography and the utilization of a processor
smart card as a tamper-resistant hardware device for secure storage and secure processing.
The proposed mechanism involves the utilization of a new concept named timed – expiry
decryption which denies access/decryption to an encrypted file after a pre-determined
period. In addition to timed – expiry feature, the proposed mechanism guarantees a fast
and flat revocation time for all outsourced files.
Keywords: Cloud storage users, access control, pairing cryptography, smart cards.

1. Introduction. Cloud storage service is an internet-based service provided by cloud
computing technology. Data owners with limited storage resources, outsource their data
files to a cloud storage server to benefit from the unlimited storage resources, anytime
anywhere accessibility, pay-per-use, and high-quality data storage service. Cloud storage
system could be roughly categorized as private or public storage clouds. In private storage
clouds, the individual’s data is stored in a group of on-premises/ off-premises servers that
are owned and managed by the data owner. Apple iCloud offered by Apple Inc. is an
example of private clouds. In public storage clouds, the storage servers are located off-
premises, and owned and controlled by a semi-trusted third party (cloud service provider).
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Amazon’s S3 offered by Amazon Web Services (AWS), is an example of business public
clouds [1].

2. Related Work. Sahai and waters [2], were the first to introduce the principal of
attribute-based encryption (ABE). ABE is one-to-many and public key-based encryption
scheme in which confidentiality is provided along with access control over the encrypted
files. The main two variants/kinds of ABE are: key-policy ABE (KPABE) and ciphertext-
policy ABE (CP-ABE). In KPABE,ciphertext is associated with a set of attributes while
the private keys of the data users are associated with an access policy on the attributes.
The problem with KP-ABE is that the key issuer (not the data encryptor) decides who can
decrypt the file and get access to its content. On the contrary, in CP-ABE, the private keys
of the data users are associated with a set of attributes while the ciphertext is associated
with an access policy on the attributes. Data encryptor decides who can decrypt the
file and get access to its content [3, 4]. ABE schemes are considered expensive type of
encryption in terms of data size and the number of computations. When implementing the
ABE schemes, the size of the ciphertext increases according to the number of associated
attributes, which accordingly increases the decryption time. Moreover, decryption process
consumes one pairing operation for each associated attribute [5]. In [6], the authors
adopted another approach to provide access over the outsourced files by using a secure
hardware device for each data user to hold the private keys. This approach provided
strong protection for the private key but on the other hand, it requires some computational
intervention from the cloud server, which is not available in public cloud storage servers.

3. Technical Preliminaries. In this section, a brief review of Smart Card as a Secure
Hardware Device, and Pairing-based Cryptography will be introduced.

3.1. Smart Card as a Secure Hardware Device. Smart card is a very tiny computer
in the form of pocket–sized plastic card. Its software and hardware resources are very
limited. Yet, it is widely used in various applications that require secure processing or
secure storage. Smart cards are manufactured and engineered to be tamper-resistant.
Besides, the selfcontainment feature makes them resistant to attacks, as they do not need
to depend upon potentially vulnerable external resources [7]. Smart cards have many
security features that make them perfectly suitable for secure business transactions, se-
cure data storage, and application processing. Smart card needs a card acceptance device
(CAD) to communicate with the outer world [8]. Exchanged data is framed in a message
structure known as APDU (Application Protocol Data Units). A mutual active authenti-
cation protocol takes place between the smart card and CAD to identify each other before
exchanging data. Once the connection is established, exchanged data can be verified using
message authentication code/ digital signature. Smart cards also protect inter-exchanged
data between internal blocks by using non-constant bus-scrambling techniques [9]. Also,
power analysis techniques such as visual inspection of traces are avoided by implementing
time constant key operations, which eliminate time dependence in intermediate values.
Cryptographic operations are completely isolated from the card operating system and
their input/output visibility is restricted. This measure helps in providing protection
against memory dump attacks and buffer overflow attacks [10].

3.2. Pairing-based Cryptography. Elliptic curve cryptography (ECC) is some sort of
public key cryptography in which all the operations is executed over an elliptic curve. The
set of points on the elliptic curve E is the set of solutions to the non-singular Weierstrass
equation:

y2 = x3 + ax+ b (1)
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Where coefficients a, and b lie in the finite field GF (K), K > 3, and satisfy: 4a3+27b2 ̸= 0.
The discrete logarithm problem was re-defined over an elliptic curve cryptography to
be Elliptic Curve Discrete Logarithm Problem (ECDLP). For any two arbitrary points
defined over the curve (X, Y ), Y = k · X such that k is a large integer. Given X, Y it
is computationally unfeasible to find k, and k is considered the discrete logarithm of the
point Y to the base X [11]. Pairing (em) is a mapping function over a non-singular elliptic,
curve E[m]. The function takes as input a pair of two points P,Q from two additive cyclic
subgroup G1, G2 (known as the source subgroups), and map them to another element (µ)
in multiplicative subgroup (known as the target group) in a finite field (F) in such a way
that the exponent multiplies. Pairing must be bilinear and efficiently computable. If
G1 = G2, the paring is considered symmetric with one source group G such that:

µ = em(P,Q) ∀ P,Q ∈ E[m], µ ∈ F (2)

em(g
a, gb) = em(g, g)

ab ∀ a, b ∈ Z and g ∈ G. (3)

Figure 1. The General Architecture of the Proposed Mechanism.

4. The Proposed Mechanism. This work aims to build on the earlier work done in [12]
to provide more secure file sharing and fine-grained access control. The main idea of the
proposed access control mechanism is to grant access right to each privileged/ intended
data user by enabling him/her to generate the cipher key of each outsourced encrypted
file. On the other hand, denying access (revoking data user), is conducted by disabling the
data user’s capability to generate/ use the cipher key. Any data user can download any
encrypted file and get some public parameters attached to the file metadata. However,
without the cipher key, data users can get no access to the content of the encrypted
files. Intended data user can generate the cipher key from the parameters acquired from
three different actors (objects); smart card in the data user’s possession, the encrypted
file outsourced to the cloud server and a public directory in the form of a file named
PPD (public privilege directory) (see Fig. 1). Data user needs three pieces of information
to generate the cipher key: the data user’s private key (Upr

i ) kept in the smart card, an
elliptic curve point (P g

i ) attached to the encrypted file metadata representing a value used
in the pairing operation named cipher key parameter, and an elliptic curve point (P v) kept
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in the PPD. Our design is premised on two different cryptographic techniques: symmetric
key system acting as a pseudo random number generator (PRNG) and pairing over non-
singular elliptic curve with large prime. Data user uses the collected pieces of information
as parameters for a pairing operation to generate a parameter (seed) value. The data user
uses the generated seed value and the PRNG to generate the cipher key. The proposed
mechanism grants access to the intended users at the file creation by including the ID of
the intended user in the pairing operation. This means that the data user would not be
able to generate the cipher key for an encrypted file unless his/her ID is mathematically
included in the pairing operation. On the other hand, the proposed mechanism denies
access for an existing user in two different ways:

• Disabling the data user’s capability to generate the cipher key by changing the pairing
information exists in both the encrypted file and user information in the PPD. This
action takes place when data user loses the privilege granted by the data owner due
to the loss of the secure hardware device (smart card).

• Setting an expiry date for the encrypted outsourced files for a period determined by
the data owner. After this period and even with the correct information needed, the
file decryption would be no longer possible.

Before granting/ denying access to a data user, a setup process takes place at the data
owner side to prepare the system for the actual work and define all the parameters needed
for the mechanism to operate.

4.1. Setup. The setup process includes five different sub-processes; selecting the elliptic
curve parameters, generation of private keys for data owner and all the data users, de-
sign and implementation of the cipher key generation algorithm, and finally smart card
preparation/personalization.

1. Elliptic curve parameters
The proposed mechanism is mathematically based on elliptic curve cryptography.

The first step in our design is to choose an elliptic curve E, defined over finite field
Fq with large prime order q > 512 bits (to achieve security level similar to symmetric
key encryption with 256 bits). Two subgroups: G,GT are picked, with order(r) such
that:

r | #E(Fq), r | qk − 1. (4)

The value (k) represents the embedding degree of the chosen curve. The embedding
degree should be small in order to be suitable for pairing-based applications. A
super-singular elliptic curve has been selected with an embedding degree value k < 6
(typically k = 2), which is suitable for efficient computation [13]. The value (r) is
picked to be Solinas prime, with the form:

2exp1 ± 2exp2 ± 1, 0 < exp2 < exp1, q = 3mod 4. (5)

The value (h) represents the curve cofactor with regard to the working subgroup,
such that (h = n/r). Where, n is the order of the curve (the number of all its points),
and r is the order of the subgroups: G, and GT .

The typical selected parameters for the selected elliptic curve are shown in Table 1.
2. Private Keys Generation

as a second step in our design, a private key for the data owner and each data
user is created based on his/her unique ID (e.g. email address). A mapping process
takes place to map the email address of each data user to a unique index (incremen-
tal/random). This index is converted to an elliptic curve point representing his/her
unique ID (U id

i ) that is used afterward to compute his/her unique private key. A
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Table 1. Elliptic Curve Parameters

Parameter Value

q
878071079966331252243778198475404981580688319941420821102865

339926647563088022295707862517942266222142315585876958231745

9277713367317481324925129998224791

h
120160122648911460793888213667405342048029544012513118229196

15131047207289359704531102844802183906537786776

exp1 159

exp2 107

hash function(H1)is used to convert the selected user index to a point on the used
elliptic curve group E(Fq). Data owner generates the private keys for all the data
users by executing the following steps:
• Generates a random value (t), computes the data user’s ID point (U id

i = t ·
H1(index(i))) such that: t ∈ ZP , H1 : index(i) −→ E(Fq).

• Generates a random value (s) to compute each data user’s private key (Upr
i =

s · U id
i ) such that: s ∈ ZP , U

id
i : data user’s ID point.

Table 2. Users ID Mapping Table

User
attribute(e.g.
email address)

User Index
( ui )

User Index (EC
point)

User ID
(U id

i )
Private Key
(Upr

i )

John
@gmail.com

u0 H1(u0) t ·H1(u0) s ·H1(u0)

Rick
@yahoo.com

u1 H1(u1) t ·H1(u1) s ·H1(u1)

· · · · · · · · · · · · · · · · · · · · · · · · · · · · · ·
Jane.doe
@usa.net

un H1(un) t ·H1(un) s ·H1(un)

Table 2, shows the full operation of the generation of both user’s ID and user’s
private key (with incremental index).

3. Key Generation Algorithm
in order to generate the cipher key to be used to encrypt/decrypt the outsouced

file, a pseudo-random number generator is used to generate a different cipher key for
each encrypted outsourced file. The PRNG consists of two shift registers (R1,R2)
each of 128 bit length. R2 is a kind of linear feedback with non-sparse primitive
feedback polynomial which guarantees a very long period. R1 is a kind of non-linear
feedback shift register that modifies the taps of the linear feedback to provide the
system with the required non-linearity. Each of the cipher key and the initialization
vector (IV) has a size of 128 bit.

4. Smart Card Preparation (personalization)
a smart card is issued for each data user to act as a decryption platform for

the downloaded encrypted file. Firstly, the smart card is programmed with a set of
commands to act as a mini-operating system to handle the card input/output process

8780710799663312522437781984754 0498158068831994142082110286533 9926647563088022295707862517942 2662221423155858769582317459277 713367317481324925129998224791
8780710799663312522437781984754 0498158068831994142082110286533 9926647563088022295707862517942 2662221423155858769582317459277 713367317481324925129998224791
8780710799663312522437781984754 0498158068831994142082110286533 9926647563088022295707862517942 2662221423155858769582317459277 713367317481324925129998224791
1201601226489114607938882136674 0534204802954401251311822919615 131047207289359704531102844802 183906537786776 
1201601226489114607938882136674 0534204802954401251311822919615 131047207289359704531102844802 183906537786776 
mailto:John@gmail.com
mailto:John@gmail.com
mailto:Rick@yahoo.com
mailto:Rick@yahoo.com
mailto:Jane.doe@usa.net
mailto:Jane.doe@usa.net
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and manage communication with data users’s application programs. Each card is
also programmed with the PRNG along with the data user’s private key. Finally,
the card is programmed with some security logic (8-digit PIN code) to restrict card
usage to the intended user.

5. PPD Files Creation
a PPD file is created and configured for each group of encrypted files. Each user

(U id
i ) in the group is assigned two records in the PPD. The first record (UPPD

i )
contains an elliptic curve point used in the pairing operation and represents a group
private key for all the users except user (U id

i ). The second record (P v) contains
another elliptic curve point which is used in the pairing operation (by the data user)
in addition to the revocation process (by the data owner). In order to avoid the
Collusion attacks, the first record (UPPD

i ) is encrypted with the intended user ID:

UPPD
i = EncU id

i
(H2(s ·

n∑
k=0,k ̸=i

U id
k )) (6)

such that: H2 is a hash function: F ∗
q −→ Bit string. In some cases, one/more of the

users might be privileged to access files in two/more different groups of encrypted
files. In this case, one PPD file is assigned for each group of encrypted files. As a
result of this feature, a compromised data user might be denied access to one group
of encrypted files while being able to access another group(s) of encrypted files.

4.2. Granting Access to a New User. Granting access is conducted at the data owner
side by mathematically including all the intended users IDs in the pairing operation. On
the other side (intended data user’s side), the same pairing operation is executed to
securely compute the cipher key parameter. Data owner performs the following steps to
grant access to the intended user:

• Selects a random and public point P ∈ E(Fq).

• Computes a group ID (Qpub
all ) for (n) intended users, Qpub

all ∈ E(Fq) such that: Qpub
all =∑n

k=0,k /∈J H1(U
id
k ), J : the revoked data users’s set.

• Computes the public key of the data owner: DOPub = s.P, s is a secret ∈ ZP .
• Computes the PPD value for each user (see Table III).
• Generates a different pairing parameters (γq

i , γ
u) for each outsourced file (i) such

that: γi = γq
i + γu; where γq

i , and γu ∈ ZP .
• Computes P v = γv · P, P g

i = γg
i · P . The value P g

i is included in the outsourced file
metadata, while P v is a fixed value for every data user and it is used in the PPD for
revocation purpose.

• Computes the cipher key parameter (µ) for the intended group of users as follows:

µ = H2(e(Q
pub
all , DOpub)γi (7)

= H2(e(Q
pub
all , P )s·γi (8)

= H2(e(γi ·
n∑

k=0,k /∈J

U id
k , P · s)) (9)

= H2(e(s ·
n∑

k=0,k /∈J

U id
k , P · γi)) (10)

= H2(e(
n∑

k=0,k /∈J

U id
k , P )s·γi) (11)
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• Compute the cipher key (Kc) = PRNG(µ) and perform file encryption using the
computed key.

At the intended user side, data user collects the information needed to compute the cipher
key by downloading the encrypted file and decrypt his/her own PPD record. The steps
are executed as follows:

• Download the encrypted file (Filec).
• Extract (P g

i ) from the encrypted file.
• Extract (P v) from the PPD.
• Decrypt PPD record and get the value (UPPD).
• Compute the pairing operation to get the value (µ) as follows:

µ = H2(e(U
PPD
i + s · U id

i , P v + P g
i )) (12)

= H2(e(s ·
n∑

k=0,k /∈J,k ̸=i

U id
k + s · U id

i , P · γi)) (13)

= H2(e(
n∑

k=0,k /∈J

U id
k , P )s·γi) (14)

= H2(e(Q
pub
all , P )s·γi (15)

• Compute the cipher key Kc = PRNG(µ).

4.3. Revoking Access for an Existing User. Revocation is the act of preventing a
data user from the current and future decryption of the encrypted files. User revocation
may take place when data user loses the privilege granted by the data owner or when
the smart card of the data user is reported as lost or stolen. The direct and effective
approach for revocation is the re-encryption for all the outsourced data with a new ci-
pher key. Normally, Re-encryption is conducted by the data owner / the cloud service
provider or a trusted third-party entity. When the size of data is very huge (order of
Petabytes/Exabyte/..), this approach is computationally feasible but it comes with very
high cost in terms of time and processing power. At the worst case, we assume that
the revoked user and before being revoked, had already downloaded and decrypted all
the files he is privileged to download from the cloud server. In this case, the revocation
mechanism will prevent the data user from a future decryption only. This assumption
contradicts with the main purpose of huge data outsourcing to an off-site storage system.
Accordingly, this assumption is very highly unlikely and therefore, currently encrypted
files must be protected along with the newly encrypted files against unauthorized access.
In order to deny access to a file/set of files for a compromised data user, Data owner
executes the following:

• Generates a new random value (α) and computes the value (α, P ).
• The old point P g

i in each file metadata is updated with new value: new (P g
i ) =

α · P + P g
i .

• The new P g
i will result in a new pairing parameter (γnew

i ) and accordingly a new
cipher key parameter and consequently a new cipher key for the encrypted file:

µnew = H2(e(s ·
n∑

k=0,k /∈J

H1(U
id
k ), P · γnew

i )) (16)

• After this step, none of the data users (intended and revoked) would be able to
recover the cipher key unless a correction action is conducted by the data owner.
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• Leveraging the fact that adding a point on an elliptic curve to its inverse will result
in the identity element (P + [−P ] = O), Data owner computes the inverse of the
point (α ·P ) and add it to every user in the PPD expect the revoked user as follows:

µ = H2(e(s ·
n∑

k=0,k /∈J

H1(U
id
k ), P · γnew

i + inv(α · P ))) (17)

Table 3. PPD and Revocation Process

User ID P v UPPD
i

U id
0 inv(α·P )+P v UPPD

0 = EncUPPD
0

(H2(s ·∑n
k=0,k ̸=0 U

id
k ))

U id
1 inv(α·P )+P v UPPD

1 = EncUPPD
1

(H2(s ·∑n
k=0,k ̸=1 U

id
k ))

U id
2 (revoked) P v UPPD

2 = EncUPPD
2

(H2(s ·∑n
k=0,k ̸=2 U

id
k ))

· · · · · · · · · · · · · · · · · ·
U id
n−1 inv(α·P )+P v UPPD

n−1 = EncUPPD
n−1

(H2(s ·∑n
k=0,k ̸=n−1 U

id
k ))

Every user will get the updated PPD value except the revoked data user (see Table
3).

4.4. Timed- Expiry Decryption. The concept of timed-release encryption (TRE) was
introduced by [14]. In this concept, an encrypted message could not be decrypted by
any one until a predetermined period has passed. The pre-determined period is based on
a concept of computational complexity named ”time-lock puzzles” [14]. Leveraging the
secure processing and secure storage features of the smart card, we propose a new simple
method to set an expiry date for the file decryption and we name it TED (Timed-Expiry
Decryption). In this method, a certain encrypted file cannot be decrypted after a pre-
determined period/date determined by the data owner. Unlike timed-release encryption,
the main idea of TED is not based on a computational problem; it is based on limiting
the file decryption to a certain tamper-resistant hardware device (e.g. smart card) that is
capable of keeping track of the time. Smart card as a miniature computer has no internal
clock neither an internal battery. Accordingly, powered-off/inactive smart card cannot
keep track of the time. Nevertheless, when smart card is connected to any computer
via card acceptance device, the number of milliseconds that have elapsed since 00:00:00,
January first, 1970, which is known as UNIX time, can be sent to the card and kept in the
card permanent memory EEPROM. The card is programmed to compare any received
time to the saved time and suspend the decryption routine execution according to the
comparison result. When a contact smart card is inserted in the card reader, an electrical
reset happens and an output message is sent from the card to the hosting PC via the card
reader. The received message is known as ATR (Answer To Reset) and it is complying
with ISO/IEC 7816 standards. ATR contains some simple row of parameters showing the
communication protocol used, card type, card manufacture , card serial number . . . etc.
In our design, the ATR is created to include a byte code. This code revokes the hosting
PC to read the UNIX time and send it to the smart card right after the cold reset. When
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the data owner wants to set a validity date, he/she selects a pairing parameter γi to be
equal to the expiry date. In order to correctly compute the pairing result and the cipher
key, data user is obliged to use the pairing parameter (representing the expiry date) as is
without any modification . Data owner can set an expiry date for any encrypted file by
conducting the following steps:

• Before issuing the card, data owner reads the current UNIX time and save it on the
card EEPROM (reference time). When the data owner wants to set an expiry date
for an encrypted file, he/she sets the date, convert it to UNIX time format, and
attach it to file meta-data as a pairing parameter (γ).

• Inside data user’s card, a comparison process takes place between the saved UNIX
time and the extracted pairing parameter (in the form of UNIX time format). Ac-
cording to the comparison result, the card is programmed not continue with the
cipher key generation routine if the saved dated is earlier than the received date as
a pairing parameter.

5. Analysis. In this section, security analysis and efficiency of the proposed scheme are
discussed.

5.1. Security Analysis. The proposed mechanism security strength is mainly based on
three security points: the security of the distributed cipher key parameter, the security
of the generated cipher key while being stored and processed, and finally the security
of the cipher key generation algorithm. We assume that the outsourced data files are
secured while being transmitted over the communication networks (e.g. Internet) using
Transport Layer Security (TLS) protocol or Secure Sockets Layer (SSL). We also assume
that cloud storage service provider prevents unauthorized access from users sharing the
same storage, and it provides: protection against data alteration, backup and redundancy
techniques, and data recovery. Finally, we assume that the key generation algorithm is
public knowledge and the only secret is the computed key parameter.

1. Security of the Key Generation Algorithm
One of the basic requirement in the output of PRNG is to be indistinguishable

from truly random number generator [16]. The NIST statistical test package has been
used to evaluate the randomness property of the output sequence. An arbitrary long
binary sequence of 8-MByte size has been generated and subjected to test under a set
of 15 different NIST tests. The tested sequence has passed the different 15 statistical
test with significance level equals to 98% (α = 0.02) with the value of calculated test
statistic ≤ threshold value for each test. Another important metric to evaluate the
security strength of the pseudo random number generators is the equivalent linear

complexity (ELC) [17]. ELC or linear span of random sequence sn = (s)
(n−1)
(i=0) , is the

smallest positive integer L such that a linear recursion relation with fixed constants
c1, c2 · · · cL; ci ∈ 0, 1 satisfying:

sj + c1sj−1 + ...+ cLsj−L = 0; L ≤ j < n. (18)

In another words, it is the length of the smallest linear feedback shift register that can
be used to generate the same output sequence. Berlekamp - Massey (BM) algorithm
is an algorithm that is used to efficiently calculate the equivalent linear complexity of
a binary sequence of length n. The time complexity of the algorithm is O(n2). The
key generator algorithm has been run to generate different outputs with different
sizes. The BM algorithm has been applied to each output to calculate its equivalent
linear complexity.
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Table 4. ELC for different sizes binary sequence

input size (bits) Equivalent Linear Complexity

512 0.002432000

1024 0.005376000

2048 0.009728000

4096 0.021504000

8192 0.038912000

16384 0.08601000

32768 0.155648000

65536 0.344064000

Results have been tabulated in (Table 4) which shows that no matter the size of the input bits
to be tested (n) is, the length of the equivalent linear feedback shift register length
almost equals to n/2.

2. Security of the Generated Cipher Key
Unlike Most of the pairing-based protocols (identity-based encryption and attribute-

based encryption), the proposed mechanism does not require a secure channel for the
private key distribution since that all the private keys are distrusted during the smart
card issuance. Using a secure hardware device like the smart card to perform the
cryptographic computations, prevents the leakage of sensitive data and the generated
cipher key since they never leave the card. Once the data user unplugs the smart
card of the hosting device (card reader), all the sensitive information (including the
cipher key parameter and the generated cipher key itself) is erased immediately.

5.2. Efficiency. The time-efficiency of an access control mechanism is not only measured
with how fast access is granted, but it is measured with how fast access is denied as
well. In the proposed mechanism, access is granted using only one pairing operation at
each side. In average, a pairing operation implemented on average speed machine (800-
1000 MHz CPU clock frequency), and using Pairing-Based Cryptography (PBC) library,
consumes less than 3 millisecond. On the other hand, when the card thief possesses
the card, he/she will try to download as much files as he/she can, and decrypt them
later. The direct re-encryption approach efficiency depends on the size of each file to be
re-encrypted. The larger the file size the longer the re-encryption time. The proposed
revocation consumes very short time (order of seconds) to replace the information attached
to the file metadata and update all the involved PPD files. The consumed time for each
file, (order of milliseconds)is fixed regardless the file size (see Fig.2).

6. Conclusion. In this paper, a new fine-grained and cryptographic-based access control
mechanism for cloud storage users has been introduced. In order to provide strong physical
protection for the cipher key, a smart card acting as a tamper-resistant hardware device
has been used as a platform to execute all the cryptographic operations. The proposed
mechanism grants access for intended data users using pairing-based cryptography over
an elliptic curve with large prime order. The paper introduced two different methods
to revoke a compromised data user’s access to the encrypted files, the first by disabling
the given capability to generate the cipher key, and the second by setting an expiry date
for the file decryption. The PRNG used to generate the cipher key has been tested for
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Figure 2. Revocation Time.

randomness and unpredictability using NIST statistical package. The long cycle of the
PRNG has been assured by using the BM algorithm to measure the equivalent linear
complexity for different sizes of the output.
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