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Abstract. Public key encryption with keyword search (PEKS) provides an efficient way
to search encrypted files. Recently, Rhee et al. contributed their knowledge to propose
several literatures in this research area. In this paper, we first review their three famous
schemes and then summarize the security weaknesses of the three schemes. Finally, we
discuss the security problems about Rhee et al. like scheme and remain an open problem.
Keywords: Searchable encryption, Keyword search, Keyword guessing attack, Cryptanalysis.

1. Introduction. With the fast growth of cloud and big data technologies [1, 2, 3], to
outsource the personal files such as photos, videos, etc. to the cloud becomes popular
behaviors. Meanwhile, user may adopt the related encryption technologies [4, 5, 6] to protect their files. Public key encryption with keyword search (PEKS) (or called searchable
public key encryption) is a cryptographic primitive. It provides an efficient way to solve
a critical problem that how to search an encrypted file using keyword in cloud server.
The first PEKS scheme is introduced by Boneh et al. [7] in 2004 and the framework of
PEKS is depicted in Figure 1. It describes three roles: a data owner, a server, and a data
user, who can be the data owner himself or any other designated individual who has the
16
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right of accessing the file. The data owner first encrypts the keywords with the file and
user’s public key. Then, she/he uploads to the server together with the encrypted data
files. A data user wishes to retrieve file with a particular keyword, she/he will generate a
trapdoor using her/his private key and the keyword she/he wants to search. This trapdoor is securely sent to the server. The server can test an encrypted keyword ciphertext
matching with the trapdoor using some cryptographic means. The matching encrypted
data will then sent to the user. Such framework was used in the subsequent works [8, 9].

Figure 1. The framework of Boneh et al.’s PEKS scheme
In 2008, Beak et al. [10] proposed a PEKS scheme with designated verifier, namely
SCF-PEKS. Their scheme first introduced the server role and pointed out that the attacker
can be divided into malicious servers and outside attackers. However, their SCF-PEKS
scheme is insecure against an off-line keyword guessing attack pointed by Rhee et al. [11].
Meanwhile, they proposed an improvement based on SCF-PEKS scheme. In 2010, Rhee
et al. [12] proposed a variant of SCF-PEKS scheme called SCF-dPEKS (or called dPEKS
for short). A dPEKS allows only a designated server to perform the keyword searching.
When the encrypted keyword and the trapdoor are generated, both the user’s public
key and the server’s public key are used. This framework allows the removal of secure
channel between the data user and the server depicted in Figure 2. Later, several PEKS
or dPEKS schemes based on different public key cryptosystems were proposed such as
identity (ID)-based [?] and certificateless based [13, 14, 15, 16, 17].
However, as pointed by Shen et al. [18] it is inherently impossible to protect a trapdoor in the above PEKS framework. It is because everyone can generate the encrypted
keyword using user’s public key. Because the size of meaningful keyword space has a
limitation about 218 , attacker can simply enumerate on all possible keywords to construct
an encrypted keyword and test that with the trapdoor. On the other hand, attacker can
capture the trapdoor sent by the user (or called receiver) and then tests the trapdoor
is related to which keyword in the above dPEKS framework. The two kinds of attacks
are referred to off-line keyword guessing attacks [19, 20, 21, 22, 23, 24, 25, 26]. In 2010,
Rhee et al. [12] defined a new security notion of dPEKS scheme called ”Trapdoor indistinguishability” which allows a scheme to be formally proven secure against an outside
attacker who wants to launch an off-line keyword guessing attack.
In this paper, we review and analyze Rhee et al.’s three famous dPEKS schemes [11,
20, 12]. We demonstrate the scheme [20] is suffered from an off-line keyword guessing
(KG) attack launched by an outside attacker and all schemes are suffered from off-line
KG attacks launched by a malicious (curious) server even the three schemes are proved
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Table 1. Notations
Notation
S
R
KS
λ
g
skS
pkS
skR
pkR
H1 , H4
H2
H3

Meaning
Server.
Receiver.
Keyword space.
Security parameter.
Generator of G.
Server’s private key.
Server’s public key.
Receiver’s private key.
Receiver’s public key.
Cryptographic map-to-point hash function, H1 , H4 : {0, 1}∗ → G.
Cryptographic hash function, H2 : GT → {0, 1}log p .
Cryptographic hash function, H3 : GT → {0, 1}λ .

”trapdoor indistinguishability”. Finally, we summarize the security problems of the three
schemes and remain an open problem about to resist off-line keyword guessing attacks
launched by a malicious (curious) server in Rhee et al. like scheme is possible? This paper

Figure 2. The framework of Rhee et al.’s dPEKS scheme
is organized as follows. In Section 2, we review and analyze Rhee et al.’s first dPEKS
scheme called dPEKS-1 scheme including the concept of pairing. Then, we review and
analyze Rhee et al.’s second dPEKS scheme called dPEKS-2 scheme in Section 3. In
Section 4, we review and analyze Rhee et al.’s third dPEKS scheme called dPEKS-3
scheme. The conclusion and discussion are drew in Section 5.
2. Analysis of Rhee et al.’s first dPEKS scheme (dPEKS-1). In 2009, Rhee et
al. [11] proposed a dPEKS scheme (named dPEKS-1 here) and claimed their dPEKS1 scheme is secure against off-line keyword guessing (KG) attacks by outside attacker.
However, we demonstrate that their dPEKS-1 scheme is still insecure against other offline KG attacks by malicious (curious) server in this section. Firstly, we introduce the
concept of pairing in the following subsection and the notations throughout in this paper
are summarized in Table 1.
2.1. Pairing. Let E be a non-singular elliptic curve over a finite field F. To select two
groups G and GT with prime order p, where G is a multiplicative cyclic group of EF (x, y)
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and GT is also a multiplicative cyclic group of F. A pairing (or called bilinear pairing) is
a map defined by e : G × G → GT and satisfies the following properties.
1. Bilinear. For all u, v ∈ G and a, b ∈ Z∗p , we have e(ua , v b ) = e(u, v)ab .
2. Non-degenerate. For any identity 1G ∈ G, we have e(1G , 1G ) = 1GT , an identity of
GT .
3. Computable. There exist several algorithms to compute e(u, v) for all u, v ∈ G.
For the details about pairing, please refer [27, 28, 29, 30, 31, 32, 33, ?, 34] to for a full
descriptions.
2.2. Review of Rhee et al.’s dPEKS-1 scheme. The dPEKS-1 scheme consists of
following algorithms (phases).
1. System setup. Inputting a security parameter λ, this algorithm returns public parameters param = {G, GT , p, e, g, H1 , H2 , KS}, where g is a generator of G, H1 :
{0, 1}∗ → G, H2 : GT → {0, 1}log p , and KS is a keyword space.
2. Key generation. The server S’s private key skS is defined by skS = α ∈R Z∗p and the
corresponding public key pkS is computed by pkS = g α . Similarly, the receiver R’s
private/public key pair is defined by (skR , pkR ), where skR = x ∈R Z∗p and pkR = g x .
3. Keyword encryption. To encrypt some keyword w ∈ KS, this algorithm first selects a
value r1 ∈R Z∗p and then computes the correspond cithertext of w by Cw = hC1 , C2 i,
where
C1 = (pkR )r1

(1)

C2 = H2 (e(pkS , H1 (w)r1 )).

(2)

and

4. Trapdoor generation. For a specific keyword w ∈ KS selected by the receiver, this algorithm first selects a value r2 ∈R Z∗p and then computes the corresponding trapdoor
of w by Tw = hT1 , T2 i, where
T1 = (pkS )r2

(3)

T2 = H1 (w)1/x · g r2 .

(4)

and

5. Test. To retrieve the encrypted keyword Cw , the receiver sends a trapdoor Tw to the
server S. Then, S first computes
Λ = (T2 )α /(T1 )α

2

(5)

and then verifies
C2

?
=

H2 (e(C1 , Λ)).

(6)

If the verification holds, the server returns ”1”. Otherwise, it returns ”0”.
2.3. Security weaknesses in dPEKS-1 scheme. Here, we demonstrate that Rhee et
al.’s dPEKS-1 scheme is insecure against off-line KG attacks by malicious (curious) server
S. The functionality of S is defined by it can execute the steps of algorithms honestly
but it is curious about the content of ciphertext Cw and trapdoor Tw .
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2.3.1. Hu and Liu’s attack. In 2012, Hu and Liu [22] pointed out the insecurity of Rhee
et al.’s dPEKS-1 scheme. Assume that S received a trapdoor Tw = hT1 , T2 i sent by the
receiver. Then, it can execute the following steps to launch an off-line KG attack as
follows.
(1) To compute
Λ = (T1 )1/α .
(7)
(2) To guess an appropriate keyword w0 ∈ KS.
(3) To verify
e(pkR , T2 ) ?= e(pkR , Λ) · e(g, H1 (w0 )).

(8)

If the verification is true, it means that Tw is generated by w0 . Otherwise, S goes
back to (2) and continues to execute (3).
2.3.2. Our attack. Here, we propose a similar attack approach to show the insecurity of
Rhee et al.’s dPEKS-1 scheme. Also assume that S received a trapdoor Tw = hT1 , T2 i
sent by the receiver. Our attack is described that S executes the following steps to launch
an off-line KG attack as follows.
1/α
(1) To compute Λ = T2 /T1 .
(2) To guess an appropriate keyword w0 ∈ KS.
(3) To verify
e(pkR , Λ) ?= e(g, H1 (w0 )).
(9)
If the verification is true, it means that Tw is generated by w. Otherwise, S goes
back to (2) and continues to execute (3).
Here, we explain the correctness of our attack. Assume that w0 is the success guessed
keyword. Then,
e(pkR , Λ) = e(g x , H1 (w)1/x ) = e(g, H1 (w)).
(10)
3. Analysis of Rhee et al.’s second dPEKS scheme (dPEKS-2). In 2009, Rhee
et al. [20] proposed another dPEKS scheme (named dPEKS-2 here) and claimed their
dPEKS-2 scheme is also secure against off-line KG attacks by outside adversary. However,
we demonstrate that their dPEKS-2 scheme is still insecure against other off-line KG
attacks by outsider adversary and malicious (curious) server in this section.
3.1. Review of Rhee et al.’s dPEKS-2 scheme. The dPEKS-2 scheme consists of
following algorithms (phases).
1. System setup. Inputting a security parameter λ, this algorithm returns public parameters param = {G, GT , p, e, g, v, u, u
e, H1 , H3 , KS}, where g is a generator of G,
v, u, u
e ∈R G, H1 : {0, 1}∗ → G, H3 : GT → {0, 1}λ , and KS is a keyword space.
2. Key generation. The server S’s private key skS is defined by skS = α ∈R Z∗p
and the corresponding public key pkS is computed by pkS = (pkS,1 , pkS,2 , pkS,3 ) =
(g α , v 1/α , u1/α ). Similarly, the receiver R’s private/public key pair is defined by
(skR , pkR ), where skR = x ∈R Z∗p and pkR = (pkR,1 , pkR,2 , pkR,3 ) = (g x , v 1/x , u
e1/x ).
3. Keyword encryption. To encrypt some keyword w ∈ KS, this algorithm first selects
a value r ∈R Z∗p and then computes the correspond cithertext of w by Cw = hC1 , C2 i,
where
C1 = (pkR,1 )r
(11)
and
C2 = H3 (e(pkS,1 , H1 (w)r )).

(12)
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4. Trapdoor generation. For a specific keyword w ∈ KS selected by the receiver, this
algorithm computes the corresponding trapdoor of w by
Tw = H1 (w)1/skR .

(13)

5. Test. To retrieve the encrypted keyword Cw , the receiver sends a trapdoor Tw to the
server S. Then, S verifies
C2

?
=

H3 (e(C1 , TwskS )).

(14)

If the verification holds, the server returns ”1”. Otherwise, it returns ”0”.
3.2. Security weaknesses in dPEKS-2 scheme. Here, we demonstrate that Rhee et
al.’s dPEKS-2 scheme is insecure against off-line KG attacks by outside adversary A and
malicious (curious) server S.
3.2.1. Hu and Liu’s attack. Hu and Liu [22] also pointed out the insecurity of Rhee et
al’s dPEKS-2 scheme. Assume that A captures a trapdoor Tw sent by the receiver. Then,
it can executes the following steps to launch an off-line KG attack as follows.
(1) To guess an appropriate keyword w0 ∈ KS.
(2) To verify
e(pkR,1 , Tw )

?
=

e(g, H1 (w0 )).

(15)

If the verification is true, it means that Tw is generated by w. Otherwise, A goes
back to (1) and executes.
Note that this attack approach also can be launched by malicious (curious) server S.
3.2.2. Our attack. Here, we propose a similar attack approach to show the insecurity of
Rhee et al.’s dPEKS-2 scheme. Also assume that A received a trapdoor Tw sent by the
receiver. Our attack is described that A executes the following steps to launch an off-line
KG attack as follows.
(1) To guess an appropriate keyword w0 ∈ KS.
(2) To verify
e(v, Tw )

?
=

e(pkR,2 , H1 (w0 )).

(16)

If the verification is true, it means that Tw is generated by w0 . Otherwise, A goes
back to (1) and executes.
Note that this attack approach also can be launched by malicious (curious) server S.
Here, we explain the correctness of our attack. Assume that w0 is the success guessed
keyword. Then,
e(v, Tw ) = e(v, H1 (w)1/skR ) = e(pkR,2 , H1 (w)).

(17)

4. Analysis of Rhee et al.’s third dPEKS scheme (dPEKS-3). In 2010, Rhee et
al. [12] proposed a dPEKS scheme (named dPEKS-3 here) and claimed their dPEKS3 scheme is also secure against off-line KG attacks by outside adversary. However, we
demonstrate that their dPEKS-3 scheme is still insecure against other off-line KG attacks
by malicious (curious) server in this section.
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4.1. Review of Rhee et al.’s dPEKS-3 scheme. The dPEKS-3 scheme consists of
following algorithms (phases).
1. System setup. Inputting a security parameter λ, this algorithm returns public parameters param = {G, GT , p, e, g, u, u
e, H1 , H3 , H4 , KS}, where g is a generator of G,
u, u
e ∈R G, H1 , H4 : {0, 1}∗ → G, H3 : GT → {0, 1}λ , and KS is a keyword space.
2. Key generation. The server S’s private key skS is defined by skS = α ∈R Z∗p and
the corresponding public key pkS is computed by pkS = (pkS,1 , pkS,2 ) = (g α , u1/α ).
Similarly, the receiver R’s private/public key pair is defined by (skR , pkR ), where
e1/x ).
skR = x ∈R Z∗p and pkR = (pkR,1 , pkR,2 ) = (g x , u
3. Keyword encryption. To encrypt some keyword w ∈ KS, this algorithm first selects a
value r1 ∈R Z∗p and then computes the correspond cithertext of w by Cw = hC1 , C2 i,
where
C1 = (pkR,1 )r1

(18)

C2 = H3 (e(pkS,1 , H1 (w)r1 )).

(19)

and

4. Trapdoor generation. For a specific keyword w ∈ KS selected by the receiver, this algorithm first selects a value r2 ∈R Z∗p and then computes the corresponding trapdoor
of w by Tw = hT1 , T2 i, where
T1 = g r2

(20)

r2
T2 = H1 (w)1/x · H4 (pkS,1
).

(21)

and

5. Test. To retrieve the encrypted keyword Cw , the receiver sends a trapdoor Tw to S.
Then, the server first computes
Λ = T2 /H4 (T1α )

(22)

and then verifies
C2

?
=

H3 (e(C1 , Λα )).

(23)

If the verification holds, the server returns ”1”. Otherwise, it returns ”0”.
4.2. Security weaknesses in dPEKS-3. Here, we demonstrate that Rhee et al.’s
dPEKS-3 is insecure against off-line KG attacks by malicious (curious) server S.
4.2.1. Wang et al.’s attack. In 2011, Wang et al. [21] pointed out the insecurity of Rhee
et al.’s dPEKS-3 scheme. Assume that S received a trapdoor Tw = hT1 , T2 i sent by the
receiver. Then, it can execute the following steps to launch an off-line KG attack as
follows.
(1) To compute Λ = T2 /H4 (T1α ).
(2) To guess an appropriate keyword w0 ∈ KS.
(3) To verify
e(pkR,1 , Λ)

?
=

e(g, H1 (w0 )).

(24)

If the verification is true, it means that Tw is generated by w0 . Otherwise, S goes
back to (2) and continues to execute (3).
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Table 2. Summary of off-line keyword guessing attacks on Rhee et al.’s
three dPEKS schemes
Launched by
Outside adversary

dPEKS-1 [11] dPEKS-2 [20] dPEKS-3 [12]
No
Yes
No
([22], Our)
Malicious (curious) server
Yes
Yes
Yes
([22], Our)
([22], Our)
([21], Our)
4.2.2. Our attack. Here, we propose a similar attack approach to show the insecurity of
Rhee et al.’s dPEKS-3 scheme. Also assume that S received a trapdoor Tw = hT1 , T2 i
sent by the receiver. Our attack is described that S executes the following steps to launch
an off-line KG attack as follows.
(1) To compute Λ = T2 /H4 (T1α ).
(2) To guess an appropriate keyword w0 ∈ KS.
(3) To verify
e(e
u, Λ) ?= e(pkR,2 , H1 (w0 )).
(25)
If the verification is true, it means that Tw is generated by w. Otherwise, S goes
back to (2) and continues to execute (3).
Here, we explain the correctness of our attack. Assume that w0 is the success guessed
keyword. Then,
e(e
u, Λ) = e(e
u, H1 (w)1/x ) = e(pkR,2 , H1 (w)).
(26)
5. Conclusions and discussions. In this paper, we have reviewed Rhee et al.’s three
famous dPEKS schemes and summarized the existed weaknesses of their schemes in Table
2. It is easy to see that to resist the off-line keyword guessing (KG) attacks launched by
outside attacker in dPEKS scheme becomes possible, especially Rhee et al. [12] formalized
the security model of trapdoor. However, it is very hard to resist the off-line KG attacks
launched by malicious server in Rhee et al. like dPEKS scheme. It may remain to be an
open problem.
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