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ABSTRACT. Due to the rapid development of the Internet, an increasing number of ap-
plications can be implemented using oblivious transfer (OT) as a sub-protocol, such as
privacy-preserving auction, secrets exchange, data mining, and e-commerce. Considering
the practicability of an OT mechanism, we think that it is also necessary to discuss how
to convince a chooser of the integrity and origin of chosen secrets, except for accuracy,
privacy of the sender, and privacy of the chooser. In this paper, we redefine the re-
quirements of a well-designed OT scheme and propose a novel t-out-of-n OT mechanism
(OTy) based on blind signature. The accuracy of our OT{* mechanism is demonstrated
according to the BAN logic. Furthermore, we adopt the problem reduction to prove the
security of our OT]* mechanism. The analyses demonstrate that our proposed mechanism
can fulfill all requirements that we redefined and be suitable for further applications.
Keywords: Oblivious transfer, Verifiability, Non-repudiation, Blind signature, BAN
logic, Factorization

1. Introduction. Oblivious transfer (OT), first proposed by Rabin in 1981 [22], is a
cryptographic primitive used to protect the security of two-party or multiparty computa-
tions [16]. In the concept of Rabin’s OT, a sender, Alice, has one secret bit x and sends it
to a chooser, Bob, who has a 1/2 probability of receiving the correct bit. In other words,
Alice does not know whether Bob obtains x or not. On the basis of Rabin’s OT, Even
proposed an extended scheme, called 1-out-of-2 OT (OT?), in 1985 [13]. For OT?, Alice
has two secret bits, x; and xy, and Bob can choose only one of them. Similarly, Alice
does not know which secret Bob chooses. Two additional flavors of OT were subsequently
presented: 1-out-of-n OT (OTY}) and t-out-of-n OT (OT}). OTY, an extension of OTF,
was first introduced by Brassard et al. in 1986 [5], in which Alice has n secrets and Bob
can choose only one of them without disclosing his choice. According to the concept of
OTY, some researchers think that they can perform an OTY protocol ¢ times such that
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Bob can choose t secrets from Alice at the same time [3, 21, 24, 29]. However, such a
solution is very inefficient due to the need for parallel computing and high computational
costs. Therefore, in 2003, Mu et al. proposed a formal t-out-of-n OT (OT}) based on
discrete logarithm without parallel computing [20], in which Bob can choose and receive
only t secrets out of n secrets sent by Alice.

In this paper, we focus on the t-out-of-n oblivious transfer, OT}. Recently, various
OT} schemes have been proposed [2, 10, 14, 19. 26. 27] and most have focused on the
requirements of accuracy, privacy of the sender, and privacy of the chooser. However, with
the explosive growth of network technologies, an increasing number of applications can
be implemented using OT as a sub-protocol, such as privacy-preserving system, secrets
exchange, data mining, and e-commerce [17, 28]. For example, in an e-book database
system, an e-book provider (Alice) has n e-books and a customer (Bob) can choose and
purchase only ¢ e-books from Alice without disclosing his choice. In order to make an OT
scheme more suitable and practical for further applications, we think that it is necessary
to discuss how to convince a chooser of the integrity and origin of chosen secrets. That
is, Bob must have ability to verify the reconstructed messages (e-books) are not modified
and really sent by Alice, and Alice cannot deny or repudiate the origin of the messages
(e-books) that she provides when a dispute occurs. Hence, in this paper, we expand
and redefine the requirements of a well-designed OT scheme as accuracy, privacy of the
sender, privacy of the chooser, verifiability, and non-repudiation, in which the last two
requirements are not provided by others. Furthermore, we propose a new OT}' mechanism
based on blind signature [9, 11, 23], which can achieve all these essentials.

The remainder of this paper is organized as follows. We redefine the essentials of a
well-designed OT and briefly introduce blind signature in Section 2. In Section 3, we
present a new t-out-of-n OT mechanism, followed by the demonstration of the accuracy
of our proposed mechanism using BAN logic in Section 4. In Section 5, we employ the
problem reduction to prove the security of our t-out-of-n OT mechanism and compare its
functionality with recent works. Finally, we make conclusions in Section 6.

2. Preliminaries. In this section, we briefly define the oblivious transfer and its proper-
ties [2, 10, 24, 27, 29|, and introduce the technology of blind signature [9, 11, 23] applied
in our proposed scheme in Subsections 2.1 and 2.2, respectively.

2.1. Definition of Oblivious Transfer. Oblivious transfer (OT) is a cryptographic
primitive in which any two communication parties play the roles of a sender and a chooser.
In the t-out-of-n oblivious transfer (OT}), the sender has n messages for the chooser and
allows the chooser to optionally obtain ¢ messages among n messages. Based on most OT
schemes [2, 10, 24, 27, 29|, we identified specific requirements that our novel OT} method
should achieve.

Accuracy:The chooser can correctly obtain the applied ¢ messages after executing the
protocol with the sender if and only if both the sender and the chooser follow the OT
protocol [2, 24, 27, 29].

Privacy of the sender:After performing the protocol with the sender, the chooser can
only retrieve t messages. In addition, no one can get any information to reconstruct the
messages possessed by the sender except the specific chooser [10, 17].

Privacy of the chooser:After a transfer, the sender cannot find out anything re-
lated to the chooser’s choices. More specifically, any different choices {ci, cs, ..., ¢} and
{d1,da,..., ¢} C {mqy,ma,...,m,} are computationally indistinguishable to the sender
[10, 27], where m;’s are the messages of the sender.
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Verifiability:The chooser must be convinced that the reconstructed messages are not
modified and really sent by the sender. In other words, the chooser must have the ability
to verify the data integrity [18] and origin of all ¢ messages that she/he chooses [29].
Non-repudiation:For the further applications, the sender is unable to deny or repudiate
the messages which she/he sends to the chooser. In other words, the sender cannot deny
or repudiate the origin of the messages that she/he provides.

Based on these requirements, the OT} can be more suitable for real application sce-
narios. For example, in an e-book database system, an e-book provider (Alice) has n
e-books and a customer (Bob) can choose and purchase only ¢ e-books from Alice without
disclosing his choice. Furthermore, Bob has ability to verify the reconstructed e-books
are not modified and really sent by Alice, and Alice cannot deny or repudiate the origin
of the e-books that she provides when a dispute occurs.

2.2. Blind Signature. In order to accomplish the chooser privacy, we apply the concept
of blind signature [9, 11, 23] to design our OT mechanism. In other words, the chooser’s
choices must be blindly processed by the sender before the chooser can extract the original
messages. Here, we briefly introduce the blind signature with an example.

Assume that Bob needs Alice’s help to sign a message M, but does not want to let her
know the content of this message. Based on RSA [23], there is a large composite number
N of two large primes, p and ¢ (i.e., N = pq), and the public and private key pair of Alice
is (€Atice, datice)- Bob first randomly chooses a seed number v to blind his message M as
M' = M - ve4aticemod N to Alice. After receiving the signing request from Bob, Alice signs
M’ as sig’ = (M')44ticemodN and returns it to Bob. Bob can subsequently un-blind it to
retrieve the signature of M as sig = sig’ - v™! = (M - v®atice)datice . =1 = Jfdaticemod N.
Obviously, Bob can obtain a valid signature of M without revealing it.

3. Proposed t-out-of-n OT Mechanism. In this section, we present a new t-out-of-n
OT mechanism based on blind signature, which consists of two entities: senders (S) and
choosers (C'). Note that, in order to avoid the problem of selective failure [8], we assume
that the sender in our proposed scheme is a trusted signer, that is, the sender cannot
maliciously sign a fake signature to a chooser. Initially, the sender sets her /his public and
private key pair (eg, dg) such that GCD(eg,p(N)) = 1 and egdg = 1(mod¢(N)), where
N is the product of two large primes, p and ¢ (i.e., N = pq), and GC'D(+) is the function
used to compute the greatest common divisor of input numbers. Suppose that the sender
S has n messages my, ms, ..., and m,. The details of our t-out-of-n OT mechanism are
described in the following two phases: commitment phase and transfer phase, with the
whole process depicted in FIGURE 1.
Commitment Phase

Stepl: If a chooser C' wants to access messages possessed by the sender S, she/he needs
to send a request message to S.

Step2: Upon receiving the request, S randomly selects n positive integers: rq, 7o, ...,
and r,. Then, S computes

k; = r% mod N, (1)
Sig; = m% mod N, and (2)
fori =1,2,...,n, where Si,, is the signature of m, signed by S and Ej,(-) is a symmetric

encryption function using key k;.
Step3: Finally, S sends the pairs of (m},r;) to C fori=1,2,...,n.
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FIGURE 1. The flowchart of our OT}* mechanism

Transfer Phase
Stepl: When C' wants to learn arbitrary ¢ messages among n messages, she/he must
select ¢ pairs of (m},r;), for j = 1,2,... ¢, from the messages sent by S. Then, C

randomly chooses t positive integers uy, us, ..., and u;, and uses them to blind her/his
choices to r;’s as in Equation (4).
BCj = u§r; mod N (4)

Finally, C' sends her/his blind choices BC}, BCj, , and BC; to S.
Step2: After receiving the messages for all 7 € {1,2,...,t}, S computes
a; = BC mod N (5)
and sends them to C.
Step3: Upon receiving the responses from .S, C uses the positive integers u;’s to unblind
the corresponding «;’s using Equation (6) for j =1,2,...,t.
K;=a; u;' mod N (6)
Afterward, C' employs them to decrypt the original messages and signatures using Equa-
tion (7).
(m;1S1g;) = Dy, (m';) (7)
Step4: Finally, C' can use S’s public key eg to verify the data integrity and origin of all
t messages using the following equation.
m; = Sig;® mod N (8)

If the verification fails, C' terminates this procedure.

4. Accuracy of Our t-out-of-n OT Mechanism. Here, we demonstrate the accuracy
of our OT}* mechanism using BAN logic [6, 7]. TABLE 1 shows the formulated constructs
of the BAN logic.

The logical postulates of the BAN logic that we would apply for our proof are shown
as follows.

Y K K
. P=P=Q,P«(X), P|=5PPa{X} P|=Q & P,Pa{X} .
Message-decryption: X , X , and b e ;

PI=5QPa{X} 1 .
PI=Q~X

Message-meaning:
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TABLE 1. The constructs of the BAN logic

(X)y: X combined with the formula Y’; it is implied that Y be a secret
{X}k: the formula X encrypted under the key K

P aX: P receives X

P |= X: P believes X

P |~ X: P once said X

& P Phas K as a public key
p & Q: P and () may use the shared key K to communicate with each other

X
P = @Q: the formula X is a secret known only to P and @
#(X): the formula X is fresh

P |= X: P has jurisdiction over X

P and @) range over principals;
X and Y are statements; and
K refers to the cryptographic key.

PI=#(X),P|=Q|~X
P|=Q|=X )
Pl=#(X) .
PI=#(X,Y)”
PI=#(K),P|=Q|=X

Nonce-verification:

Freshness-propagation:

Session Key: =
P|=P +Q
Sight-projection.: %; and

Jurisdiction: P‘EQ‘:;)‘Z;‘EQEX;

Note that the postulate of the SessionKey rule is presented by Yang and Li for the
combination key [25], where X is a basic element of the combination key K.

Recalling once again, in our OT mechanism, all messages possessed by the sender are
encrypted with the corresponding signatures. If the chooser wants to learn arbitrary ¢
messages among n messages, she/he must first send her/his blind choices to the sender.
Then, the sender further computes ¢ responding messages according to the chooser’s
choices. Upon receiving t responding messages, the chooser can derive the corresponding
decryption keys of ¢ messages which she/he selects using the un-blinding procedure. After-
ward, the chooser can use these keys to obtain the messages that she/he wants and verify
their integrity and origin through the corresponding signatures. The following shows the
expansion of communication procedures of our proposed OT mechanism.

My: C' — S : request
M;: S = C : By, (mg]|(mf mod N)),ri;i e {1,2,...,n}
My: C — S :uf®r; mod N;j € {1,2,...,t}
Ms: S—)C’:uj-r;ls mod N;j € {1,2,...,t}
Before beginning the proof, we translate these procedures into the idealized form as fol-
lows.
Ii: S—=C: {mi,{mi}egl}ki;i e{1,2,...,n}
L C— S:ri{ujles;i€{1,2,...,t}
I3: S — C: <{Tj}e§1> 1] € {1,2,. .. ,t}
u;

We can subsequently proceed with the proof of our proposed OT mechanism.
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Theorem 4.1. The chooser can correctly obtain the applied t messages after executing
the protocol with the sender if and only if both the sender and the chooser follow the OT
protocol.

Proof: In our OT mechanism, all messages possessed by the sender are encrypted with
corresponding signatures. The chooser must ask the sender to obtain ¢ decryption keys
if she/he wants to learn ¢ messages among n messages. To demonstrate that the chooser
can correctly retrieve the demanded ¢ messages, we have to prove that our OT mechanism
should achieve the following goals. Note that 7 implies the chooser’s choices 1 to .

ky
Glc’ECHS GQC|ES|Nm]
G3:C| =m;
We can now carry out the proof using the following assumptions.
ACl=C2C Ay:Cl =738
A320| = #(Tj) A4ZC’ = S| = m;

For the choice j, the reason is drawn by following a series of formulas:
Fy: C receives {Tj}egl using A and I3. ( Message-decryption rule)
Fy: C believes that S said r; using A, and Fy. (Message-meaning rule)
F3: C believes that S believes rj using As and Fy. (Nonce-verification rule)
Due to the encryption/decryption key k; = r;ls mod N (ie., k; = {T’j}egl in the idealized
form), we can deduce following formulas.
Fy: C believes that k; is fresh using As. ( Freshness-propagation rule)

F5: C believes C &5 using Fy and F5. ( Session Key rule)

Fg: C receives (m;, {mj}egl) using Fy and I;. ( Message-decryption rule)
Fr: C receives {mj}egl using Fg. ( Sight-projection rule)

Fg: C believes that S said m; using A, and F7. ( Message-meaning rule)

As C can verify the data integrity and origin of the retrieved message in Step 4 of the
Transfer Phase, we then can infer Formulas Fg and, thus, Fyg.

Fo: C believes that S believes m;.
Fio: C believes m; using Ay and Fy. ( Jurisdiction rule)

According to the derivation of Formulas F5, Fg, and Fyy, we can infer that-for j €
{1,2,...,t}-the chooser can be convinced that she/he and S share an encryption/decryption
key k; for the message m; and can verify the origin and integrity of the message m;, re-
spectively. In other words, the chooser can correctly obtain the applied ¢ messages if and
only if both the sender and the chooser follow our OT mechanism.

5. Analyses. In this section, we further analyze the security of our OT} mechanism and
compare its functionality with recent works in Subsections 5.1 and 5.2, respectively.

5.1. Security Analyses. Here, we explain that our OT} mechanism can achieve the
requirements that we defined in Subsection 2.1. In particular, for the security, we adopt
“problem reduction” [15] and the following assumption to demonstrate the privacy preser-
vation of a sender S and a chooser C' in our OT}" mechanism.
Factorization Assumption:[12, 23|
Let N be a large composite number of two large primes p and ¢ (i.e. N = pq) and (e,

d) be a pair of two integers such that GCD(e, ¢(N)) = 1 and ed = 1(mod¢p(N)). It is
computationally infeasible to solve the following problems:

P1: Given N, find the factor p and ¢ of N.

P2: Given e and N, find d and ¢(N) such that ed = 1(modp(N)).

P3: Given N, a1, and ay, find d such that a¢ = ay(modN).

Pj: Given N, ¢, and a € Z3, find b such that b° = a(modN).
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Note that in [23], the authors proved that solving the problem P2 is not easier than
solving P1.

5.1.1. Accuracy. As demonstration in Theorem 4.1, we have proven that the chooser
can correctly obtain the applied ¢ messages if and only if both the sender and the chooser
follow our OT} mechanism. Hence, we can infer that our OT} mechanism can confirm
the requirement of accuracy.

5.1.2. Privacy of the sender. Here, we consider three different situations to prove the
achievement of privacy of the sender in our OTY}.

Situatioin 1. If an attacker, Eve, intercepts any pair (m;, r;) sent from S to C' in Step3
of the commitment phase and tries to obtain the original message m; from it, where
m'; = By, (mg]|Sig;) and k; = r%modN, she must solve the following problem.

P_S1: Given N, m}, and r;, find k; such that k; = rfsmod]\f.
Now, we can show that Eve will fail in solving this problem based on Theorem 5.1.

Theorem 5.1. Given N, m}, and r;, it is computationally infeasible to find k; such that
ki = r%modN (i.e., P_S1 is computationally infeasible).

Proof: Assume that there exists an algorithm AM, given that N, m}, and r;, that can
efficiently solve problem P_S1. Through reduction from problem P2 of the Factorization
Assumption, we can use AM to construct another algorithm AM’ as follows to efficiently
solve P2.

Algorithm AM’(eg, N)

1:  choose a random integer x lower than N

2: [+ GCD(es,)

3: if f > 1 then

4: return to 1

5. else

6: dg egl mod z

7 k?z (—AM(N,m/Z',TZ'>

8: if k; = mod Nthen
9: return d,

10: O(N) « x
11: else

12: return to 1

13: end if

14: end if

However, we have demonstrated that problem P2 of the Factorization Assumption is
computationally infeasible. By contradiction, solving problem P_S1 is also computation-
ally infeasible.

As the proof of Theorem 5.1, we can deduce that any attacker who intercepts the pair
(m/;,7;) sent from S to C' in Step 3 of the commitment phase cannot further obtain the
original message m; by solving the encryption key k;.

Situatioin 2. Assume that a semi-honest chooser, Clare, has successfully retrieved ¢ en-
cryption keys k;’s in Step 3 of the transfer phase for decrypting ¢ demanded messages.
If she attempts to learn other n — ¢ messages, she needs to correctly compute the cor-
responding encryption keys through the well-known keys k;’s and random numbers 7;’s,
where j € {1,2,...,t},7 € {1,2,...,n}, and t < n. In other words, she must solve the
following problem.
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P_S2: Given N, r;, and kj, find dg such that T?S = kj(modN).

Obviously, this problem is the same as problem P& of the Factorization Assumption.
Hence, based on the Factorization Assumption, solving problem P_S2 is also computa-
tionally infeasible. Any chooser can only exactly obtain ¢ out of n original messages by
performing our OT}" mechanism.

Situatioin 3. If an attacker Eve intercepts any oa; sent from S to C' in Step 2 of the
transfer phase and tries to obtain the original message m;, she first has to retrieve the
corresponding key k; from ozj In other words, she must solve the following problem due
to a; = BC’dS mod N = u;7;® mod N = ujk; mod N.

P S35 Given N and o, find u; and k; such that o; = u;k; mod N.
This implies that Eve has to intercept the corresponding BC; sent from C to S in Step
1 of the transfer phase for solving the problem

P_S3-1: Given N, BCj;, and qy, find dg such that BC{* = a;(modN).
Obviously, this problem is the same as problem P& of the Factorization Assumption.
Hence, based on the Factorization Assumption, solving problem P_S3-1 is also compu-
tationally infeasible. Now, we can show that Eve will fail in solving the problem P_S&
based on Theorem 5.2.

Theorem 5.2. Given N and o , it is computationally infeasible to find u; and k; such
that o; = ujk; mod N (i.e., P_S3 is computationally infeasible).

Proof: Assume that there exists an algorithm AM, given N and «;, that can efficiently
solve problem P_S3. By reduction from problem P_S3-1, we can use AM to construct
another algorithm AM’ as follows to efficiently solve P_S3-1. Suppose we have the inputs
N, BCj, and «; for AM'.

Algorlthm AM'(N, BC}, a;)
1:  choose a random integer x

2 (uj, kj) < AM(N, a;)

3: ifujk; = BCF(modN) then
4: return dg <+

5. else

6 return to 1

7: end if

However, we have shown that problem P_S3 — 1 is computationally infeasible based on
problem P3 of the Factorization Assumption. By contradiction, for the attacker, it is also
computationally infeasible to solve problem P_S3.

As the proof of Theorem 5.2, we can deduce that any attacker who intercepts o; sent
from S to C' in Step 2 of the transfer phase cannot further obtain the original message
m; by solving the encryption key ;.

Based on these demonstrations of different situations, we can summarize that, by per-
forming our OT} mechanism, a chooser can only retrieve ¢t messages and no one can get
any information to reconstruct the messages possessed by the sender except the specific
chooser.

5.1.3. Privacy of the chooser. In order to prove the achievement of privacy of the
chooser in our OT}, we consider the following two different situations.

Situatioin 1. If a sender Serena wants to determine the chooser’s choices after a transfer,
she has to retrieve the corresponding integers ;s from the received blind choices BC|’s.

Note that she further computes «o; = BCdS mod N = u;r J S mod N for all BC;’s in Step
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2 of the transfer phase, where dg is her private key. In other words, she must solve the
following problem.

P_S4: Given N, o, and dg, find u; and r; such that a; = u;r J  mod N.

Now, we can show that Serena will fail in solving this problem based on Theorem 5.3.

Theorem 5.3. Given N, «aj, and dg , it is computationally infeasible to find u; and r;
such that a; = uj Smod N (i.e., P_S4 is computationally infeasible).

Proof: Assume that there exists an algorithm AM, given N, «;, and dg, that can
efficiently solve problem P_S4. Through reduction from problem P/ of the Factorization
Assumption, we can use AM to construct another algorithm AM’ as follows to efficiently
solve PJ. Suppose we have the inputs N, dg, and o'; for AM’, where o; = r?s mod N.
A1g0r1thm AM'(N,dg, ;)

choose a random integer x

(uj, rj) = AM(N, o, ds)

if ujr;is = u;z% (mod N) then

return r; <—
else
return to 1

end if
However we have known that problem P4 of the Factorization Assumption is com-
putationally infeasible. By contradiction, solving problem P_S/ is also computationally
infeasible.

As the proof of Theorem 5.3, we can infer that the sender cannot find out anything
related to the chooser’s choices.

N

Situatioin 2. If an attacker Eve intercepts any BC; sent from C to S in Step 1 of the
transfer phase and tries to determine the choices of C, she has to retrieve the involved u;
and r; from the BC;, where BC; = ujsrj mod N and eg is the public key of S. In other
words, she must solve the following problem.

P_S5: Given N, BCj, and eg, find u; and r; such that BC; = u Sr; mod N.

Now, we can show that Eve will fail in solving this problem based on Theorem 5.4.
Theorem 5.4. Given N, BC;, and eg , it is computationally infeasible to find u; and r;
such that BC; = uir; mod N (i.e., P_S5 is computationally infeasible).

Proof: Assume that there exists an algorithm AM, given N, BCj, and eg, that can
efficiently solve problem P_S5. Through reduction from problem P/ of the Factorization
Assumption, we can use AM to construct another algorithm AM’ as follows to efficiently
solve P/. Suppose we have the inputs N, eg, and x for AM’, where x = ujs mod N.
Algorithm AM'(N, eg, x)

1: choose a random integer y

20 (uy,rj) < AM(N, BCj, es)

30 ifuir; = y°srj(modN) then
4: return u; <y

5. else

6 return to 1

7: end if

However, we have known that problem P4 of the Factorization Assumption is computa-
tionally infeasible. By contradiction, for the attacker, it is also computationally infeasible
to solve problem P_S45.
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As the proof of Theorem 5.4, we can infer that any attacker who intercepts the BC)
sent from C' to S in Step 1 of the transfer phase cannot further learn of the relationship
between BC; and r;.

Overall, based on Theorems 5.3 and 5.4, we can guarantee the privacy of the chooser
when both the sender and the chooser follow our OT}" mechanism.

5.1.4. Verifiability. In order to convince the chooser C of the integrity and origin of
reconstructed messages, we let the sender S additionally compute a corresponding sig-
nature Sig; = m?s mod N for each original message m; and encrypt them as a cipher
message m'; = Ej, (m;]|Sig;) before she/he sends to the chooser. Hence, once C' derives
the encryption key k; and decrypts the original messages and signatures using Equation
(7) in Step 3 of the transfer phase, she/he can further use S’s public key to verify that
the reconstructed messages are not modified and really sent by the sender S.

On the other hand, even if an attacker Eve intends to forge a cipher message m’; =
E),(m;||Sig;) to fool the chooser, she will fail. Based on the Factorization Assumption’s
P2 and the proof of Theorem 5.1, it is difficult for Eve to forge a valid message m/; and
fool the chooser without knowing the encryption key k; and S’s private key dg. As a
result, our proposed OTnt mechanism can achieve verifiability.

5.1.5. Non-repudiation. We apply the RSA-based signature mechanism [23] in our
OT} mechanism for a chooser to verify the origin of a message. Based on the Factorization
Assumption’s P2, no one can counterfeit a sender S’s (signer’s) signature without knowing
her/his private key dg. In other words, only the actual sender can sign the correct and
valid signature for the message that she/he possesses. Hence, we can conclude that, in
our OT} mechanism, the sender cannot deny or repudiate the origin of the messages that
she/he provides.

5.2. Discussions. Here, we summarize and compare the functionality of our proposed
mechanism with related oblivious transfer schemes. The comparisons of the achievement
of requirements and additional properties with recent works are shown in TABLE 2. In
this table, “Y” implies that the scheme indeed achieves the corresponding property; “N”
represents that the scheme does not satisfy the property; and “Half” denotes that the
scheme partially fulfills the appointed property.

TABLE 2. Functionality comparisons with recent t-out-of-n oblivious trans-
fer schemes

Schemes

Properties

Ours 26] [14] [19] [10]

(2012) (2012) (2011) (2009)

Assumption Factorization DDH CDH CDH Factorization
Accuracy Y Y Y Y Y
Privacy of the sender Y Y Y Y Y
Privacy of the chooser Y Y Y Y Y
Verifiability Y Half N N N
Non-repudiation Y N N N N

As shown in TABLE 2, our proposed OT}" mechanism can achieve all essentials defined
in Subsection 2.1. Most operations of the schemes involved in this table are implemented
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by modular exponentiations. However, in [14, 19], the authors additionally used bilinear
pairings [4], which increase their computational overheads. The security of our proposed
mechanism and [10] are based on the factorization assumption [12, 23]; of [14] and [19]
are based on the Computational Diffie-Hellman (CDH) assumption [1]; and of [26] relies
on the Decisional Diffie-Hellman (DDH) assumption [1]. Moreover, it is noteworthy that
most OT schemes have focused on the achievement of accuracy, privacy of the sender,
and privacy of the chooser. However, in order to make an OT scheme more suitable for
further applications, we think that it is necessary to discuss how to convince a chooser
of the integrity and origin of reconstructed messages. Therefore, we additionally defined
and achieved the requirements of verifiability and non-repudiation in this paper, which
have not been provided by others. In particular, in Zeng et al.’s scheme [26], although a
chooser (receiver) verifies the chosen instance vectors in the middle of the entire protocol
run, she/he does not verify the integrity of the decrypted message when she/he finally
receives it. Hence, we think that [26] partially achieves the verifiability requirement.

As a result, our proposed OT} mechanism not only satisfies the basic properties of a
general OT scheme (i.e., accuracy, privacy of the sender, and privacy of the chooser),
but also achieves the extended properties we have defined herein-namely, verifiability
and non-repudiation. Thus, our proposed mechanism could be more suitable for further
applications, such as e-commerce applications.

6. Conclusions. Considering the practicability of an OT scheme, in this paper, we have
added two propertiesXverifiability and non-repudiationXas a part of basic requirements
of a well-designed OT scheme and proposed a novel t-out-of-n version using blind sig-
nature. In addition to using the BAN logic model to demonstrate that the chooser can
correctly obtain the applied ¢ messages after executing the mechanism with the sender,
we have proven the security of our OT} mechanism through formal problem reduction.
The analyses demonstrated that our proposed OT} mechanism not only satisfies the basic
properties of a general OT scheme (i.e., accuracy, privacy of the sender, and privacy of
the chooser), but also achieves the extended properties we defined (i.e., verifiability and
non-repudiation). As a result, we can conclude that our OT} mechanism could be more
suitable for further applications.
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