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ABSTRACT. In the last few years, hiding information on grayscale images has been draw-
g more attention in many applications. In this paper we propose a novel hiding algo-
rithm on grayscale images by using line segments. We generate an initial set of line
segments and use Sobel operator, which is an edge detection method, to detect the com-
plex area. We then embed more secret data into the line segments located in the complex
area. On the other hand, we reduce the number of embedded data in the smooth area.
The experimental results demonstrate the superiority of our proposed scheme in terms
of high capacity. The hiding capacity can be 2 bpp for all test images with imperceptible
1mmage distortion.

Keywords: Qrayscale image, Information hiding, Line segment, LLSB replacement

1. Introduction. Steganography is a method of writing confidential messages in a seem-
ingly unsuspicious-looking media. Hiding information is a steganographic way to hide
secret messages into a cover medium in order to avoid attracting the attention of an
attacker.

In the literature, secret data can be embedded into digital images through three do-
mains, namely spatial domain [1,2,7,8], compressed domain [3], and transformed domain
[4]. In spatial domain, a large data embedding capacity can be obtained because more
redundant spaces are available to embed secret data. However, data hiding methods in
spatial domain are more vulnerable to statistical attacks. As for compressed domain, a
cover image is firstly compressed by using compression methods. Data hiding schemes
in compressed domain are robust and suitable for low bandwidth transmission channels.
The embedding capacity of these schemes is high, but additional time is needed for com-
pression and decompression procedures. A transformation (e.g. discrete cosine transform
[4], discrete wavelet transform [5], or discrete Fourier transform [6]) is first performed
on a cover image to obtain frequency coefficients. Then, secret data are embedded into
significant coefficients. By being embedded in the transform domain, the hidden data
reside in more robust areas and provide better resistance against signal processing.
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This paper is focused on spatial domain. The basic issues to consider for an image data
hiding scheme are hiding capacity and visual quality. Hiding capacity is the number of
bits embedded into a cover image. The visual quality is the quality of stego-image. It is
technically challenging to achieve the high capacity and low image distortion at the same
time.

Many special domain information hiding schemes based on grayscale images have been
proposed [9,10]. A famous information hiding scheme is the least significant bit (LSB)
replacement method, proposed by Turner in 1989 [10]. In the LSB replacement scheme,
binary secret bits are embedded into a cover image by replacing the LSBs of cover pixels
with secret bits to obtain a stego-image. This method either increases even-valued pixels
by one or keeps them unchanged and odd-valued pixels are either kept intact or decreased
by one. This asymmetric modification makes the method vulnerable to common attacks.

To improve visual quality of LSB matching method, in 2006, Mielikainen [11] proposed
a new LSB matching-like method. Mielikainens method has the hiding capacity of 1 bit
per pixel (bpp) and good visual quality, measured by peak signal-to-noise ratio (PSNR),
by using a binary function, F;. Mielikainens method is described as follows:The secret
data in binary form is S = bgbibs...b;,_1 and L is the length of S. S is partitioned into
secret bit pairs (b;,b;11)’s, where i = 0,1,..., L — 2. The cover image [ sized H x W
is partitioned into cover pixel pairs, (p;,pi+1)’'s. During the embedding process, each
secret bit pair (b;,b;11) is hidden into one cover pixel pair (p;, pi+1) at a time by adding
and subtracting p; or p;11 by one, or keeping p; or p;»; unmodified. The secret bit pair
(bi, biy1), least significant bit of p; (i.e.LSB(p;), the returned value of the binary function
Fy (i.e. F(pi,pit1) or Fi(pi, pit1), and whether the p] s grayscale value is even or odd
are four factors that determine the embedding rules. The aforementioned binary function
F is defined as

F(pispi1) = LSB(L%J + Pit1) (1)

Zhang and Wang proposed a new exploiting modification direction (EMD) method [9]
to fully utilize the modification of Mielikainens scheme. In Zhang and Wangs method,
each secret digit in a (2n 4 1)ary notational system is carried by n cover pixels. Based on
this, the hiding capacity of Zhang and Wangs method is log,(2n + 1) = n bpp.

With the purpose of achieving both high embedding and good visual quality, we propose
our method. The main idea of the proposed method is to divide pixels into line segments
and embed secret data into each line segment. We define a line segment contains more
than one pixels. Thus, the high visual quality of stego-image can be achieved by dispersing
the distortion into pixels on line segment. Moreover, we detect the complex area by using
Sobel operator and divide these line segments according to whether they are located in
complex area. We embed more secret data into the line segment in complex area while
reduce the number of secret data in smooth area.

Based on the proposed method, the embedding rate equals to 2 bits per pixel (bpp).
Mielikainens method and Zhang and Wangs method successfully embed the secret mes-
sage with tiny distortions. But the embedding rates of their methods are only 1 bpp.
Our experimental result not only has superior embedding rate representation but also
maintains the visual quality.

The rest of the paper is organized as follows. The review of the Sobel operator is
presented in Section 2. The proposed scheme is explored in Section 3. In Section 4, we
show and analyze the experimental results. The conclusions are finally drawn in Section

D.
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2. Problem Statement and Preliminaries. The Sobel operator is widely used edge
detection procedures. We all know that the areas near edge pixels are more complex than
the other area in the image. In other words, the Sobel operator can be used to detect the
complex area and the smooth section. At each point in the image, the result of the Sobel
operator is either the corresponding gradient vector or the norm of this vector. In simple
terms, the algorithm calculates the gradient of the image intensity at each point, giving
the direction of the largest possible increase from light to dark and the rate of change in
that direction.

The algorithm uses two 3 x 3 kernels which are convolved with the original image to
calculate approximations of the derivatives one for horizontal changes and one for vertical.
If we define A as the source image, and G, and G, are two images which at each point
contain the horizontal and vertical derivative approximations, the computations are as
follows:

[ +1 0 —1
Go=|4+2 0 —2 | %A (2)

+1 0 —1

[ +1 42 +1
Gy=1 0 0 0 |xA (3)

—1 -2 -1

where * denotes the 2-dimensional convolution operation. The x-coordinate is defined
here as increasing in the "right” direction, and the y-coordinate is defined as increasing in
the "down” direction. At each point in the image, the resulting gradient approximations
can be combined to give the gradient magnitude, using:

G=3¢c+a2 (4)

2.1. Edge threshold. To classy the edge pixels, we use an edge threshold T'. For sim-
plicity, T' is defined as a fixed parameter, namely 7" is 180.

For a pixel k, we compute the gradient magnitude of k, as G(k). If G(k) is larger than
T, then pixel k is an edge pixel. Otherwise, the pixel is a non-edge pixel.

3. The proposed method. Based on the idea of line segment and the Sobel operator,
we propose a novel scheme. Subsection 3.1 introduces the details of the data embedding
phase, followed by a demonstrative example given in Subsection 3.2. The data extracting
phase is described in Subsection 3.3.

3.1. Edge threshold. We suppose that the cover image [ is 256 gray levels and sized
H x W. Let binary secret message be S. The embedding algorithm is composed of three
steps, which are detecting edges by using the Sobel operator, generating line segments
and embedding step. The proposed method works as follows.

Firstly, we detect the edge pixels in cover image I. We define the edge pixels and the
pixels around the edge pixels are unchangeable. For example, if the edge pixel is p; ;, the
pixels p; j11 are unchangeable pixels. That is because we need to ensure that edge pixels
are invariable in the receiver side. Except for these unchangeable pixels, the rest pixels
in the cover image are all changeable.

Secondly, we use squares to mark the complex area. We defined the distance is R which
means the distance between the interest pixel and interest edge pixel. The length of the
squares sides is settled as 2R + 1 and the center of square is the interest edge pixels (e.g.
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pij). The changeable pixels within the square are considered as in the complex area, else
the changeable pixels are in smooth area.

We identify the number of pixels (L) included in each line segment. Then, the process
is as follows: read sequential changeable L pixels in raster-scan style to generate line
segments. More specifically, the grayscale values of pixels in an L-sized line segment as
an L-sized vector (iy, 9, ...,17,) is denotedthen the value (M) of the extraction function f
as a weighted modulo NNV is calculated.

L .
| 2
M, = f(i17i27 "'7iL> = jiL modN (5)

Based on the concept that the visual quality of stego-image is better when the cover
image is more complex, we design our scheme. We can adjust the number of embedded
data by changing the value of N. In complex area, the value of N is larger, and we
can embed more data in that area. On the other hand, reduce the value of N and the
number of embedded data in the smooth area. N; and Ny (N7 < N,) are the moduli used
in smooth area and complex area respectively. Judge whether the line segment contains
pixels in the complex area. If it is, set the modulus N as modulus N, or else set N as
modulus N,. Finally, embed secret data into the line segment. the binary secret data S is
partitioned into the K-sized segments of bits. Secondly, each K-sized segment is converted
into M, secret digits in the base-/N numeral system. The value of K is computed by:

K = | My x log, N| (6)

Compute the D-value d between M, M, as d = M; — M,. Add d to each pixel in
(41,12, ...,71). Repeat the second and third steps until the end of cover image, and output
the stego-image. The flowchart is shown in Fig.1.

Caiculate the edge .| Mark the unchangeable points
points and complex points

Cover Image P

v

Is the pixels
in complex
area?

Read L sequential changeable pixels
from the cover image as a line segment.

r
Compute the average of pixel Compute the D-value between Mo Doall the
value inthe line segment as avg b and M1. d=M>-Mi_Add the D-value d pixels have
then module N. Mi=med(avg .V) to every pixel in the line segment been proposed
Transfer logaNV bits of secret data J Output the
I
Sectet data Pl tobase- W numeral system as M Stego-image

F1GURE 1. The flowchart of the proposed embedding process
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3.2. Embedding example. The embedding method is illustrated by the following ex-
ample. For simplicity, we assume that L equals 8, R equals 2. N; and N, are set to 2 and
4, respectively. We use Lena as an example. The chart of the dividing area (complex area
or smooth area) is shown in Fig.2 and Fig.3. Fig.2 is the global view of the dividing area

F1GURE 2. The global view of the dividing area.

and Fig.3 is the enlarged view sampled from Fig.2 In Fig.3, the gray area presents edge

] 6 7 8 9 10 11 12

439 30 39 43 a8 80 92 | 113 | 138

FIGURE 3. The enlarged view of dividing area.

points. We chose these edge pixels by using the Sobel operator. The red area shows the
unchangeable pixels, which are the parameters used in the Sobel operator. Both the edge
pixels in gray and red areas are invariable, and these pixels are excluded in the complex
area. The length of the squares side is 5. The complex area is the green area, which are
the pixels around edge points. We take Rows 430 and 431 as examples. The length of
line segment is 8. In Row 430, none of the first 8 changeable pixels is in the green area,
so the modulus N is set as 2. In Row 431, some of the first 8 changeable pixels are in the
green area, so the modulus N is set as 4. By using different modulus, we can embed 1 bit
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of secret data in the first line of Row 430, while embedding 2 bits in the first line of Row
431.

3.3. Secret extracting phase. The extraction of the message is very simple. The re-
ceiver shares the same image database with sender. After receiving the stego-image, the
receiver uses the original image to detect the complex area and smooth area based on the
embedding rules. Then, embedded secret digits can be extracted from the stego-image
only using the complex area and the pre-shared parameters L, Ny, N and R the extrac-
tion function f. The flowchart of the proposed secret extracting process is displayed in
Fig. 4. The proposed extracting process works as follows. Firstly, using relative original

Stego-image

|

Read sequential

Does the line

contain complex

O Detect edge points

| Mark complex area

non-restricted L pixels .
points?

N=m | [N¥=m |

Compute average pixel value
and modulus Nas 5’

Output secret data § |1_ Transform " to binary form S |44

F1GURE 4. The flowchart of the proposed extracting process

image to choose edge pixels and compute the complex area according to the parameter
R.

Then, a line segment is generated, and from this, it can be judged whether some pixels
of the line segment are located in the complex area. If they are, set modulus N as
modulus/N , else set N as modulus Ny. Then use the extraction function f to get secret
data.

4. The proposed method. In this section, some experimental results are presented
to prove the validity of the proposed scheme. The secret bit stream S was randomly
generated using the library function rand() in the MATLAB 2010 library.

In image data hiding, hiding capacity and visual quality play an important role. The
embedding rate can be embedded into one pixel, and it is measured by bit per pixel (bpp).
Usually, PSNR is favored to evaluate the quality of the stego-images. The definition of
PSNR is illustrated as follows:

2552

VSE (7)

PSNR(dB) = 101log,,(

H W
1
MSE — NS Iy — 1)
SE = - j:l( i) ®

Here MSE (mean-square error) is used to measure the difference between images I and
I" sized H x M pixels, and I;; and Ij; are the (7, j)th pixel values of the cover image I and
the stego-image I’. A high PSNR value of a stego-image means that the stego-image is
very similar to the original image. Fig.5 shows the six 512512 test grayscale images used
in our experiment.
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L (the length of line segments) and the modulus N(Ny, Ny) are two factors that affect
capacity and PSNR. If L is smaller, there will be more line segments to hide secret data.
On the other hand, if the modulus N is larger, there can embed more secret data into
each line segment.

In order to see how L and N influence the performance of the test images, we have
done two series of experiments. Table 1 shows the length of line segments L is set as 2, 4
and 8, respectively, while the modulus N; and N, are set as 8 and 16. Table 2 presents
the experimental results when the modulus Ny and Ny are set as 2 and 4, 4 and 8, 8 and
16, 16 and 32, respectively, while L remains static (as 2). The character C' in Table 1 and
Table 2 represents hiding capacity.

(b) Pepper (c) Zelda

(d) Elaine (e) Toys (f) Lena
FIGURE 5. Six grayscale test images of size 512*512

From Table 1, it can be seen that hiding capacity improves from about 0.37 bpp to
nearly 1.50 bpp when L is reduced and the PSNR of the stego-image is about 40 for every
level. In column 1, the capacity could achieve about 1.5 bpp while the stego-image quality
is still about 40 for all kinds of images. This proves the quality of a stego-image is slightly
changed when L is reduced. However, the hiding capacity improves significantly when L
is reduced. So we set the smallest length 2 as the length of line segments.

From Table 2, it can be seen that the hiding capacity improves nearly 0.5 bpp for each
column while the PSNR of stego-images reduces about 7dB for every level. In Column
1, the PSNR could achieve more than 54dB for all kinds of images, which is mostly
perceptual image visual value for the human visual system, while the capacity is 0.5 bpp.
In Column 4, the capacity increases to 2 bpp while the PSNR is still acceptable at about
34dB. We achieve the highest embedding rate when the modulus N; and N, are set as 2
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TABLE 1. L is set as different values while the modulus Ny and N, are set

as 8 and 16

L L=2 L=4 L=8

Images
Baboon C 1.51 0.75 0.38
PSNR 40.53 41.07 40.53
Pepper C 1.50 0.74 0.37
PSNR 40.73 40.78 40.73
Zelda C 1.50 0.74 0.37
PSNR 40.88 40.90 40.93
Elaine C 1.50 0.74 0.37
PSNR 40.87 40.81 40.87
Toys C 1.50 0.74 0.37
PSNR 41.08 41.12 41.19
Lena C 1.50 0.75 0.38
PSNR 40.66 40.59 40.67

TABLE 2. N; and N, are set as different values while the modulus L is set as 2

Images Ny N Ni=2 No=4 | N;=4 N,=8 | N;=8 Ny=16 | N;=16 N,=32
Baboon - C 0.51 1.00 1.51 2.06
PSNR 53.65 46.73 40.53 34.61
Pepper C 0.50 1.00 1.50 2.04
PSNR 54.08 47.07 40.73 34.74
Zelda C 0.50 1.00 1.50 2.06
PSNR 54.17 4713 40.88 34.85
Elaine C 0.51 1.00 1.50 2.04
PSNR 54.11 4711 40.87 34.85
Toys C 0.51 1.00 1.50 2.06
PSNR 54.12 47.20 41.08 34.56
Lena C 0.50 1.00 1.50 2.06
PSNR 53.93 46.93 40.66 34.42

and 4, respectively, and achieve the best visual quality when the modulus N; and Ny are
set as 16 and 32, respectively.

(a) Original image (b) stego-images 1 (c) stego-images 2 (d) stego-images 3  (e) stego-images 4
F1GURE 6. The visual quality of the stego-image

| Proposed method | LSB revised | Zhang and Wang |
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() (k) M)

F1GURE 7. The comparative results for visual quality comparison
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Fig.6. shows the original Baboon image and stego-images 1, 2, 3, and 4 as the results
of the proposed scheme when L = 2 and modulus N; and Ny have been set as 2 and 4,
4 and 8, 8 and 16, 16 and 32, respectively. When comparing these images, it is difficult
for the human eyes to recognize the difference between them. Even stego-image 4, after
embedding 524,288 secret bits the visual quality is still quite good.

TABLE 3. The performances of LSB revised, Zhang and Wangs, and the
Proposed methods

method | LSB revised | Zhang and Wang Proposed method

Images C| PSNR |C PSNR C |PSNR| C | PSNR
Baboon 1] 5251 |1 52.10 1.51 | 40.53 | 2.06 | 34.61
Pepper 1] 5253 |1 52.12 1.50 | 40.73 | 2.04 | 34.74
Zelda 1] 5250 |1 52.02 1.50 | 40.88 | 2.06 | 34.85
Elaine 1] 5249 |1 52.03 1.50 | 40.87 | 2.04 | 34.85
Toys 1] 5248 |1 52.02 1.50 | 41.08 | 2.06 | 34.56

Lena 1] 5250 |1 52.11 1.50 | 40.66 | 2.06 | 34.42

The proposed method can embed 524,288 secret bits into a 512512-sized image, which
means the embedding rate is 2 bpp. In this situation, the stego-image is very similar to the
original image, which means the human visual system can hardly detect the difference
between them. The LSB revised method can embed 262,144 bits into a 512512-sized
image, which means the embedding rate is 1 bpp. In Zhang and Wangs method,the
maximum hiding capacity could achieve almost 1 bpp.

Table 3 shows the hiding capacity and PSNR of LSB revised, Zhang and Wangs method,
and the experimental result of our proposed method when N; and Ny are set as 8 and
16, 16 and 32, respectively, while the modulus L is settled as 2. Obviously, the hiding
capacity of the proposed method is significantly greater than that of the LSB revised
method and Zhang and Wangs methods, while the visual quality of the stego-image is
still good. The PSNR values of the proposed method are less than those of the LSB revised
and Zhang and Wangs methods. However, the visual quality of stego-images produced by
the proposed method is still very good. That is, the PSNR values of the proposed method
are always greater than 40dB for all test images when the hiding capacity is increased to
1.5 bpp. Moreover, the appearance difference between the cover image and stego-image
is indistinguishable by the human visual system when the hiding capacity achieves 2 bpp.

Although the value of PSNR of our proposed method is less than that of LSB revised
method and Zhang and Wangs method, the visual quality of the proposed method is quite
good. We also implemented the LSB revised method and Zhang and Wangs method. Fig.7
shows the comparative results for visual quality among Zhang and Wangs method, LSB
revised method, and our proposed method when the capacity of proposed method is 2
bpp. By observing the comparative results, the embedded images can be seen to be very
similar. Moreover in the last Row, we enlarged part of the view from the third Row (the
toys images). When comparing those images, it is very hard to recognize the difference
between them by the human eyes. That is, our method has the good visual quality of a
stego-image even in the enlarged view.

Table 4 compares the experimental results between the proposed scheme with Feng et
al.s method[12]. Feng et al.s method was proposed in 2010, which is a data embedding
method using edge information. The results in Table 4 are the average results from the
six test images. From the results we can seen that, the maximum hiding capacity of
our scheme and Feng et al.s method is almost the same, which is about 2bpp. Moreover,



684 Z. H. Wang, Q. Wu, Z. X. Luo, C. C. Chang

when the visual quality is similar, our scheme can embed more secret data. So our method
has impressive experimental results. Since our users share the same image database for
accuracy. The users could be in a certain local area network , the same company or the
same system.

TABLE 4. The performances of the Feng et al.s method and Proposed methods

Feng et al.s method Proposed method

The average C PSNR C PSNR
results of six 1.18 46.00 1.00 47.03
test images 1.29 41.40 1.50 40.80
2.02 39.69 2.05 34.70

5. Conclusions. In this paper, we propose a steganographic scheme with high capacity
based on line segments. The proposed method technically achieved high visual quality
of the stego-image by dispersing distortion into pixels on line segments. Moreover, based
on the concept that the visual quality of the stego-image is better when the cover image
is more complex, we further improved the visual quality by combining Sobel operator
to divide the image into complex areas and smooth areas. We embedded more data in
the complex area and reduced the number of embedded data in the smooth area. The
experimental result shows that the proposed method produces a stego-image with good
visual quality and carries a large secret message. The maximum capacity of our proposed
method achieves 2 bpp with imperceptible image distortion. In conclusion, the proposed
method is applicable to steganographic applications, where a high hiding capacity and
good visual quality are desired.
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