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ABSTRACT. Data aggregation of traditional wireless sensor networks can be used for data
privacy calculation, preventing denial, defending internal and external attacks, tracking
and fixing mistakes, but the security and efficiency of data aggregation is low. So in this
paper we propose a provable private data aggregation scheme based on digital signatures
and homomorphic encryption. First, we use ElGamal encryption scheme to encrypt pri-
vacy data and add the digital signature into identity information of sensor node, which
makes the data from different nodes have identifiability. Therefore, this scheme has the
ability of verifying data and tracking, fixzing mistakes. Second, confidentiality interfer-
ence factor method is introduced into this scheme to defending interior attack. Third,
we adopt a confidentiality sum algorithm with homomorphic encryption property to build
confidentiality interference factor method without trusted third party. That can avoid
the safety and efficiency problem resulting from trusted third party. Finally, we give
the security proof and efficiency analysis for our scheme. And comparison is given to
demonstrate the performance of new scheme.

Keywords: Wireless sensor networks data aggregation, ElGamal encryption, Digital
signature, Confidentiality interference factor, Confidentiality sum algorithm, Homomor-
phic encryption

1. Introduction. As we all know, wireless sensor networks[1-3] contains several sensors
and a base station, which has two structures: tree form and cluster form. The nodes
communicate with each other by wireless link[4]. Sensors generally are provided with
power by the battery energy, its storage and computing ability is less. Base station
should know the structure of the whole networks, and has fixed energy with a strong
storage and computing power. This paper aims at cluster structure network.
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For data collection in wireless sensor networks, data aggregation[5-7] is a general method.
An ideal wireless sensor data aggregation scheme has the following characteristic: resist-
ing the attack of external and internal sensor networks; finding the possible transmission
errors in the process of data transmission; ensuring that data from the sensor nodes can-
not be tampered; ensuring the privacy of data, namely the transmission data is secret for
the aggregators and potential eavesdroppers.

Currently, secure data aggregation technology for wireless sensor networks mainly in-
cludes three aspects. 1) Hop-to-hop data aggregation algorithm|8,9]. Early secure data
aggregation protocol adopts point-to-point security solution based on symmetric encryp-
tion mechanism. Its advantage is easy to implement. But it adopts the symmetric en-
cryption method, that easily results in leaking key and plaintext[10]. 2) End-to-end data
aggregation algorithm. In order to protect data privacy, Westhoff et al.[11] first introduced
privacy homomorphism encryption algorithm into wireless sensor and proposed end-to-
end data aggregation protocol. However, nodes and base station used the same key, so
this scheme had a risk of leaking key. Engouang et al.[12] presented pallier based ho-
momorphic encryption data aggregation with security measures preserving data integrity
and privacy. Li et al. [13] proposed fully homomorphic encryption based on secure data
aggregation in large-scale wireless sensor networks which could protect end-to-end data
confidentiality and support arbitrary aggregation operations over encrypted data. In ad-
dition, by utilizing message authentication codes, this scheme could verify data integrity
during data aggregation and forwarding processes so that false data could be detected
as early as possible. Fan et al. [14] used an additional trusted third party to distribute
confidentiality interference factor. But encryption and signature approach is complex.
Othman et al. [15] proposed a novel secure data aggregation scheme based on homo-
morphic encryption in wireless sensor networks. The scheme adopted a symmetric-key
homomorphic encryption to protect data privacy and combined it with homomorphic sig-
nature to check the aggregation data integrity. But it was difficult to defend internal
attack and execute signature verification. 3) Other methods such as data aggregation
algorithm based on trust management model[16], data aggregation algorithm based on
privacy protection[17] and data aggregation algorithm based on authentication and access
control[18,19].

Therefore, we propose a provable private data aggregation scheme based on digital sig-
natures and homomorphic encryption for wireless sensor networks. To protect privacy
of aggregation data, we use the ElGamal encryption scheme with multiplicative homo-
morphic feature to encrypt privacy data and add digital signature with nodes identity
information and random factors into plaintext. Before aggregation operation, it needs to
verify digital signature, which makes the new scheme have the ability of defending data
manipulation and denial, tracking and modifying error. In addition, we introduce confi-
dentiality interference factor into node data to defend internal attacks and avoid security
and computational cost problem caused by trusted third party.

The followings are the structures of this paper. In section2, we give some preliminaries.
Section3 detailed introduces the provable private data aggregation scheme based on digital
signatures and homomorphic encryption. We give the security analysis in section4. There
is a conclusion in sectionb.

2. Preliminaries. In this paper, we use some symbolics as shown in tablel. And we
briefly introduce Co-Diffie-Hellman problem, bilinear map, attack model, semantic secu-
rity and homomorphic encryption.
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TABLE 1. Parameters

Symbol Explanation
G Cyclical group
H:0,1"—>(G A hash function
q Prime number
Zr=24/0 Reversible elements set for modular multiply
(al|b) object a and b linked as a whole by order
x < BE a value randomly selected from set B for variable x

2.1. Co-Diffie-Hellman problem. Co-Diffie-Hellman(CDH) group is a strong cryptog-
raphy tool. It can be built by using the points in elliptic curve[20]. The subgroup pairing
(G4, G3) of CDH problem can be explained as:
e Setting a,b,c € Z.
e The computational problem of CDH. Given (g,¢* € Gs) and h € G;. Computing
h* e Gy.
e The judgmental problem of CDH. Given (g,¢* € Gs) and (h,h* € Gy). If a = b,
return ”YES” | the (g, g%, h, h*) is CDH pairing. Otherwise, return ”NO”.

The advantage of algorithm A solving computational problem of CDH in group pairing
(G, Gy) is:
Advepa, = Pr[A(g,g*,h) = h* s a « ZF h «+ G
If algorithm A satisfies Advopr, > €, and the biggest running time is ¢. The we call the
algorithm solving computational problem of CDH in group pairing (G, G).

2.2. Bilinear map. Assuming that G; and G, are the multiplication cyclic groups of
prime order ¢. a,b € Z;. A non-degenerate computable bilinear map e : Gy X G — G
has the following properties[21].
e Bilinearity: for all g, h € Gy, we have e(g?, h®) = e(g, h)*.
e Non-degeneracy: e(g, h) # lg,.
e Efficient computability: there is a polynomial time algorithm to compute (g, k), for
any g1, 92, h € Gi,e(g1 - ga, h) = e(g1,h) - e(g2, h), we have e(g*, h) = e(g, h*).

2.3. Attack model. There are two attack models for wireless sensor networks: external
attackers and internal attackers.

In general, the aim of the two attack models is to get encrypted data in networks trans-
mission. Then it obtains the original data of each node by decryption. More advanced aim
is to obtain the control right of some sensor nodes or the whole wireless sensor networks,
then it can read, insert, modify and even counterfeit data.

In terms of attack ability[22], attacker not only can intercept all the data in each data
aggregation stage, but they can acquire the whole networks topology structure, identity
information and data aggregation scheme in network initialization stage. They also have
password analysis ability and enough knowledge.

2.4. Semantic security. Semantic security[23] can be defined that although adversary
gets the corresponding ciphertext of one message, he cannot obtain any information of
this message.

IND-CPA game(IND game for public key encryption under chosen-plaintext attack)
has the following processes:

1. Initialization. Challenger generates system ¢, adversary obtains system public key
PK.
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2. Challenge. Adversary outputs two messages mg and m; with same length. Chal-
lenger randomly selects b € 0, 1, encrypts m; and sends ciphertext to adversary.
3. Guess. Adversary outputs O'. If &’ = b, then adversary wins this game.

The advantage of adversary can be defined as:

Advgy = e(N)|Prld =b] —1/2|. (1)

Where A is security parameter to determine the key length.

Definition. IND-CPA security. Let E be an encryption algorithm. If for any polyno-
mial time adversary, there is a negligible function neg(A), e(A) < neg(\). Then algorithm
E has the indistinguishability under chosen-plaintext attack, or it can be called IND-CPA
security.

2.5. Homomorphic encryption. Homomorphic encryption can operate ciphertext and
ensure that the decryption result is equal to original ciphertext. So homomorphic encryp-
tion is the first choice for secure computation.

Assuming that m; and msy are plaintexts. ¢; and ¢y are the corresponding ciphertexts.
Enc() and Dec() are the encryption and decryption function respectively. € denotes
the operation symbol for the two plaintexts. Dec(c; @ c2) = my € my is the general
requirement of homomorphic encryption.

3. Provable private data aggregation scheme based on digital signatures and
homomorphic encryption. There are some different ways to construct the wireless
sensor networks, such as standard aggregation protocol[24]. We suppose that aggregator
is half-honest and has enough computing power. Half-honesty refers to that it is honest,
but it is curious. It may make some mistakes, but it cannot commit fraud with other
entities. Enough computing power refers to that it can effectively complete the digital
signature verification and the aggregation decryption.

After building wireless sensor networks, aggregation scheme includes three steps: setup,
encryption-signature and verification-aggregation.

1. Setup stage.
Supposing that aggregator controls n sensor nodes U;(i = 1,2,--- ,n). There are
two tasks in this stage.
e Initialization.
— Allocating a identity information ID;(i = 1,2,--- ,n) for each sensor node.
— Selecting security parameter \.
— Selecting two big prime numbers ¢; and ¢ and computing N = q; - go.
— Generating N order multiplication cyclic group G.
— Selecting generator g and u in G.
— Calculating h = u®.
— Releasing public key (PK = N, g, h), private key (SK = ¢).
e Allocating confidentiality interference factor m;(i = 1,2,--- ,n) for sensor net-
works.
Generation and distribution of confidentiality interference factor is a confiden-
tiality aggregation process. In that it does not involve the key data m; in this
operation, it does not need high security, but high algorithm efficiency is re-
quired. So it can adopt simple methods(i.e. Privacy Homomorphism) to realize
this confidentiality aggregation process. The steps of generation and distribu-
tion for confidentiality interference factor based on privacy homomorphism are
as follows:
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— Aggregator selects an integer r € Zy and r~! € Zy.
— Each sensor node U; selects a random integer m; € Zy.
— Each sensor node U; computes 7} = 7; - 7'modN and sends 7} to aggregator.
— After receiving data 77, aggregator calculates > ;" | 7wir~" and gets >, 7} (modN).
Let mo = — Y i, mi(modN).
2. Encryption-signature.
When sensor node U; receives the data aggregation order, it will execute the
following operation.
e Reading data m; € 0,1,2,--- , ¢go and randomly selecting a private key z; € Z,,.
e Randomly selecting r; < Z3%, computing C; = g"™ih" € G.
e Calculating signature o; = H(C;||ID;)* and y; = g*:.
e Sending C;, y;, 0; to aggregator.
3. Verification-aggregation.
In this stage, aggregator executes the following process:
e Aggregator receives the data C;,vy;,0;,1 =1,2,--- ,n from sensor node U;.
e Randomly selecting 9; « Z, ﬁ and selecting a non-degenerate computable bilinear

map e : G x G — G, verifying whether e([l_, 0%, 9) = [1I=, e(H(Ci||ID;)%, u:).
If it is true, all the aggregated data pass the verifying. Otherwise, for all i =
1,2,--+ ,n, it needs to check that whether e(o;,9) = e(H(Ci||ID;),y;) is true.
Then it finds ¢ satisfying the above equation and sends error information to
sensor node. When all the data pass the verifying, it does next step.

e Computing V = g™ [, C; = g™ [, "™ h".

e Computing V2 = gEZ;Imiql = (g‘h)zzl:lmi. Let go = g%, then V& = g()z:izlmi.

e Calculating log;/oq1 and getting final aggregation result Y. m;.

4. Correctness proof of proposed scheme.

1. Correctness of signature verification.
[Te(H @D ) =TT, e(H(CIID)*, g%) @)
i=1

11

iy e(H(Gi||ID;)™%, g) (3)

=1

=L e, 9) (4)

2. Decryption correctness of aggregation result.
Due to V = g™ [[_, Ci, Ci = g"™h",s0o V = g™ [[}_, g""™h".

Va = gron [H?Zl gmmihn]m (6)
— gﬂo(h H?:l gﬂ'imiQI hrid (7)
— 922;1 ”i4192?=1 m;qi1 H?:l hriqy (8)

Because of the function of confidentiality interference factor, ", m;(modN) = 0, so

Ve — gz?zl miq1 hZL miriqL (9)

But in this scheme h = u%, so

Ve = 92?:1 mi‘huz~7:1 TiTiq1q2 (10)

u is the generator of G and N = ¢;¢3, so
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uzizl TiTiq1q2 UNZ¢:1 T = 1. (11)

We can get V& = goiza ™,
Z?:1 mg

Let gy = g™, we have V¥ = g§ . And the final aggregation result is:

log,, V" =log,, g0 2t M z:mZ (12)

5. Security analysis for proposed scheme. First, assuming that adversary obtains
advantage (), A is the security parameter. The following is IND-CPA game.

e Initialization. Challenge generates e, adversary obtains system public key PK =
N,g,h.

e Challenge. Adversary outputs two plaintexts mg and m; with same length. Chal-
lenger randomly selects b € 0,1 and r, 7 <+ Z3F and calculates the ciphertext
C = g™h" € G. Then it sends the ciphertext to adversary.

e Guess. Adversary outputs O'. If &’ = b, then the adversary wins this game.

In the above game, if the advantage of adversary () cannot be ignored, then Pr[t’ = b] =
2 4+ (). The result is apparent contradiction compared with reference[25]. Therefore,
this new scheme is semantic security of IND-CPA.

Second, the follow is the attack analysis from inner network. In terms of the attacker
from inner network, network data can be obtained in two stages: before and after ag-
gregating. Before aggregating, inner attacker can get encryption private key q;, but if
he wants to get data ml, he must own interference factor m;. So the rate of successfully
acquiring data m; is 2|7, (|m;| is the binary length of ;). After aggregating, if adversary
wants to get m; from aggregation result V' = ¢™ [[_, C;, he must solve Co-Diffie-Hellman
problem. Obviously, it is very difficulty. So our scheme can effectively defend the attack
from inner network.

In sum, the security analysis of proposed scheme includes two aspects: semantic security
of IND-CPA and attack analysis from inner network. So the security analysis is proved.

6. Comparison of performance with different schemes. In table2, it shows the
performance comparison with different schemes. In this paper, we make comparison to
Smart-Frame scheme[26], privacy-preserving DA scheme[27] with our new scheme. Where
the process of data verifying is realized by digital signature, because it can provide the
function of preventing repudiation and modifying error. Computational ability of wireless
sensor node is small, however, computational ability of aggregator is enough. So it does
not need to take verification and decryption complexity into consideration.

Supposing that n is the sensor node number in aggregation process. In our scheme, it
needs to compute the encryption time including three aspects: confidentiality interference
factor encryption, data encryption and data signature. Where the average computation
complexity of confidentiality interference factor encryption is o(n), computation complex-
ity of data encryption and data signature is o(1).

7. Conclusions. In order to get a better wireless sensor network data aggregation scheme,
we propose a provable private data aggregation scheme based on digital signatures and
homomorphic encryption. ElGamal encryption scheme is used to encrypt privacy data
and we add the digital signature into identity information of sensor node, which makes the
data from different nodes have identifiability. So this scheme has the ability of verifying
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TABLE 2. Performance comparison with different schemes

Scheme Against Against Trusted Data' Formal Encryption
external attacksinternal attacﬁgllrd party verification  proot time complexity
[25] YES YES NEED YES YES o(1)
26] YES No NEED YES NO o(n)
This
paper’s YES YES NOT NEED YES YES o(n)
method

data and tracking, fixing mistakes. Confidentiality interference factor method is intro-
duced into this scheme to defending interior attack. Then a confidentiality sum algorithm
with homomorphic encryption property is adopted to build confidentiality interference
factor method without trusted third party. That can avoid the safety and efficiency prob-
lem resulting from trusted third party. Finally, security proof and efficiency analysis is
given in this paper. And comparison is given to demonstrate the performance of new
scheme. In the future, we will study more advanced homomorphic encryption methods to
improve aggregation scheme in wireless sensor network.
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