Journal of Network Intelligence (©2020 ISSN 2414-8105 (Online)
Taiwan Ubiquitous Information Volume 5, Number 1, March 2020

Research on Image Encryption Based on
Hyperchaotic System

Xin Huang
Department of Electrical Engineering
Heilongjiang University
No.74 Xufu Road, Harbin, Heilongjiang, China
hx_enjoying@163.com

Matin Pirouz Nia

Computer Science Department
California State Univerity
2576 E. San Ramon,Fresno, CA 93740
mpirouz@csufresno.edu

Qun Ding*

Department of Electrical Engineering
Heilongjiang University
No.74 Xufu Road, Harbin, Heilongjiang, China
*Corresponding author: qunding@aliyun.com

Received Nov. 2018, Revised Oct. 2019

ABSTRACT. With the development of science and technology, the application of images
18 becoming more and more extensive, and the security issues they bring are also in-
creasing. It is a difficult task for people to protect the security of image information.
Based on the study of chaotic systems and various image encryption algorithms, this pa-
per proposes a plaintext-associated image encryption algorithm based on the hyperchaotic
Lorenz system. Since the initial value of the four-dimensional chaotic system is used as
the key, the algorithm has a large enough key space to resist exhaustive attacks. In many
classic cryptosystems, the key is the sole basis for generating encrypted images, that is,
the generation of ciphertext images is controlled only by the keys and has nothing to do
with the plaintext. Such image cryptosystems cannot effectively resist chosen plaintext
attack or known plaintext attack. Therefore, this paper proposes a plaintext-related image
encryption algorithm based on the hyperchaotic Lorenz system with positive significance.
After the relevant test results show that the encryption algorithm has a faster encryption
/ decryption speed, high security and good encryption effect, can protect the image infor-
mation security, and prevent information leakage.
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1. Introduction. Since the intuitiveness of images is widely used, it also brings hidden
dangers of information security leakage, which not only involves personal privacy issues,
but also has a negative impact on society. Therefore, the proposed image encryption tech-
nology has positive significance [1-6]. In 1989, R. Matthews based on Logistic mapping
research proposed a generalized Logistic map, and used this map to generate a large num-
ber of pseudo-random numbers for data encryption [7]. Since chaotic systems have the
characteristics of dependence, ergodicity and randomness which are extremely sensitive to
initial conditions and control parameters, more and more chaotic-based image encryption
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algorithms are proposed. Image encryption schemes are based on chaotic systems [8,9],
DNA encoding [10-20], compressed sensing [21], grayscale encoding [22], and bit-level
permutation [23-25] . An image encryption algorithm based on seven-dimensional (7D)
hyperchaotic system and simultaneous row-column exchange is proposed [1]. The param-
eters and initial values of the 7D hyperchaotic system are generated by SHA-512 hash
function. A two-dimensional encryption operation image encryption scheme based on
chaos and plaintext is proposed [2]. The block parity performed in the first round of
encryption is used to associate the plaintext information with the key, thereby enabling
the encryption scheme to defend against plaintext attacks. Repetitive coding is employed
in the second round of encryption to protect plaintext related parameters from noise
and data loss attacks. A block scrambling-based encryption scheme is proposed, which
uses JPEG compression to enhance the security of the encryption-compression (EtC) sys-
tem [3]. A new logic tent mapping algorithm is proposed, which introduces a parameter
related to the SHA-3 hash value of the plaintext image as the key parameter [4]. The
algorithm can resist the choice of plaintext attack. A combined chaotic system is defined
by Logistic system, Sine system and Tent system, and a color image encryption algorithm
based on chaotic system is proposed [26]. A two-dimensional (2D) logic-sinusoidal cou-
pling mapping (LSCM) is proposed [27]. Based on the proposed 2D-LSCM, a 2D-LSCM
based image encryption algorithm (LSCM-IEA) is proposed. The permutation algorithm
of the algorithm replaces the image pixels with different rows and columns. The diffusion
algorithm spreads a small amount of the original image to the entire encryption result. In
the work of [28], based on the analysis of the security of pure CTM scheme, combined with
the rectangular transformation and CTM principle, a new image encryption algorithm is
proposed. The sensitivity of the key is further improved by generating a key stream associ-
ated with the key and the normal image. A method for constructing a simple and effective
chaotic system using the difference between two identical one-dimensional chaotic map
output sequences is introduced [29]. In the work of [30], an image encryption scheme based
on memory hyperchaotic system, cellular automata (CA) and DNA sequence operation
is proposed, which consists of a diffusion process. This paper proposes an image encryp-
tion algorithm based on plaintext correlation based on hyperchaotic system. First, the
image scrambling algorithm is studied and a plaintext correlation scrambling algorithm
is proposed. The algorithm is used twice with the addition modulus diffusion algorithm
to make the plaintext information be completely hidden. After the image information is
diffused, scrambled and then diffused, an encrypted image with good encryption effect is
finally obtained.

2. Chaotic sequence generator.

2.1. Hyperchaotic Lorenz system. Adding a nonlinear controller to the three-dimensional
Lorenz chaotic system, which extends the three-dimensional Lorenz system to four dimen-
sions. The system equation is:

t=aly—z)+w
Yy=cxr—zx—1y
z=uxy — bz
w=—Yyz+rw

(1)

where a, b, ¢, r are the real parameters restricted in a certain variable region, x, v, z,
w are the variables of the equation. When a = 10, b =28, ¢ = 8/3, —1.52 < r < —0.006,
equation (1) is in a hyperchaotic state. Without loss of generality, when the initial value
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FIGURE 1. Attractor phase diagram of hyper chaotic system

is set as (1.1, 2.2, 3.3, 4.4), the phase diagram of equation (1) is shown in figure 1 when
the system parameter r = —1.

Under this parameter, the four Lyapunov exponent of the system are: 0.343111, 0.163088,
0.002345, and -15.187859, two of them are greater than 0, in that the system is also called
a hyperchaotic system. As shown as figure 2.

2.2. Generation of random matrices. The state value of the chaotic system is a
floating point type, which is not directly used in a digital image encryption system. If
the gray level is R, the chaotic state value needs to be converted into an integer type of
0 ~ R — 1. In this essay, Lorenz system of hyperchaotic system is used as a sequence
generator to generate four random matrices of the same size as plaintext. Let P be the
plaintext image that represents the input, and the size is M x N, When L = max(M, N).
Put g, 30, 20, wo to the equation (1), the iteration step length is 0.0001. Four vectors
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FIGURE 2. Lyapunov exponent of the hyperchaotic Lorenz system

{0, Yo, 20, wo} of length M x N are obtained without the transition state, four matrices
of size M x N are generated by using these four vectors Ky, K, K3 and K, , so that:

Ki(i, j) = floor ((z(—1)xn+j + Y—1)xn+j + 71+ 100 mod 1) x 10"*) mod R~ (2)

(

Ks(i,j) = floor ((y(i,l)xNﬂ + 2(i—1)xN+; + 72 + 100 mod 1) X 1013) mod R (3)
K3(i,j) = floor ((2(—1)xn+j + Wi—1)xn—+j + 73+ 100 mod 1) x 10"*) mod L (4)
Ks(i,j) = floor ((wi—1yxn+j + Z(i-1)xn+; + 74+ 100 mod 1) x 10*) mod L (5)

The calculated matrix K; is used for forward diffusion, K; is used for reverse diffusion,

K3 and K4 are used for scrambling modules. The initial values ry, o, 73, 74 of the chaotic
system are 8-bit random integers with a value range of [0, 255].

3. Plaintext-related image scrambling and diffusion algorithm.

3.1. Plaintext-related image scrambling. The image is determined by the size of the
pixel and the position of the pixel. Scrambling is the change of the pixel order of the
original image. For example, the positions of two pixels P4, Pp in the image are (z,y)and
(0,€), and the two pixel positions are exchanged, that is, the position of P4 is (6,€), Pp
is (x,y) are changed. The position of the pixels can be changed to achieve the effect of
encryption, and ¢ and & are the changes according to certain rules, as follows:

§ = (Z P(x,j) — P(x,y)) + Ks(z,y) + 1) mod M (6)

£ = (Z P(i,y) — P(x,y)) + Ky(z,y) + 1) mod N (7)

where 1 = 1,2,--- .M 57 =1,2,--- , N. With the above operation to enhance the associ-
ation plain text

3.2. Diffusion algorithm. The diffusion algorithm is to hide the pixel information of
the plain text image in as many ciphertext pixels as possible without changing the pixel
position of the original image. Commonly used diffusion algorithms include XOR oper-
ation, GF domain addition operation, GF domain multiplication operation and modulus
operation. Based on the exclusive OR operation, the diffusion algorithm of the addition
mode operation is a commonly used algorithm in image encryption. The latter runs much
faster in Matlab than the former, which is due to the weak bit manipulation capabilities
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FIGURE 3. Encryption algorithm structure diagram

of Matlab software. P(i) and C(i) can be used to represent the original image and the
encrypted image. The pixel K (i) and is a cipher pixel. The formula is:

C (i) = (P (i) + K (i)) mod 256 8)

In order to diffuse the information of any pixel in the plaintext into the entire image of
the ciphertext, this method needs to be cycled twice.

4. Design and results of image encryption.

4.1. Design of image encryption. The plaintext image scrambling algorithm is mainly
composed of a plaintext independent forward module, a plaintext independent backward
module, a plaintext related scrambling module, and a chaotic sequence generation module.
Its structure is shown in Figure 3.Specific steps are as follows:

Stepl: Let P be the plaintext image that represents the input, and the size is M x N
, When L = max(M, N).

Step2: The key is represented by k , k = {xo, o, 20, wo, 1, 72,73, T4}, here xq, yo, 20, Wo
are the initial values and r1, 79, 73, 4 of the chaotic system are 8-bit random integers whose
value interval is [0, 255] .Generates four matrices according to the formula 2,3,4,5.

Step3:The matrices P, K, K5 are transformed from two dimensions to a one-dimensional
matrix of length M x N, which are represented by O, F; and Esrespectively.

Step4:The first round of diffusion replaces the encryption formula respectively by

Coy = (O + Exo) + 11 +12) mod 256 (9)

Cuoy = (O(l) + Ey) + C(l—l)) mod 256 (10)
Where r; and ry are the constant parameters referenced for encryption, they are also keys,
l=1,2,---,L—1
Stepd:Let pixel Cy and C(qp) switch their positions, here are the computational
formulas about m and n ,l =0,2,--- | L — 1.

§ = <ZK3(x,j) —K3(x,y))+Cl+1> mod M (11)
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&= (Z Ky(i,y) — Ky(z,y)) + C) + 1) mod N (12)

Finally, we get the scrambling matrix D from matrix C.
Step6:The second round of diffusion instead of the adjoint formula is respectively derived
from

Fi1y = (BEawy + D1y + 73 + 74) mod 256 (13)
F(l) = (Eg(l) + D(l) —+ F(l+1)) mod 256 (14)

It means, here r3 and r4 are the constant parameters referenced for encryption, they
are also keys. The matrix F' is the ciphertext image after the calculations above. The
decryption process is the inverse process mentioned above. From the above formula, it can
be seen that the relationship between ciphertext and ciphertext and key is not a simple
linear operation but includes nonlinear module extraction.Therefore, the algorithm can
resist the selective plaintext attack.

4.2. The results of image encryption. According to the improved encryption algo-
rithm in the previous section, choose three gray scale Lena, Pepper, Baboon whose size
are 512 x 512 to do encrypting processing, encryption after decryption results with the
same method, results of encryption and decryption is shown in Figure 4:

According to the encryption results, it can be seen that the encrypted image is no
longer recognizable to the original image, and the decrypted restored image is exactly the
same as the plaintext image.

5. Security analyses and experimental results.

5.1. Encryption and decryption time. Without losing generality, the key is taken as
k= 0.7512,0.4567,0.7878,0.9872, 782, 89, 26 .

TABLE 1. The encryption and decryption time

| Encryption time || Decryption time |
15666 || 16166 |

5.2. Key space. The key space is the set of all legitimate keys. For the digital im-
age encryption system proposed in this paper, the key is the initial value of the hyper-
chaotic Lorenz system and eight-bit random numbers, which are included as follows: K =
{x0, Yo, 20, Wo, 1,72, 73,74}, among these numbers, xy € (—40,40), yo € (—40,40), z €
(1,81), wy € (—250,250), and the pace of zg , yo and zq is 10712 the pace of wy is 10712 ,and
r1,T9, 13,74 are 4 eight-bit random integers, the value interval of which is [0,255] ,and the

compensation is 1, so the key space size is 1.0995 x 10%° | and the key entropy is about
229b.

5.3. Statistical characteristics of ciphertext. This paper will be used to encrypt
plaintext images into noisy pattern ciphertext images based on hyperchaotic Lorenz sys-
tem . Also there is a figure which comparing the histogram and correlation characteristics
between plaintext and its corresponding ciphertext image. As shown in Figure 5. Without
losing the generality, the key is taken as k={0.7512,0.4567,0.7878,0.9872, 782,89, 26}. As
shown in Figure 5, the image of the ciphertext has a flat histogram while the histogram
of the plaintext is up and down. We often use y? Statistics (unilateral test hypothesis) to
measure the difference in quantity. The commonly used level of significance is 0.05, and
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(a) Lena original data  (b) Pepper original data (c) Baboon original data

(d) Lena ciphertext (e) Pepper ciphertext (f) Baboon ciphertext

e -

(g) Decrypted the Lena (h) Decrypted the Pepper (i) Decrypted the baboon
image image image

FIGURE 4. Plaintext association algorithm encryption and decryption results

TABLE 2. Y’test results

| image || Lena | Pepper | Baboon |
Plaintext || 1.5806 x 10° | 1.2014 x 10° | 1.8739 x 10°
Ciphertext 248.1719 258.4961 255.7285

the x? test is performed on the histogram of the image shown in Figure 5, and the x? test
results are shown in the Table 2 .

It is known from Table 2 that the calculated values of the x? statistics of plaintext
images are obviously greater than x2,,(255) , while the calculated value of the cipher-
text’s x? statistics is less than x2,,(255) , and the 3 ciphertext can be considered to be
approximately uniform.

In addition to image histogram, we need to compare the correlation properties between
plaintext and ciphertext images. Generally, the plaintext image has strong correlation be-
tween adjacent pixels in horizontal, vertical, positive diagonal direction and Anti angular
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direction, and there should be no correlation between the adjacent pixels in the cipher-
text image. Table 3 is the statistical result of correlation coefficient between plaintext
and ciphertext.

TABLE 3. Correlation coefficient of plaintext and ciphertext

’ Image H Horizontal \ Vertical \ Diagonal H
Lena Plaintext 0.984930 0.971415 | 0.9590889
ciphertext || -0.004204 | 0.0038422 | -0.010919
Pepper Plaintext 0.978633 | 0.9803303 | 0.966881
ciphertext || -0.002301 | 0.017459 | -0.002470
Baboon Plaintext 0.768000 0.863453 | 0.722173
ciphertext || -0.003464 | 0.014699 | 0.008106

From table 3, we can see that the correlation between adjacent pixels in the plaintext
image is very large, and the correlation of adjacent points in the ciphertext image is close
to 0, which is almost irrelevant. Figure 6 shows the correlation between plaintext and
ciphertext of Lena image in all directions.

5.3.1. Sensitivities of plaintext. Plaintext sensitivity analysis means that the encryption
system uses the same key to encrypt two original images with little difference. If the
two ciphertext images obtained are very different, the plaintext sensitivity of the en-
cryption system is very strong. If the calculation result is very close to the theoretical
value, the plaintext sensitivity is very strong. The ciphertext sensitivity analysis is sim-
ilar to the plaintext sensitivity analysis. The ciphertext image is decrypted after minor
changes, and the difference between the decrypted image and the original image is com-
pared. If the differences are very different, it indicates that the encryption system has
strong ciphertext sensitivity. Both are verified by calculating the values of NPCR, UACI,
and BACI. Suppose that the pixels of the two original images at (i,7) are different,
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respectively P (i, j)and P (3, j), then the calculation formulas of NPCR, UACI, and BACI
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are:
1 M N
NPCR = M_ZZ Sign (Py (i,7) + P2 (i, )] x 100% (15)
1L,z >0
Sign(x) =<¢ 0,2 =0 (16)
-1,z <0
M N
1 Py (i,j) — P
UACJ:WZZ’ 1(0,7) 2(’ IS 100% (17)
i=1 j=1
(M-1)(N-1)
BACI = ! Y X 100% (18)
(M-1)(N-1) & 255

The average values of NPCR, UACI and BACI obtained through 50 repeated experiments
are shown in Table 4 and Table 5.

TABLE 4. Plaintext sensitivity

| | Lena | Pepper | Baboon | Theoretical value |

NPCR || 99.6104 | 99.6099 | 99.6100 99.6094
UACI || 33.4587 | 33.4653 | 33.4642 33.4635
BACI || 26.7255 | 26.7258 | 26.7874 26.7712
TABLE 5. Plaintext sensitivity
Theoreti- Theoreti- Theoreti-
Ba-
Lena cal Pepper cal cal
boon
value value value
NPCR | 99.6121 99.6094 99.6123 99.6094 99.6099 99.6094
UACIT | 28.6429 28.6239 29.6286 29.6233 27.8174 27.8478
BACI | 21.3233 21.3217 22.1791 22.1894 20.6252 20.6312

5.4. Information entropy. Information entropy reflects the uncertainty of image infor-
mation. Generally speaking, the greater the entropy, the greater the uncertainty (the

greater the amount of information), the less visible information.

information entropy is shown in formula (19):

=— Zp(i) log, p(4)

The formula of the

(19)

Here L is the gray level of the image, p(7) indicates the probability of the gray value i .
For gray random images of L = 256, the theoretical value of information entropy H
is 8.The information entropy of plaintext images Lena, Pepper and Baboon and their
corresponding ciphertext images is listed in Table 6.
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TABLE 6. Information entropy

| Image | Lena | Pepper | Baboon |

Plaintext || 7.445 513 | 7.593 374 | 7.358 538
Ciphertext || 7.999 303 | 7.999 335 | 7.999 328

5.5. Known plaintext attack and chosen plaintext attack. A good encryption sys-
tem can effectively resist known plaintext attacks. As shown in Figure 6, the attacker
selects two images of all white and all black, which are 512 x 512, to encrypt, and the
encrypted image is confused, and the histogram is balanced. It can be seen from the Table
7 that the information entropy of the ciphertext image obtained after encryption is close
to 8, so it can be inferred that the system can resist the known plaintext attack and the
chosen-plaintext attack.

(a) An all-white image  (b) The ciphertext obtained (c) The statistical histogram
by encrypting the all-white of the ciphertext image
image

(d) An all-black image  (e) The ciphertext obtained (f) The ciphertext obtained
by encrypting the all-black by encrypting the all-black
image image

FiGUre 7. Known plaintext attack and chosen plaintext attack

TABLE 7. Known plaintext attack and chosen plaintext attack

| Image | Entropies | Horizontal | Vertical | Diagonal |
All white 0 NaN NaN NaN
Cipher of all white | 7.999332 0.017797 0.003019 | 0.050719
All black 0 NaN NaN NaN
Cipher of all black 7.999419 -0.023741 | -0.020398 | 0.010108
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5.6. Compare with other systems. The size is 256 x 256 Lena encryption and other
system performance were compared as shown in the Table 8, the correlation between the
ciphertext between, this systems is relatively good, relatively close to 0, in the comparison
of information entropy in the ciphertext, and this algorithm is more close to 8. By
comparing the values of NPCR and UACI, the algorithm has high sensitivity to plaintext
and can also resist known plaintext attacks and chosen plaintext attacks. Therefore, the
performance of our scheme has better image than the other scheme of encryption scheme.

TABLE 8. Compare with other systems

| Image | Horizontal | Vertical | Diagonal | Entropies | NPCR | UACT |

Ours 0.00673 -0.0037 0.0060 99.6077 | 33.4465 | 7.9975
Ref.[11] -0.0015 -0.0032 0.0008 99.61 33.46 | 7.9972
Ref.[23] 0.0068 -0.0054 0.0010 99.61 33.46 | 7.9967
Ref.[33] -0.0029 -0.0017 -0.0191 99.5986 | 33.4561 | 7.9971

6. Conclusion. An effective image encryption algorithm is proposed, which is based on
the plain-text correlation encryption algorithm of hyperchaotic system functions. In order
to resist the known plaintext attack and the chosen plaintext attack, the plaintext-related
image scrambling is carried out. Finally, the final encryption effect is achieved through
the use of matrix generated by chaotic sequence. This paper also analyzes the effect of
encryption, it can be found that the algorithm can well resist the brute force attack, and
chosen plaintext attack which verifies the security and effectiveness of the algorithm..
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