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Abstract. Traditional information hiding algorithms can be used to modify the carrier
for embedding secret message, while the coverless information hiding methods implement
secret message transmission by mapping secret information and the carrier image without
modifying the image. In this paper, we propose a coverless information hiding method
based on constructing a complete grouped basis with unsupervised learning, and the base
image of the complete grouped basis is used to map the secret message for obtaining cov-
erless information hiding. At first, texture estimation is used to extract image features.
Secondly, learning of the complete grouped basis is designed, which ensures the establish-
ment of a relationship between the secret message and the image feature. Finally, the
complete grouped basis and the secret message are jointly operated to obtain a series of
stenographicimages for embedding data. Our experimental results prove that the proposed
method has the capability of robustness, and is more feasible than the other coverless in-
formation hiding methods.
Keywords: Coverless information hiding, Texture estimation, Complete grouped basis.
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1. Introduction. Recently, the development of computer technology has promoted the
progress of image processing technology [1, 2], in which information hiding methods [3, 4]
are widely used in daily lives, and embed secret message into the carrier without vi-
sion. Currently, steganography is one of popular information hiding technologies [5, 6, 7].
Steganography is mainly classified into traditional information hiding methods [8, 9] and
coverless information hiding methods [10, 11]. The commonly used traditional hiding
is classified into two types. One is spatial domain-based methods, such as histogram
shifting [12], adaptive LSB (Least Significant Bit) [13], Hamming code-based [14], WOW
(Wavelet Obtained Weights) [15], and so on. The other is transform domain-based meth-
ods which embed information by modifying the coefficients of the image frequency domain
transform, such as DCT (Discrete Cosine Transform) [16, 17], DWT (Discrete Wavelet
Transformation) [18] and DFT (Discrete Fourier Transform) [19]. But traditional hiding
methods must modify the carrier so that it cannot be robust to some steganographic
analysis algorithms, and the secret message is often stolen by third parties. Since the
coverless information hiding method embeds secret message into the carrier without any
modifications [20, 21], it can effectively resist steganographic analysis algorithms.

The coverless information hiding method does not exclude requirement for carrier data,
while features of the carrier are extracted to represent secret messages. Generally, coverless
information hiding methods are mainly classified into the text-based method [22] and
the image-based method [23, 24]. For text-based method, Chen et al. used Chinese
mathematical expression to determine the location of the secret message according to a
certain rule [25]. However, since the image is more popular than the text, the image-based
coverless information hiding has attracted much more attention.

For image-based coverless information hiding, in general, image features are firstly
extracted, and mapped to the secret message to generate steganographic images for em-
bedding data. Zhou et al. invented a coverless information hiding method, in which
the intensity differences between image blocks are computed as the secret message to be
mapped to the hash sequence [26]. Zou et al. generated hash sequences based on the
average pixel values of sub-image to realize the secret message hiding through mapping
relationship [27]. In order to resist some image attacks, Zheng et al. extracted the feature
of scale-invariant feature transformed (SIFT) image to construct a binary hash sequence
for data embedding [28]. Yuan et al. built the information mapping between the secret
message and the SIFT features of images [24]. Zhou et al. generated feature sequences
by BOW (Bag of Words) model for mapping to the secret message [23]. Zhang et al. em-
ployed DCT and LDA (Latent Dirichlet Allocation) models to compute robust features,
including DC coefficients, position coordinates, and so on [29]. Wu et al. built map-
ping relationship between the images and the secret message by the grayscale gradient
co-occurrence matrix [30].

However, in the above coverless information hiding methods, the mapping relation-
ship between the extracted feature sequence and the secret message is often not com-
plete [20, 21, 22], which results in the failure of the secret message extraction. In order
to solve those problems, this paper proposes a novel coverless information hiding method
based on constructing a complete grouped basis with unsupervised learning. Unsuper-
vised learning of the complete grouped basis is designed to ensure the establishment of a
mapping relationship between the secret message and the image feature. The complete
grouped basis and the secret message are jointly computed to obtain a series of stegano-
graphic images for embedding message. Experimental results show that the proposed
method has high completeness and embedding capacity compared with the existing cov-
erless information hiding methods. The main contributions of this paper are listed as
follows.
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(1). A novel coverless information hiding method based on constructing a complete
grouped basis with unsupervised learning is presented.

(2). A complete grouped basis is computed to establish a mapping relationship between
the secret message and the original image.

(3). The proposed method has good robustness on noise attacks and filtering attacks.
The reminder of this paper is organized as follows. In Section 2, we introduce the pro-

posed method, which consists of the learning of the complete grouped basis, the acquisition
of stego images and the extraction of secret messages. The results of the experiments and
analysis are shown in Section 3. Section 4 concludes our work and outlines our future
research direction.

2. The proposed method. We propose a coverless information hiding method based on
constructing a complete grouped basis by using unsupervised learning without modifying
the original image. The method mainly consists of stego image generation for secret mes-
sage embedding at the sender and secret message extraction at the receiver as illustrated
in FIGURE 1. At the sender, an unsupervised learning method is designed to generate
a complete grouped basis, which includes image selecting from an image database via a
generated pseudo random sequence, image features extracting via texture estimation, and
stego images generation with secret message. At the receiver, secret message is extracted
by using the received stego images and the generated pseudo random sequence.

Figure 1. Flowchart of the proposed coverless information hiding method

2.1. Generation of the Complete Grouped Basis Based on Unsupervised Learn-
ing. Unsupervised learning is one of the most studied learning methods, which is very
different from supervised learning. Supervised learning is to train an optimal model
through the existing training samples and classify data by using known models. Unsu-
pervised learning requires direct data modeling because there are no training samples in
advance. The complete grouping basis is a set of m-order square matrices consisting of
m-image feature sequences, which are computed based on unsupervised learning. The
generation processes are illustrated in FIGURE 2.
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2.1.1. Feature Sequence Extraction. A pseudo random sequence R is generated for select-
ing m images from the image database, these images are denoted as Gi, where i = {1, 2, . . . ,m},
and their image indexes from the database are denoted as {fid1, fid2, . . . , f idm}. The
size of Gi is N ×N , and Gi is divided into m non-overlapping blocks with the size of
N/
√
m×N/

√
m, denoted as Bj, where j = {1, 2, . . . ,m}. In the following, image texture

is estimated by comparing the mean of two adjacent blocks to generate the image feature
sequence.

Step 1. For bi,j, calculate the average pixel.

bi,j =
1

(N/
√
m)2

(N/
√
m)2∑

x=0

(N/
√
m)2∑

y=0

Bi,j(x, y), (1)

where Bi,j(x, y) is the pixel value in the Bj, and (x, y) is the location.
Step 2. Texture estimation is used to compute the image feature bit. Differences of the

two adjacent blocks are computed for texture estimation. If the difference is large, the
block is located at the complex region, and vice versa. Specifically, the feature bit fi is
computed as

fi =

{
0, if bj − bj+1 ≤ g
1, if bj − bj+1 > g

, 1 < i ≤ m− 1 , (2)

where bj is the average value of Bj, and g is the threshold. For the last block, bm and b1
are compared for computing fm.

Step 3. Repeat the above steps until all feature bits are computed from all images.
Since the feature sequence is computed from different parts of images, and the feature

sequence is not located at a certain region, it is robust to some image attacks, such as
compression, noise addition, and so on.

Figure 2. Flowchart of constructing a complete grouped basis

2.1.2. Construction of a Complete Grouped Basis. The processes of constructing a com-
plete grouped basis are organized as follows.

Step1. H with the size of m×m is computed as

H =


f1,1 f1,2 f1,3 f1,m
f2,1 f2,2 f2,3 · · · f2,m
f3,1 f3,2 f3,3 f3,m

...
. . .

...
fm,1 fm,2 fm,3 · · · fm,m


→ fid1
→ fid2
→ fid3

...
→ fid4

· (3)

Each row represents the features from the same image. For instance, the first row
represents the features of G1.
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Step 2. H is converted to obtain a line minimalist matrix by using elementary trans-
formation. Elements of columns in H are searched from the first to the last, and when
the element value is 1, its corresponding row is switched with the first row as illustrated in
FIGURE 3. Then, elementary transformation is performed on the matrix again as illus-
trated in FIGURE 3(b) and 3(c). At this point, if a row of elements in the matrix are all 0,
then the eigenvalue of a new image is selected to replace the row, that process is repeated
until each row in the matrix is the simplest. Finally, the new line minimalist matrix H ′

is obtained by using Eq. (4), and the index is also recorded as {fid′1, fid′2, . . . , f id′m}.

Figure 3. Matrix elementary transformation

H ′ =


1 0 0 0
0 1 0 · · · 0
0 0 1 0

...
. . .

...
0 0 0 · · · 1


→ fid′1
→ fid′2
→ fid′3

...
→ fid′m

. (4)

Step 3. Each row is replaced by the original features of each image and the novel image
position number pidi is recorded.

Hc =


f3,1 f3,2 f3,3 f3,m
f4,1 f4,2 f4,3 · · · f4,m
f6,1 f6,2 f6,3 f6,m

...
. . .

...
f1,1 f1,2 f1,3 · · · f1,m


→ fid′1 pid1
→ fid′2 pid2
→ fid′3 pid3

...
...

→ fid′m pidm

. (5)

Step 4. If the transformed row simplest matrix H ′ is not a unit matrix, new images are
selected from the database and its feature sequence is computed to replace corresponding
rows. If these rows are not in line with the complete grouped basis, Step 2 to Step 3 are
repeated. This process is repeated until H ′ is the unit matrix as shown in Eq. (6)

H ′
c =


1 0 0 0
0 1 0 · · · 0
0 0 1 0

...
. . .

...
0 0 0 · · · 1


→ fid′1 pid1
→ fid′2 pid2
→ fid′3 pid3

...
...

→ fid′m pidm

. (6)

2.2. Stego Images Generation Using Grouped Basis. The steps of stego images
generation using the complete grouped basis and the secret message are listed as follows.

Step 1. Divide the secret binary message S into n = [l/m] copies and S = {s1, s2, . . . , sn},
where l is the length of S. If the length of sn is less than m, it is filled with zeros.

Step 2. Hc and s1 are concatenated to form the augmented matrix Hw.
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Hw =


f3,1 f3,2 f3,3 f3,m s1,1
f4,1 f4,2 f4,3 · · · f4,m s12
f6,1 f6,2 f6,3 f6,m s1,3

...
. . .

...
...

f1,1 f1,2 f1,3 · · · f1,m s1,m

 . (7)

Step 3. Perform elementary transformation on Hw, and the line minimalist matrix is
obtained as shown in Eq. (8). ci is defined according to Eq. (9).

H ′
c =


1 0 0 0 s′1,1
0 1 0 · · · 0 s′1,2
0 0 1 0 s′1,3

...
. . .

...
...

0 0 0 · · · 1 s′1,m

 . (8)

ci =
{
s′i,1, s

′
i,2, . . . , s

′
i,m

}
, 1 ≤ i ≤ n. (9)

Step 4. ci is divided into substrings with lc bits, where lc = log2m. Each substrings is
converted to decimal number di,k, where k = {1, 2, . . . , lc}. The selected base grouped c′i
is computed as

ci =
{
s′i,1, s

′
i,2, . . . , s

′
i,m

}
, 1 ≤ i ≤ n. (10)

For m selected images, the number of stego images is computed as

N =

{
n× lc if l%m = 0
n× lc + 1 if l%m = 1

. (11)

2.3. Secret Message Extraction. The receiver gets the steganographic image in se-
quence and then extracts the secret message. Restore secret message is to calculate the
complete grouped basis and obtain the selected base sequence from the stego image. In the
extracting processes, SIFT is used to match stego images with images from the complete
grouped basis, which is constructed in the same way as the construction at the sender.

The steps of secret message extraction are listed as follows.
Step 1. Construct a complete grouped basis Hc according to the pseudo-random se-

quence R

Hc =


f3,1 f3,2 f3,3 f3,m
f4,1 f4,2 f4,3 · · · f4,m
f6,1 f6,2 f6,3 f6,m

...
. . .

...
f1,1 f1,2 f1,3 · · · f1,m


→ fid′1 pid1
→ fid′2 pid2
→ fid′3 pid3

...
...

→ fid′m pidm

. (12)

Step 2. SIFT feature points of stego images and each image in complete grouped basis
are computed, respectively. The number of their same SIFT feature points is computed,
the base image with the largest number is selected and the corresponding pidi is converted
to binary. This step is repeated until a sequence with the length of m is obtained.

ci =
{
s′i,1, s

′
i,2, . . . , s

′
i,m

}
, 1 ≤ i ≤ n. (13)
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Table 1. Complete grouped basis image group 1

pid 1 2 3 4 5 6 7 8
Complete grouped

basis images

fid 0 15 4 3 8 7 6 5
pid 9 10 11 12 13 14 15 16

Complete grouped

basis images

fid 2 1 10 11 12 34 13 23

Table 2. Steganographic image group 1

pid 1 2 3 4 5
Stego

images

fid 0 15 4 3 8

Step 3. Multiply Hc by ci to obtain the original secret message.


Si,1

Si,2

Si,3
...

si,m

 =


f3,1 f3,2 f3,3 f3,m
f4,1 f4,2 f4,3 · · · f4,m
f6,1 f6,2 f6,3 f6,m

...
. . .

...
f1,1 f1,2 f1,3 · · · f1,m




s′i,1
s′i,2
s′i,3
...

s′i,m

 . (14)

Step 4. Repeat the above steps to obtain all si,q, where q = {1, 2, . . . ,m} and all si,q
are connected to form the original secret message.

3. Experiments. The experiments are done using a personal computer with Intel(R)
Core (TM) i5-6600K CPU@3.50GHz, 16GB RAM, Windows 8.1, and MATLAB 2015a.
Tiny ImageNet (Stanford CS231N) is used as the database, which contains one million
images. Ten thousand images are selected for testing. In the experiments, we set m=16
and n=5.

3.1. Experimental Results and Analysis. Sixteen images are finally selected as shown
in TABLE 1, and five stego images are generated as shown in TABLE 2. From the
experiments, complete grouped basis can be achieved, and the secret message can be
extracted successfully at the receiver side.

In order to show the feasibility of the proposed method, another similar experiment
is done as shown in TABLE 3 and TABLE 4. The experimental results also show that
secret message can be extracted successfully at the receiver side. According to the secret
message, the complete grouped basis is different if the selected images are not the same,
which assures diversity of the transmission for security. It still denotes that the proposed
method can transmit the secret message without modifying the original images and has
good efficiency.

3.2. Characteristic Sequence Completeness Analysis. Completeness is the success
rate of mapping between the feature sequence and the original image. FIGURE 4 shows
the grouping of partial decimal feature sequences under different g without a complete
grouped basis. It can be clearly seen that it cannot fully meet the actual grouping
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Table 3. Complete grouped basis image group 2

pid 1 2 3 4 5 6 7 8
Complete grouped

basis images

fid 0 15 4 3 8 7 6 5
pid 9 10 11 12 13 14 15 16

Complete grouped

basis images

fid 2 1 10 11 12 34 13 23

Table 4. Steganographic image group 2

pid 1 2 3 4 5
Stego

images

fid 0 15 4 3 8

Table 5. Completeness of group images feature sequence

Threshold 0 1 2 3 4 5 6 7 8 9 10

Completeness(%) 32.71 32.48 32.19 31.62 31 30.26 29.40 28.44 27.49 26.42 25.31

requirements, and most of the groups do not have matching images as shown in TABLE
5. Thus, a complete grouped basis is added for the proposed method to solve and avoid
the above fault.

In SIFT features [28], SIFT+BOF [24] and DCT+LDA [29], the number of images
should be increased to a lot for increasing grouping requirements. However, the proposed
method only needs a small number of images for good grouping because the complete
grouped basis plays an important role.

Figure 4. Partial decimal feature sequence grouping under different thresholds
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Table 6. The BER between attacked images and primitive images

Attack image Mode Parameters Size(32*32) Size(48*48) Size(64*64)

JPEG
compression

90% 99.38% 99.75% 100%

70% 97.50% 98.75% 99.38%

50% 96.25% 98.13% 99.38%

30% 96.25% 98.13% 99.38%

10% 95% 97.50% 98.13%

Salt and pepper
noise

0.1 90% 97.50% 98.75%

0.05 98.75% 98.75% 100%

0.01 99.38% 99.75% 100%

Gauss
noise

0.1 92.50% 97.50% 98.75%

0.05 93.13% 97.50% 98.75%

0.01 95% 95% 100%

Median
filtering

3*3 97.50% 98.13% 100%

5*5 88.13% 96.88% 99.38%

7*7 46.25% 83.75% 95.63%

Mean
filtering

3*3 95% 98.75% 100%

5*5 61.25% 85.63% 95.63%

7*7 27.50% 55% 80%

Gauss
filtering

3*3 98.13% 98.75% 100%

5*5 98.13% 98.75% 100%

7*7 98.13% 98.75% 100%

Centered
cropping

Crop 20% 92.50% 97.50% 98.13%

Crop 50% 28.75% 82.50% 88.75%

Scaling
zoom in 10% 97.50% 98.13% 99.38%

Reduce by 10% 96.80% 98.13% 99.38%

Rotation
10◦ 83.75% 95.63% 96.25%

30◦ 75% 91.88% 95%

50◦ 71.88% 91.25% 91.88%

Mirroring
Flip up and down 38.75% 56.25% 67.50%

Filp left and right 40% 60.63% 64.38%

3.3. Analysis of Robustness. In this section BER is used to evaluate the robustness
in our proposed method.

BER =
q

l
, (15)

where q is the number of correct extracted bits and l is the number of bits of secret
message.

In order to show the robustness of this paper proposed method, the stego images are
attacked by JPEG compression, Salt and Pepper noise, Gauss noise, Median filtering,
Gauss filtering, Translation, Centered cropping, Scaling, Rotation, and Mirroring. All
secret bits can be nearly extracted as shown in TABLE 6, since BERs are higher than
0.8. Especially for attacking of Gauss filtering, the BERs are close to 100%. It greatly
supports that the proposed method has the capability of resisting image attacks.
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4. Conclusions. This paper proposes a coverless information hiding method based on
constructing a complete grouped basis with unsupervised learning, and realizes the secret
message hiding by establishing a mapping relationship between original image feature
sequences and the secret message. Since the carrier image is not modified during the
implementation, it has high security. Moreover, the concept of a complete grouped basis
is put forward, which completes feature sequences of the original image based on matrix
theory. It is effective to solve the problem of incomplete mapping between secret message
and feature sequences. Our experimental results show that the proposed method is very
good in information hiding than the existing methods, and it has good robustness to
some image attacks. However, in order to compensate for the lack of feature sequence
types, the method sacrifices the embedding capacity of some private images, which results
in transmitting many stego images. In the next work, we will strive to increase the
embedding capacity of stego images, meanwhile, reduce the number of stego images during
the image transmitting.
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ogy and Industry Project of Zhejiang Provincial Science Technology Department (No.
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