Journal of Network Intelligence (©2021 ISSN 2414-8105 (Online)
Taiwan Ubiquitous Information Volume 6, Number 3, August 2021

Trajectory Privacy Protection Based on Spatial-time
Constraints in Mobile Social Networks

Zekun Zhang, Siyang Chen, Xiaoting Sun, Yongquan Liang*

College of Computer Science and Engineering
Shandong University of Science and Technology
Qingdao, 266590, China
zekunzhang2018@163.com, 386621631Qqq.com, iamsxt103@163.com
*Correponding Author: lyq@sdust.edu.cn

Received April 2021 , Revised June 2021

ABSTRACT. Massive trajectory data generated with the boom of mobile social networks
may contain some private information of users. Attackers can mine active scenes, lo-
cation and other attribute information of mobile users based on trajectory data. The
privacy protection of trajectory data in mobile social networks is of great significance. In
this paper, we propose a trajectory privacy protection method based on spatial-time con-
straints in trajectory publishing in mobile social networks to settle the leakage of privacy
in trajectory data publishing. When generating a dummy trajectory, the selection of pivot
and the overall movement direction of trajectory are first restricted to prevent sensitive
locations from being selected as pivot and to ensure that the overall movement direction
of trajectory is similar. Secondly, initial dummy locations gemeration algorithm based
on spatial-time constraints algorithm (IDG) and trajectory generation algorithm based
on spatial-time constraints algorithm (TGC) are proposed to generate the next adjacent
locations of pivots and other locations, respectively, to ensure that the generated dummy
trajectory has the same motion pattern as real trajectory. Experiments are performed to
verify the performance of the proposed algorithms.

Keywords: Location Privacy Protection, Trajectory Publishing, Spatial-time Con-
straints, Dummy Trajectory Generation

1. Introduction. With the continuous evolution of mobile devices, wireless communi-
cations [1], and positioning technology, a new application model of location-based service
(LBS) has emerged and advanced [2-4]. LBS is a location-based value-added service,
clients can request LBS to obtain information services closely related to specified geo-
graphic location [5, 6], such as nearby hotels, route planning, and map navigation. At
present, LBS has penetrated into all aspects of public lives, transformed public lifestyles
and brought great convenience to people [7,8].

However, while enjoying convenience brought by LBS, people are also confronted with
the risk of privacy leakage [9,10]. Because users’ trajectory data contains rich spatial
and temporal information, research and mining of trajectory data can obtain abundant
information related to mobile users. LBS providers usually publish collected trajectory
data to the third parties, such as government departments employ trajectory data for road
planning. However, malicious attackers can analyze these trajectory data and combine
their own background knowledge to illegally obtain personal privacy such as users’ hobbies,
religious beliefs, physical conditions, home and work addresses, and even bring economic
losses or threaten users [11,12]. Therefore, in view of this situation, it is indispensable
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to propose an efficient trajectory privacy protection method that can not only prevent
users’ trajectory privacy from divulging, but also ensure that published trajectory data
has high availability [13,14].

The current location privacy protection schemes in trajectory publishing are roughly
divided into three categories: dummy trajectory generation methods [15-17], trajectory
generalization methods [18] and trajectory suppression methods [19-21]. Compared with
the latter two methods, dummy trajectory generation methods do not require a trusted
third party and can retain complete trajectories information. Therefore, it is often applied
to protect user trajectories privacy during trajectory publishing.

The frequently-used dummy trajectory generation methods contain random generation
method and rotation generation method [22]. Since random generation scheme method
does not consider actual situation, generated dummy trajectories have a large randomness.
For example, the generated locations may be inaccessible places such as rivers or swamps,
so rotation method is generally utilized to generate dummy trajectories. However, ex-
isting dummy trajectory rotation generation method does not combine actual landscape,
road conditions, and spatial-time constraints between trajectories in the process of gen-
erating dummy trajectories, and the overall movement direction of dummy trajectory is
significantly different from true trajectory. Therefore, if users apply the existing dummy
trajectory rotation generation method to protect they real trajectory, attackers can iden-
tify certain dummy trajectories by combining acquired geographic knowledge, spatial-time
constraints between adjacent locations in a single trajectory, and spatial-time correlation
between trajectories. Even attain user’s true trajectory directly.

An example diagram of dummy trajectory rotation generation method is demonstrated
in Figure 1, where solid line represents real trajectory and two dashed lines represent
dummy trajectories generated by rotation method. Obviously, this method has short-
comings. First, we can see from this figure that the overall movement direction of dummy
trajectory and real trajectory are significantly disparate. Secondly, single location after
real trajectory rotated does not consider surrounding environment and adjacent locations
may not be reachable within a prescriptive time. In addition, the selected pivot may be
a sensitive location such as a hospital, which cannot achieve the objective of user privacy
protection. Attackers can eliminate some dummy trajectories based on their background
knowledge, increase the probability of identifying true trajectory, and even in some cases
can directly guess users’ true trajectory.

In order to generate a dummy trajectory similar to real trajectory, this paper elevates
traditional dummy trajectory rotation generation method from the perspective of tra-
jectory overall direction, the selection of pivots, and the time accessibility constraints of
adjacent locations in trajectory. Our proposed trajectory privacy protection algorithm
reduces the probability of attackers identifying real trajectory, thereby achieving the pri-
vacy effect of protecting user’s real trajectory. Our contributions primarily consist of four
aspects:

1. The diversity between the start and end locations of generated dummy trajectories
and real trajectory is weeny, ensuring the similarity of overall trajectory movement
direction.

2. Through rotation method to generate dummy trajectories, avoid selecting sensitive
locations (such as hospitals) as pivots, otherwise the intention of privacy protection
cannot be achieved.

3. Adjacent locations in generated dummy trajectory are required to satisfy time ac-
cessibility. Ensure that the distance between the front and back adjacent locations
in trajectory can be reached within a reasonable time, preventing attackers from
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FIGURE 1. Dummy trajectory rotation method.

identifying dummy trajectories by comparing published time with real time based
on map knowledge.

4. Compared with traditional dummy trajectory generation method, we only employ
rotation to generate the next location of selected pivots, and propose an original
generation method for other locations.

2. Related Work. In this section, we investigate trajectory privacy protection approaches
in data publishing. When publishing trajectory data, it is essential to meet the high avail-
ability of trajectory data and prevent revealing users’ sensitive information.

Currently, the most ordinary trajectory privacy protection method is to delete quasi-
identifier of each trajectory in trajectory data publishing [20,23]. There are other at-
tributes in trajectory database, such as age, gender, ect. These attributes are quasi-
identifiers. The deliberate attackers can guess user identity utilizing them. In order
to resist this malicious attack, many privacy methods, such as k-anonymity [24,25], I-
diversity [26], and confidence bounding [27], have been proposed in the context of rela-
tional data.

The k-anonymity [24, 25] resists identity linkage attacks by requiring every quasi-
identifier group contain at least k records. [-diversity [26] and confidence bounding aim
at preventing attribute linkage attacks.

The dummy trajectory generation method employs a perturbation technique or a pseu-
donym mechanism to generate dummy trajectory instead of real trajectory or publish a
trajectory set. The pivotal problem with this method is that trajectory privacy protection
effect cannot be achieved when applying pseudonym technique, and it must be combined
with perturbation technology, but the degree of perturbation is not easy to grasp. Once
the scope of perturbation is too small, it is hard to achieve the purpose of user trajectory
privacy protection. If the scope of perturbation is too large, data availability will be
reduced.

In [15], Nergiz et al. suggested that utilizing a simple random reconstruction of the
original database from the anonymity, to overcome possible drawbacks of generalization
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approaches. However, the effect of anonymity needs to further improve. In [16], Ryo et al.
proposed a method of protection the actual user’s location based on his/her movements
with pauses. The proposed approach generated dummy locations that moved naturally
while stopping at several locations like the user; the dummies also took into consideration
geographical restrictions. Shuhei et al. [17] transformed user’s real trajectory into a
dummy trajectory utilizing a rotation method, without considering constraints such as
movement speed and road network. An attacker can easily exclude a large number of
dummy trajectories, resulting in the failure of trajectory privacy protection.

The generalization method leads in a trusted third party (central anonymous server)
and employs it to divide locations in trajectory instead of users’ real trajectory, thereby
achieving the effect of protecting users’ trajectory privacy. Among them, The most epi-
demic method is k-anonymity [24,25]. The prime problem to be solved by this method
is how to exploit an effective way to prevent attackers from inferring users’ location in
anonymous region based on background knowledge. Wang et al. [28] utilized a trusted
third party, proposed a scheme to hide the starting point and destination of users’ queries
into a series of other users’ queries to achieve the goal of protecting user trajectory privacy.

The trajectory suppression method [19,29] refers to directly releasing non-sensitive
data, and restricting or conversion certain sensitive locations or certain sensitive trajectory
segments in trajectory during trajectory data publishing. In [20], Chen et al. introduced
local suppression to trajectory data anonymity to improve the resulting data utility which
is independent of the underlying data utility metrics and suitable for different trajectory
data mining workloads. In order to reduce side effects and improve the performance of
the disinfection process, Wu et al. [30] proposed an ant colony system-based algorithm
called ACS2DT. The proposed algorithm introduces a useful heuristic function to monitor
side effects and calculate hidden information. In order to adjust the selection strategy of
deleted transactions.

In order to maintain a balance between data utilization and data privacy, Vincent et
al. [31] proposed a trajectory privacy protection method that carried out generalization of
sensitive attributes and local trajectory suppression. Different privacy protection schemes
are provided according to the demands of users in trajectory publishing. The disadvantage
of this method is that it does not consider the relationship between multiple trajectories
and the effect of time on trajectories.

In order to use the deletion behavior of things based on evolutionary computing tech-
nology to hide sensitive information, Wu et al. [32] designed a sensitive pattern of dif-
ferent lengths within the framework based on genetic algorithm, used stricter thresholds
to protect sensitive information, and used record deletion technology. Data cleaning can
effectively hide sensitive information in medical situations. Wu et al. [33] improved the
authentication protocol in the distributed cloud computing environment to ensure perfect
forward secrecy and avoid attacks by privileged insiders. This solution improves efficiency
and achieves higher security standards.

Wu et al. [34] proposed a multi-objective algorithm based on a grid method to find the
best solution as a candidate for disinfection, which can significantly reduce the side effects
of disinfection and speed up the calculation cost algorithm. Wang et al. [35] proposed a
forward privacy protection scheme for IoT medical systems, using a searchable scheme to
achieve mental protection and searchable functions, and solve the problem of using only
partial search results to verify search results in top-k search scenarios. The question of
correctness can protect the privacy of the healthcare system that supports the Internet
of Things.

Chen et al. [36] proposed a dynamic solution to prevent information leaks from out-
sourced data or search keywords when updating data. It retains forward privacy and
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backward privacy as the two security features of the solution. Experiments prove that
this is a The number one searchable encryption scheme, and will not cause data leakage.
Wang et al. [37] proposed an incentive evolutionary game model that encourages cooper-
ation between nodes. Through the self-evolution of the evolutionary game, both normal
and abnormal nodes are encouraged to participate in network collaboration. This model
can effectively improve network performance and can be extended to various networks.

As a whole, trajectory data privacy protection should comprehensively consider the
time factor in trajectory, the overall movement direction of trajectory, and the speed of
movement. Fortunately, our propose trajectory privacy protection algorithm taking the
above factors into consideration. Through security analysis and simulation experiments,
it is verified that our algorithm can not only successfully protect users’ trajectory privacy,
but also greatly improve data availability.

3. Related definitions and system model. In this section, we give the related defi-
nitions and system model.

3.1. Related definitions. In the process of generating dummy trajectories, we propose
a trajectory privacy protection algorithm based on spatial-time constraints from a global
and local perspective. To facilitate the description of the algorithm, several related defini-
tions are given in this. Among them, individual location recognition rate in trajectory and
trajectory recognition rate are widely applied as trajectory privacy protection measures
in trajectory data publishing [38].

Definition 1 (Trajectory set (7°C')) [38]: The trajectory set T'C' refers to a set that
comprises m dummy trajectories 7" and real trajectories Ty.q formed by mobile clients
during trajectory publishing, and is formalized as:

TC = {1\, Ty, -, Ty, Trea}, (1)

|TC| denotes the number of trajectories in the set.

When trajectories are indistinguishable in T'C', the divulged probability of true trajec-
1

TC|

From| a lo|cal perspective, we define individual location recognition rate in the trajectory
to measure the degree of privacy protection in local trajectory.

Definition 2 (Individual location recognition rate in trajectory (SR)) [38]:
The individual location recognition rate SR in trajectories is the average of all location
recognition rates on trajectory. It is assumed that trajectory set T'C' during trajectory
data publishing, and each trajectory has n locations. Simultaneously, attackers have
relevant background knowledge that can be employed to identify real trajectory. The set
K; is formed by location point on the real trajectory and location points on the dummy
trajectory in the trajectory set T'C' at time t;, and the probability of recognizing real

tory is

. The calculation formula of SR is:

location points at t; is

| K|

n

1 1

i=1

From a global perspective, we define trajectory recognition rate to measure the degree
that entire trajectory is protected.

Definition 3 (Trajectory recognition rate (T'R)) [38]: Trajectory recognition rate
is utilized to measure the probability that an attacker will recognize real user’s trajectory
in trajectory set. Let trajectory set T'C' contain m trajectories during trajectory data
publishing, among them, there are k trajectories with intersections, and then there are
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(m — k) trajectories without intersections. Assume that the number of trajectories com-
posed of k trajectories with intersections is Tj. The probability of attacker identifying
true trajectory T'R is:

1
Ty e— (3)
E+ (m k)

This paper exploits trajectory distortion to measure the degree of data availability, and
its definition is as follow.

Definition 4 (Trajectory distortion (7'D)) [38]: Trajectory distortion is a measure
of the availability of information after privacy protection processing of trajectory data.
The greater trajectory distortion, the less useful information remains in trajectory. As-
sume that there are K dummy trajectories in trajectory set T'C', and each trajectory has
m locations. In this paper, the trajectory distortion T'D is defined as the average distance
between location in real trajectory and numerous locations in dummy trajectory, which
is formalized as:

TR

1 = 1 : i, Tea
TD = EZ<EZKdZSt(uJ”uJ' )] (4)
j=1 i=1

where u; is the j-th location of the i-th trajectory, and ugeal is the j-th location of the
real trajectory.

3.2. System Model. In trajectory data publishing, our system structure adopts “collect,
process, and publish” criteria. Specifically, data collection server (LBS server) collects the
trajectory data of mobile users firstly, and then the original trajectory is processed by the
trajectory privacy protection server. Finally the processed trajectory data is distributes to
a third party (such as government, scientific research units, and universities). Therefore,
our system model contains three phases: 1) trajectory data collection phase; 2) trajectory
data privacy processing phase; 3) trajectory data mining and analysis phase, as shown in
Figure 2:

S et - = .
\ W Trajectory data set

‘ ‘__‘E Transfer| I'I’rajecto'ry processing : ] Publish

| : =
1 data | aans LIDG:
= e . data
) iﬁ Generate initial location

e STdC Trajectory data
2 2.TGC: .
B, utilization
Mokbiie terminai Origianl data Generated dummy

Y

trajectory

Trajectory data Trajectory data privacy Trajectory data mining
collection phase processing phase and analysis phase

FIGURE 2. System model diagram.

1. Trajectory data collection phase: This phase is mainly employed to collect trajectory
data, which formed by mobile clients continuously requesting LBS services for a
period of time.

2. Trajectory data privacy processing phase: As the core part of system structure, in
the privacy processing of trajectory data, it is indispensable to prevent attackers
from deriving the sensitive information of target user via combining trajectory and
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background knowledge they have mastered. The published trajectory data is required
to have high availability as well. Only by considering this two goals can various types
of applications based on trajectory data analysis and mining play an outstanding role.
Here, the trajectory privacy protection algorithm based on spatial-time constraints
is proposed for protection trajectory privacy. First, IDG algorithm is adopted to
generate initial location that satisfy spatial constraints, and then TGC algorithm is
applied to generate dummy trajectories that meet spatial-time constraints and mix
them with real trajectories to form a trajectory set for trajectory data publishing.

3. Trajectory data mining and analysis phase: The trajectory data contains vast space-
time-related information. The analysis and mining of trajectory data can support
a large number of mobile-related applications. For example, the government can
implement road planning based on the collected trajectory data; the travel company
(Didi etc.) can optimize the driver’s order-taking route based on the collected trajec-
tory data; the merchant can analyze the user’s behavior pattern and make business
decisions based on user’s trajectory information.

4. Algorithm design. It is essential to give consideration to the two goals of trajectory
privacy protection and trajectory data availability when releasing trajectory data. In
order to accomplish above goals, this paper proposes a trajectory privacy protection algo-
rithm based on spatial-time constraints. The algorithm is mainly divided into two parts:
1)Initial dummy locations generation algorithm based on spatial-time constraints (IDG)
is adopted to generate dummy locations corresponding to the next adjacent locations of
non-pivot. 2) Trajectory generation algorithm based on spatial-time constraints (TGC)
is employed to generate dummy trajectories. Below we will expound the specific process
of algorithms in detail.

4.1. Privacy protection algorithm for trajectory based on spatial-time con-
straints. Given the real trajectory of mobile user, in order to ensure that the generated
dummy trajectories and real trajectory have similar movement directions, the start and
end locations of dummy trajectories need to be within a reasonable range from the real
trajectory’s, that is they are in the same circular region.

When generating the next adjacent location of non-pivot, this paper propounds an
initial dummy locations generation algorithm based on spatial-time constraint as part of
STC algorithm. The specific approach is: randomly generated a location point posy near
location [; in real trajectory at time ¢; is as the center of circle, which meets 7,,;,, < dist(l;,
P050)< Tz, Where 7, and 7., are the minimum and maximum radius from location
[;. These two parameters are customized according to user requirements.

Then, using the selected initial dummy location posy and real location [; where the
straight line is rotated counterclockwise, select a dummy location pos through angle
0 = 2x/k. In addition, it is that makes distance between the generated dummy position
pos and initial location pos, meeting dist(pos’, posg) = p - T, to generate total k dummy
locations. Among them, p is a random number between 0 and 1 (0 < p < 1), and r is
the average of 7,,;, and r,... In order to ensure the rationality of generating dummy
locations, we also consider the actual road distribution. Algorithm 1 reveals the initial
dummy locations generation algorithm based on spatial-time constraints (IDG) pseudo
code.

4.2. Trajectory generation algorithm based on spatial-time constraints. In Al-
gorithm 1, dummy locations set corresponding to real trajectory at time ¢; is generated,
that is, the initialization of the next adjacent location of non-rotational pivot is completed.
After that, selecting pivot and the next neighbor location generated by the rotation of
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Algorithm 1 : Initial dummy locations generation algorithm based on spatial-time con-
straints (IDG)

Input: Real trajectory T', Tmin, Tmaz, location [; at time t;, the number of lotions m in
initialized trajectory.

Output: Dummy locations set L (The next adjacent location set of a non-rotating pivot)
at time ;.

1: Initialize the location collection L

2: for i =1 tom do

33 L+ LU{l}

4:  Generate a random location posg, as the center of circle, satisfying 7, <
dist(l;, poso) < Tmax

5 for j=1tok—1do

6: Rotate posy and [; by 27 /k angle

7 According to road distribution and formula dist(pos/,poso) = p - r, generate a

dummy location pos’
8: L <+ LU{pos'}
9: end for
10: end for
11: return L

pivot is implemented by trajectory generation algorithm based on spatial-time constraints
(TGC). At the same time, this algorithm is another part of STC algorithm.

In the process of generating the next neighbor positions of pivot, first randomly pick
a few locations as pivot. Since the location has sensitive semantics, determine whether
the selected pivot is a sensitive location (hospital, church, etc.) based on the geographic
semantic label of location. If it is a sensitive location, it needs to be reselected until the
selected pivot is a non-sensitive location.

On the one hand, we randomly choose an angle within the scope of —g <6< g to

rotate at pivot, so that the overall movement direction of dummy trajectories is similar
to the overall direction of real trajectory.

On the another hand, according to the distance of real trajectory, the time interval of
publication and the background knowledge of map, TGC determines the average speed v
of the target user on the road, and calculates the distance user moves in a time period
according to formula s = v - t. The reasonable location near s is the next location of
dummy trajectory to satisfy time accessibility. Algorithm 2 gives trajectory generation
algorithm based on spatial-time constraints (TGC) pseudo-code.

5. Simulation experiment and performance analysis. Here, we perform simulation
experiments on the proposed trajectory privacy protection algorithm based on spatial-
time constraints and elaborate performance analysis.

5.1. Experiment environment. We compare STC algorithm with random trajectory
generation method (Random) [22], trajectory rotation generation method (Rotation) [22],
and SPP [31] algorithm proposed by Bindschaedler et al.

The hardware configuration of simulation experimental environment is shown in Table
1. The experimental data comes from trajectory data set collected by Microsoft Research
Asia (MSRA) [4], which contains 17,621 trajectory data gathered from 182 users from
March 2007 to August 2012, with a total distance of more than 1.2 million kilometers.
Moreover, these trajectories are marked by a time stamped GPS point, and each location
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Algorithm 2 : Trajectory generation algorithm based on spatial-time constraints (TGC)

Input: The number of pivot m, real trajectory T
Output: Dummy trajectories set STj.

1. C=¢ // C is empty set, which will store the selected pivot

2: for i =1 tom do

3:  Randomly select a location /; among the n locations of real trajectory T’
4: if [; is a sensitive location then

5: Reselect location [;

6: else

7 C+CU ll

8 end if

9: end if -

10: The pivot rotates 6 angle (6 € [_5 5])

—_
—_

: Calculate time interval ¢ between pivot and the next adjacent location of pivot ac-
cording to real trajectory T

: Calculate moving distance s according to s =0 -t

: Randomly select a location near s along rotation direction as the next adjacent loca-
tions of pivot to meet time accessibility

: The generated next adjacent locations are randomly combined with locations L gen-
erated by Algorithm 1 to form & dummy trajectories

15: return ST},

—_ =
w N

—_
o

contains information such as latitude, longitude and altitude. The advantage of this
trajectory data is that it covers a extensive range, not only the trajectory data of user’s
home address and work place, but also the trajectory of user’s outdoor activities, such
as travel and shopping. Therefore, this trajectory data is universally utilized in multiple
research fields such as location-based privacy protection and location-based social network
services.

The detailed parameters of experimental data we applied are given in Table 2. Among
them, S represents the number of trajectories, n indicates the number of locations con-
tained in each trajectory. Here we intercept each trajectory at 20 locations, Period
manifests the time span of trajectory data, and U,,,, represents the number of users
included in the trajectory data.

5.2. Experiment Result and analysis.

5.2.1. Indwidual location recognition rate in trajectory vs. number of dummy trajectories.
Figure 3 demonstrates the relationship between individual location recognition rate in
trajectory and number of dummy trajectories. The individual location recognition rate in
trajectory can also indicate the privacy protection degree of local trajectories to a certain
extent. It can be seen from Figure 3 that the larger the number of dummy trajectories,

TABLE 1. Experimental environment hardware configuration

Operating system Windows7 64 bits
RAM 32G
Processor Intel(R) Core i7-8700k
Programming language Python
Programming environment Pycharm
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the lower individual location recognition rate in trajectories of four algorithms. Assume
that attackers possess background knowledge such as map information. Since the Random
algorithm randomly selects locations to construct dummy trajectory, and the selection of
pivot is also random, without considering background knowledge and spatial-time con-
straints. Therefore, the individual location recognition rate is the highest, and the degree
of privacy protection of user is terrible. SPP algorithm can apply the geographic and se-
mantic features of real trajectories to generate dummy trajectories, so individual location
recognition rate in trajectory is low, but the algorithm does not take into account the
temporal accessibility of adjacent locations. The STC algorithm proposed in this paper
avoids the selection of sensitive locations as pivot, and generating the next adjacent loca-
tion of pivot and other locations takes into account spatial-time constraints, so it has a
low individual location recognition rate in trajectory. In other words, STC algorithm has
higher local privacy protection capabilities.

‘q;; =¥~ Rotation
= -®- STC
§ 031 -e- SpP
‘é’ ‘\NN —&- Random
%D K\\ ‘\\
~ \\

S RO e
2 ~ee. ¥ T,
g 04 4 \\\.\ B aEMERL L] SRR
il e ik AL
— ~m__ ) S
= hat S ~e._
B 021 Sme___ S
= M- T e
"g e
=

0.0

4 é é l'U 1’2 ]'4 ]’6 I'S 20
Number of dummy trajectory

F1GURE 3. Individual location recognition rate in trajectory vs. Number
of dummy trajectory.

5.2.2. Trajectory recognition rate vs. number of dummy trajectories. Figure 4 portrays
the relationship between trajectory recognition rate and number of dummy trajectories.
As you can see from this figure, with the increase of number of dummy trajectories,
trajectory recognition rate of this four algorithms are decreasing. Because the Random
and SPP algorithms have difficulty in generating intersections between trajectories, this
two algorithms have higher trajectory recognition rate under the same number of dummy
trajectories. However, SPP algorithm is superior, because SPP excludes some dummy
trajectories generated by Random algorithm according to background knowledge.

In order to generate dummy trajectories, Rotation algorithm and STC algorithm pro-
posed in this paper both select pivot to rotate, so it can generate more dummy trajecto-
ries in dummy trajectory set, reducing the probability of real trajectories being identified.
Compared with STC algorithm, Rotation algorithm rotates the entire trajectory after

TABLE 2. Experimental data parameters

Parameters Value
S 10000
n 20

Period 2007.3 ~ 2012.8
Ui 182
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selecting pivots, and some locations in trajectory after rotation may not meet the con-
straints of road network and are easily excluded by the attackers. The pivots selected
by the STC algorithm are non-sensitive location, and the next location of rotation out-
put expects to meet spatial-time constraints, which has a more outstanding strength of
location privacy protection.

0.7
N =#= Rotation
PN —a— STC
- 'Y ©-@®- SPP
~. —& - Random

Trajectory recognition rate

4 é % 1’0 1'2 1’4 1’6 1'8 20
Number of dummy trajectory

FIGURE 4. Trajectory recognition rate vs. Number of dummy trajectory.

5.2.3. Cost time vs. number of trajectories. Figure 5 manifests the relationship between
cost time and number of trajectories. It can be seen from this figure that as the number
of trajectories increases, cost time by four algorithms also increases. Since Random al-
gorithm randomly selects locations to construct dummy trajectories, it does not consider
other constraints, so it takes the least time to protect privacy information. The SPP
algorithm prudently considers the semantic characteristics of each location and synthe-
sizes a dummy trajectory in real trajectory, of course, it takes the most time to execute
anonymous process. The STC algorithm devotes more time because it is necessary to
judge the sensitivity of pivot, but it is better than Rotation algorithm. The Rotation
algorithm randomly selects pivots and rotates to generate dummy trajectories, and deter-
mines dummy trajectories that satisfy constraint conditions, so it takes relatively more
time.

Random
SPP
STC
Rotation

Cost time(s)
§ o i &
i

o
h

o
o
I

4 6 8 10 12 14 16 18 20
Number of dummy trajectory

F1GURE 5. Cost time vs. Number of trajectory.
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5.2.4. Trajectory distortion vs. number of dummy trajectories. Figure 6 demonstrates the
relationship between trajectory distortion and number of dummy trajectories. Intuitively,
trajectory distortion is supposed to controlled within a reasonable range, not too large or
too small. Otherwise, excessive trajectory distortion affect the availability of trajectory
data, and excessively small fake trajectory distortion will gather together trajectories,
failing to achieve the purpose of trajectory privacy protection. It can be seen from the
experimental results that trajectory distortion of other three algorithms increases with
the increase of the number of dummy trajectories. This is because Random and Rota-
tion algorithms have randomness largely when constructing dummy trajectories, which
leads to excessive trajectory distortion and low availability of data. The SPP algorithm
does not consider spatial-time constraints, and will generate locations with excessive off-
set distances. Therefore, as the number of dummy trajectories increases, the degree of
information distortion will be too large. However, STC algorithm proposed in this pa-
per imposes spatial-time constraints on the rotated next adjacent locations and other
locations, so trajectory distortion is within a reasonable range.

35
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= -4~ Spp _— ——
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FIGURE 6. Trajectory distortion vs. Number of dummy trajectories.

5.2.5. Rotation angle vs. the area of anonymous region. Figs. 7 and 8 delineate the
influence of k£ value and rotation angle 6 on the anonymous region area of trajectory in
our STC algorithm. In order to maintain the overall consistency of trajectory moving
direction, trajectory rotation angle is specified at —5 < 6 < 7. Figure 7 describes the
effect on the anonymous area of trajectory when rotation angle is —5 < 6 < 0. It can be
seen that as rotation degree decreases, the area of the anonymous region decreases.

Figure 8 depicts the effect on the anonymous area of trajectory when rotation angle is
0 <0 < 3. Obviously, the area of anonymous region enlarges with the increase of rotation
angle. In addition, at the same rotation angle, the larger k value, the larger anonymous
region. The area of the trajectory anonymous region ought to be within a rational range.
If the area of trajectory anonymous region is too small, it is ordinary to expose the true
trajectory of target user. If the area of trajectory anonymous region is too large, system
overhead is increase to a great extent. As can be seen in figure, in order to achieve a
balance between trajectory privacy and system overhead, the absolute value of rotation
angle is most logical between 40 and 50.

6. Conclusions. With the development of wireless communication equipment and sen-
sor technology, users are producing a large amount of trajectory data. The sharing of
these data can help to conduct user behavior analysis, route planning and road condition
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FIGURE 8. Rotation angle (0 < ¢ < 7) vs. The area of anonymous region.

analysis, and better provide users with rich services. However, a deliberate attacker can
also mine the user’s sensitive information from the published data and make a link attack,
causing the user’s property. Therefore, protecting published trajectory data can prevent
the disclosure of privacy.

This paper focuses on privacy protection in trajectory data publishing, and proposes a
trajectory privacy protection algorithm based on spatial-time constraints. The algorithm
improves traditional rotation generation method in dummy trajectories generation, and
makes spatial-time constraints on the overall movement direction of dummy trajectories,
the selection of pivot, generating the next adjacent locations of pivot, and the generation
of other locations. Finally, simulation experiments verify that our algorithm can achieve
a balance between data availability and location privacy protection.

In future researches, we will further analyze user trajectories exploring for more other
factors, such as unvarying locations and quasi-identifiers factor. These factors are em-
ployed to protect users’ trajectory privacy and provide users with more convenient, fast
and secure services. In addition, how to evaluate the usage of trajectory data by LBS
providers can also be studied accordingly.
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