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Abstract. As location-based services facilitate our lives, they also raise many privacy
leakage problems, such as users providing false location information or leaking other
people’s location information. Therefore, how to avoid these problems is still a current
research problem. To reduce the participation of self-interested users in anonymous zone
construction, this paper proposes a location privacy protection method based on the en-
tropy method and credit system (EMCS) and blockchain technology. First, combined
with the entropy method, the EMCS model can be constructed to calculate the Reputation
Value of requesting users by obtaining the Credit Rating of users from different credit
agencies. Second, collaborative users can quickly determine whether to participate in the
construction of an anonymous area according to the Reputation Value of the requested
user. Finally, blockchain technology is used to store and verify the information, such
as the Reputation Value and reallocation of users. Once a user has acts of bad faith, a
penalty bill will be generated for him. As a requester, he won’t successfully construct an
anonymous area. Experimental results show that this method can ensure the generation
efficiency of anonymous area without increasing communication overhead and calculation
delay, and provides better protection for the user’s location privacy.
Keywords: location-based services, location privacy protection, credit investigation,
entropy method, blockchain

1. Introduction. With the continuous progress and development of 5G mobile networks
and mobile positioning technology, location-based services (LBS) [1, 2] have been widely
used in all areas of our lives, such as location-based navigation query, location-based travel
information query, location-based life service query, etc. Meanwhile, with the help of
Location-Based Service Provider (LSP), value-added additional services, including points
of interest query, are also provided to users. The Swedish company Berg Insight released
a forecast report, and the report predicted that beginning from 2014, the global LBS
market would grow from 10.3 billion euros to 34.8 billion euros in 2020 at a compound
annual growth rate (CAGR) of 22.5%. LBS applications will play a more important role
in our daily lives [3]. However, there are a lot of privacy leakage problems while users
enjoy the convenience provided by LBS [4,5]. According to the survey, personal informa-
tion (including phone numbers) of more than 267 million Facebook users was exposed to
unprotected servers in 2019 [6]. Therefore, how to more effectively protect users’ privacy
and data security is gradually becoming a research hotspot.
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The existing location privacy protection technology can be roughly divided into two
structures: centralized structure and distributed structure. The centralized structure
needs to add a trusted anonymous server between the LSP and the user. The role of the
anonymous server is to save the user’s private data and help request users to build an
anonymous area. However, an anonymous server can easily become a performance bot-
tleneck. Once an attacker successfully breaks the server, all location information of users
will be exposed to the attacker, and it is difficult to find a completely trusted anonymous
server in practical applications. In order to solve the problems of the centralized structure,
experts and scholars have proposed a distributed structure of location privacy protection
system. In the distributed structure, mobile users can communicate directly, and pro-
tect location privacy by using encryption technology and user collaboration technology
on the mobile terminal. However, the existing distributed privacy protection technology
has some shortcomings. And they can be improved greatly in how to judge the credibility
of the requesting user, how to ensure that location information is not leaked, and how to
balance query quality and query efficiency.

Based on the distributed privacy protection scheme, Credit Rating and Reputation
Value are introduced to solute the difficulty problem of collaborative users quickly deter-
mining whether the requesting user is trustworthy. So that location leakage and location
deception can be effectively prevented. Credit Rating is an numerical value used to judge
the credit status of users. The numerical value is comprehensively derived from official
credit institutions such as Ali Credit, JD IOU, and banks, based on user credit status and
credit reports. However, considering that the credit reporting system of different credit
agencies is different, it is difficult to make a horizontal comparison by directly using the
credit score. Therefore, in order to quickly judge the creditworthiness of users, this paper
proposes the concept of Reputation Value. The credibility value is based on the user’s
real-time credibility value, using the entropy method to process the credibility value, and
transform it into a value that is uniform and can be horizontally compared. Using this
value, the user’s credibility can be accurately and quickly judged.

In summary, this paper uses the EMCS model to digitally measure the integrity of users.
The user’s Credit Rating obtain through the personal credit reporting system, and the
requesting user’s Reputation Value can be calculated by using the entropy method. The
cooperative user can judge the integrity of the requesting user based on the Reputation
Value, and further decides whether to participate in the construction of the anonymous
zone. Users will use blockchain technology to save location information. Once one user
is verified to have location leakage or location fraud, this user will be punished according
to the data in the blockchain. The main contributions of this paper are as follows:

1. According to the requesting user’s Credit Rating, the entropy method is used to
comprehensively calculate the requesting user’s Reputation Value. The collabora-
tive user can quickly judge whether the requesting user is credible according to the
Reputation Value, and this will reduce the computational burden of the collaborative
user and improve the efficiency of anonymous area construction.

2. Blockchain technology can be used to save the user’s real location in the public chain.
And it can ensure that user information is not tampered during the construction
of the anonymous area. Thus, it will enhance the security of the anonymity set.
Once users are discovered to have location leakage and location fraud, they won’t
successfully construct an anonymous area as requesters. The result will improve the
enthusiasm of users.
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3. Experiments prove that communication overhead and calculation overhead between
the requesting user and collaborative users are less in this method while the request-
ing user sends an anonymous area construction application. And the comprehensive
response time of collaborative users is less. Anonymous regions can also be generated
quickly.

2. Related Work. At present, as more and more users use location-based services and
related value-added services. Therefore, scholars have paid much attention to how to
protect the privacy of users. In this section, we mainly describe the related research of
distributed structure and blockchain technology in protecting user privacy and security.

2.1. Location privacy protection scheme under distributed structure. The ear-
liest distributed K anonymity technology was proposed by Chow [7] and others. It uses
point-to-point communication to generate anonymity sets, avoiding third-party servers’
problems but increasing network transmission delays.To solve the problem of time delay,
Yiu et al. [8] proposed the SpaceTwist scheme, which randomly selects points of interest
near the user’s real location as anchor points and uses it to replace the user’s real location
to send a query to the LBS. Although this solution can protect the user’s location privacy,
it cannot satisfy K-anonymity. Zhang et al. [9] proposed a SCPPS scheme based on the
concepts of information partition and user motivation. In this scheme, it is difficult for
the cooperative user to obtain any information of the requesting user, and if other users
do not collude with the user, the collusion will be difficult to form a query. At the same
time, the scheme also proposes an incentive mechanism. Only the cooperative users who
submit partition information first and get corresponding feedback can get incentive, which
not only ensures the activity of anonymous users, but also has a good protection effect on
the information of requesting users. Jin et al. [10] proposed a user centric location privacy
transaction framework ULPT, and designed a heuristic algorithm with limited optimal
gap, which reduced the budget on the basis of protecting the security of user location
privacy.

It was aiming at the problem of K anonymous location privacy protection. Researchers
from various countries have also proposed combining different methods to protect users’
location privacy. Niu et al. [11] combined with background knowledge and selected points
similar to the user’s background information to generate an anonymous area. Zhang et
al. [12] put forward an algorithm to resist association attacks, allowing users to select
nodes that meet the threshold to generate anonymous regions. He et al. [13] used spatial
diversity to divide users to achieve the construction of anonymous areas. Schlegel et
al. [14] divided the user’s query area into grids of equal size. The user sent the query
information and grid information to the LBS. The LBS compared the interest points in
the grid with the interest points of the requesting user. The matching results are returned
to the requesting user. The user communication cost of this solution only depends on the
number of relevant points of interest near the user, and at the same time, algorithms such
as k-proximity query are used to ensure the efficiency of continuous query and the privacy
of users.

Besides, some privacy protection technologies are based on encryption and incentive
mechanisms. Yi et al. [15] used homomorphic encryption to protect the requesting user’s
content and reallocation information. However, encryption technology requires the mobile
terminal to have relatively powerful computing capabilities, and ordinary mobile devices
cannot meet this requirement. Simultaneously, the use of encryption technology cannot
effectively balance the privacy protection of users and the quality of location services.
Yang et al. [16] considered user’s self-interest and introduced an incentive mechanism.
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This scheme proposes that cooperative users will get some benefits by providing help to
requesting users, thereby encouraging users to participate in anonymous areas actively. Li
et al. [17] proposed a K anonymity protection scheme based on a reputation mechanism.
This scheme determines a Reputation Value for the requesting user. Only users who
meet this value can successfully construct an anonymous area, and users who participate
multiple times will increase their Reputation Value. Nevertheless, this solution needs to
upload user information to a semi-trusted cloud server. Although the cloud server can
reduce the problem of performance bottlenecks, once an attacker breaches it, all user’s
private information will be exposed.

2.2. Location privacy protection scheme combined with blockchain technology.
As blockchain technology has many beneficial properties, researchers have proposed some
new location privacy protection schemes based on blockchain characteristics. Amoretti
et al. [18] proposed a location verification scheme based on blockchain technology to help
LBS verify the user’s real geographic location information. However, in location-based
services and the authenticity of the user’s location information, the trust issue between
the user and the LSP is also an essential factor affecting location privacy and security. For
this reason, Fan et al. [19] used the decentralization and non-tampering of blockchain tech-
nology to ensure access control and privacy of LSPs, to realize mutual trust between users
and LSPs in 5G mobile networks. Jia et al. [20] proposed using blockchain technology’s
immutability in the intelligent crowd perception network. Encourage users to actively
participate in the anonymous area’s construction so that the anonymous area meets K
anonymity needs to ensure user’s privacy. Qiu et al. [21] constructed multiple private
blockchains to establish communication between mobile users and LBS servers. In user
transactions, smart contracts are used to ensure transactions’ fairness. Luo et al. [22] de-
signed a trust management method based on Dirichlet distribution in the vehicle-mounted
ad hoc network VANET. Using blockchain technology, the credibility of the vehicle is
recorded on the public chain in time so that any vehicle can access the historical trust
information of the transaction object when necessary. The centralized crowd perception
system is vulnerable to attack, intrusion, and manipulation to solve the problem. Yang
et al. [23] introduce a private blockchain to distribute user transaction records and use
the immutability and decentralization of blockchain technology to hide and protect users’
accurate identity information.

Most of the above distributed anonymous construction schemes only consider avoiding
LSPs from leaking user location information. It did not analyze in detail the situation
where real location information was leaked and users provided false locations. To make
up for the shortcomings of the above schemes, this article combines blockchain technol-
ogy with a distributed structure. They utilized blockchain technology’s immutability
and decentralization to protect users’ location information from tampering and leakage.
However, although the existing blockchain technology guarantees the security of location
privacy, it cannot avoid location fraud. It has not proposed a better solution for how
collaborative users judge whether the requesting user is trustworthy. In summary, this
article combines the requesting user’s credit rating with the entropy method, and pro-
poses the EMCS model to calculate the requesting user’s Reputation Value. Then, using
the blockchain and distributed anonymous area constructor, without increasing the cal-
culation delay and communication overhead, location leakage and location spoofing can
be avoided with significant probability, and the user’s location privacy can be effectively
protected.

3. Related Knowledge.
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3.1. System structure. This paper uses a distributed structure, consisting of three
parts: requesting user R, cooperating user S, and LSP. When R initiates a query request,
it sends a broadcast request for assistance to surrounding users. After S receives the
request, it decides whether to participate in the construction of the anonymous area
according to the Reputation Value of R. When R receives the real location provided by
S, it mixes the location of the requesting user with the real locations of K−1 cooperating
users to construct an anonymous set, and sends the anonymous set to LBS for query. The
system structure is shown in Figure 1:

Figure 1. System structure

3.2. Blockchain. In 2008, Satoshi Nakamoto proposed the concept of Bitcoin [24], and
blockchain, as the underlying core of cryptocurrencies such as Bitcoin, has become a
research hotspot in various industries [25]. Blockchain is a data structure based on
cryptography technology to organize and maintain large amounts of data in a decen-
tralized or multi-centralized manner. In other words, the blockchain is a decentralized or
multi-centralized, public distributed ledger. The nodes participating in the system may
not belong to the same organization and do not trust each other. Blockchain data is
jointly maintained by all nodes, and each node participating in the maintenance can get
a copy of the complete record. The key technologies of blockchain are consensus proto-
col, cryptography and economic game. The main function of the consensus protocol is
distributed consistency, resistance to multiple payments, and independence from trusted
institutions [26]. The main role of cryptography is to ensure that data cannot be tampered
with, undeniable, and privacy protection. The role of economic games is to provide incen-
tives or punishment mechanisms and economic growth logic. The core characteristics of
the blockchain have the following three aspects: 1. Decentralization [27] 2. Immutability
of data [28] 3. Smart contracts [29].

This article makes full use of the key technologies of the blockchain, and uses the
decentralization of the core characteristics of the blockchain and the immutability of data
to ensure the security of user location information. The basic structure of the blockchain
is shown in Figure 2:
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Figure 2. The basic structure of the blockchain

3.3. Symbols and definitions. This article defines the requesting user set is R =
{Ri | i = 1, 2, . . . , n} , where Ri represents the requesting user. the collaborative user
set is S = {Sj | j = 1, 2, . . . ,m} , Sj represents the collaborative user. The process of
requesting the user to obtain the location information of the collaborative user is called
a transaction. After the transaction is completed, the record generated in the blockchain
is called the transaction bill. More symbol definitions are shown in Table 1:

4. Location Privacy Protection Method Based on EMCS Model and Blockchain.
In order to study whether the requesting user is credible, this paper introduces the user’s
credit rating ci of different credit agencies as initial parameters. Regarding how collabo-
rative users can quickly determine whether the requesting user is credible, the Reputation
Value cvi is introduced to help collaborative users make judgments. The credit rating ci
of the requesting user R is converted into the Reputation Value cvi through the EMCS
model. cvi serves as the proof of R’s own reputation in the process of issuing and query-
ing. Then R sends a query request and to the collaborative user S.After receiving the
query request, S judges whether to participate in the construction of the anonymous area
through cvi.S willing to participate will send his real location to R, and R will verify it in
the blockchain after receiving the message. After verification, mix its own location with
the locations of K−1 collaborative users, and at the same time, constructs an anonymous
area. After the anonymous zone is constructed, it sends a query request to the LBS. The
specific method flow of this article is shown in Figure 3:

4.1. Use EMCS model to generate Reputation Value. Based on the credit infor-
mation system and entropy method, this paper proposes an EMCS model to calculate the
Reputation Value of the requesting user R.

Step1. Request the user to send a credit inquiry request to the credit agency
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Table 1. Notations

Notation Description
R Request user
S Collaborative users
ci Request user’s credit rating
c′i User credit rating after normalization

cvi
The Reputation Value of the requesting

user

P
A collection of users participating in the

competition for bookkeeping rights

P ′
A collection of users who have obtained the

right to bookkeeping

(PKR, SKR)
The public key and private key of the user

in the credit value acquisition

PK−ID,SK−ID
The public and private keys of the user

during the blockchain transaction
K User-defined privacy protection requirements

µ
The number of successful anonymous

zones as a collaborative user

λ
Threshold for collaborative users to judge

Reputation Value

The credit rating of requesting users under different credit institutions is different. This
article sends a query request to major financial credit institutions to query the credit rating
of the requesting user. The query request Qre is as follows:

Qre = {ROname ,NID i, TQ, SKR} (1)

Among them, ROname represents the credit rating agency from which the credit rating
comes. Credit agencies include bank credit, Alibaba credit, Tencent credit, etc. NID i

refers to the user’s identity, used to determine the user’s identity information. The mean-
ing of TQ is the timestamp when the credit inquiry is issued. SKR indicates the private
key, which signs the user’s identity information, timestamp and credit value to prevent
user information from being tampered with.

Step2. Get the credit rating of the requesting user
After receiving the query request from the requesting user, the reputation agency en-

crypts the credit rating and sends it to the requesting user. After the requesting user
receives the return information, it verifies the credit rating with the public key. The
return request Greis as follows:

Gre = {NID i, ci, TG,PKR} (2)

Among them, the meaning of NID i is the user’s identity, which is used to verify the
user’s identity information. ci = {c1, c2, . . . , cn} represents the credit rating of different
credit agencies of the requesting user. TG means the timestamp when the credit agency
sends a return request to the requesting user. PKR represents the public key, request The
user uses the public key to verify the return request.

Step3. normalize the credit rating of the requesting user.
For the credit rating of positive correlation:

c′i =
ci −min (c1, c2, . . . , cn)

max (c1, c2, . . . , cn)−min (c1, c2, . . . , cn)
(3)
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Figure 3. Method flow

For the credit rating that is negatively related to features:

c′i =
max (c1, c2, . . . , cn)− ci

max (c1, c2, . . . , cn)−min (c1, c2, . . . , cn)
(4)

The meaning of c′i is to request the user’s credit rating of the −ith credit agency after
normalization, and the value range of i is 1, 2, . . . , n. The meaning of max is to select the
largest credit rating in the user’s credit rating set. Similarly, the meaning of min is to select
the smallest credit rating. Its purpose is to normalize the credit information of different
attributes, so that these credit information can be converted into similar attributes, which
can be calculated by entropy method and converted into reputation value.
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Step4. Calculate the proportion of requesting users under the −ith credit agency in
the credit investigation:

Pi =
c′i∑n
i=1 c

′
i

, i = 1, 2, . . . , n (5)

Step5. Calculate the entropy of the −ith credit agency:

ei = −k ∗
n∑
i=1

Pi ∗ ln (Pi) (6)

The constant k is related to the number of samples n, k > 0 and k = 1
ln(n)

, ei ≥ 0

Step6. Calculate the difference coefficient of the −ith credit agency credit:

codi = 1− ei (7)

For the credit of the −ith credit agency, the greater the difference in credit value ci,
the greater the effect on program evaluation, and the smaller the entropy value. That is,
the larger codi is, the more important the feature is.

Step7. Calculate the credit weight of each credit agency:

Wi =
codi∑n
i=1 codi

, i = 1, 2, . . . , n (8)

Step8. Calculate the Reputation Value cvi of the requesting user:

cvi =
n∑
i=1

Wi ∗ c′i, i = 1, 2, . . . , n (9)

The specific implementation is shown in Algorithm 1:

Algorithm 1 Calculate the Reputation Value of the requesting user

Input: Request user’s Credit Rating ci
Output: The Reputation Value of the requesting user cvi

1: Obtain the credit rating of the user’s various institutions ci
2: If the user credit ci value is positively correlated
3: c′i = ci.apply(lambda ci : ((ci −min)/(max−min)))
4: else
5: c′i = ci.apply(lambda ci : ((max−ci)/(max−min)))
6: end if
7: rows = {ci.index.size}
8: cols = {ci.columns.size}
9: k = 1.0/math.log(rows) // Calculate the constant k

10: Pi = [[None]∗cols for i in range(rows)]
11: Pi = array(Pi) // Calculate specific gravity
12: for i in range(0, rows)
13: if ci = 0
14: ei = 0
15: else
16: ei = math.log(Pi) ∗ sum(Pi) ∗ (−k)
17: end if //Calculate entropy
18: for i in range(0, cols)
19: Wi = codi/sum(codi)
20: cvi = sum(Wi)

∗c′i
21: print cvi
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4.2. Privacy protection process combined with blockchain. In order to avoid
self-interested behavior of requesting user R and cooperating user S. This article uses
blockchain technology in the construction of distributed anonymous zones. Prevent R
from leaking S’s location and S providing the false location to deceive R. In order to
improve user enthusiasm, a competition incentive mechanism for bookkeeping rights is
proposed. Encourage all users in the network to actively participate in the maintenance
and construction of the blockchain.

4.3. Competitive incentive mechanism for bookkeeping rights. This paper pro-
poses a competition incentive mechanism for bookkeeping rights C = (N,E) to encourage
users to participate in the construction of the blockchain. The set of users participating
in this bookkeeping right competition incentive mechanism is P = {Pi|i = 1, 2, . . . , n}.
The main function of the bookkeeping right competition incentive mechanism is to select
a user to update the blockchain. The right to bookkeeping is determined based on the
Reputation Value of P and the number of successful anonymous areas as a collaborative
user. The user with the most successful constructions and whose Reputation Value is
greater than the participant’s average reputation cv can obtain the right to bookkeeping.
The specific meaning of N and E are as follows:

N = (µ̃, c̃v) (10)

N means that when a new block is generated. The set of the number of times µ̃ =
{µ̃i | i = 1, 2, . . . , n} of the anonymous area successfully constructed by the user P partic-
ipating in the competition and its Reputation Value c̃v = {c̃vi|i = 1, 2, . . . , n}.

E = argmax| sinx|+ 1 (11)

E represents the income of user P ′ who has the right to bookkeeping when generating a
new block. This article considers that users who have a high Reputation Value and have
successfully constructed the most anonymous areas may have always been in control of
the update authority of the block, which makes the blockchain present a certain security
risk. In order to solve the problem of the distribution of accounting rights, this paper
introduces the argmax| sinx| function so that accounting rights can be distributed to
more users, reducing the risk of location privacy information leakage.

In addition, to encourage more users to participate in the maintenance and update of
the blockchain, this article regards the users who have obtained the new block’s accounting
rights and have no bad records as successfully constructing an anonymous area. For any
user in the network, the more times that the requesting user R successfully constructs
an anonymous area, then when he is the requester of the location privacy query service,
the more collaborative users S willing to send real location information, the higher the
efficiency of constructing the anonymous area and the greater the benefit.

In this article’s solution, the user will generate a transaction bill in real-time during
the transaction.The bill’s record contains the identity of R and S, the timestamp of
the transaction, and the reallocation provided by S. The bill is then stored in the public
chain. When S provides false location information, or R leaks the real location information
provided by S, the transaction bill in the public chain can be used as evidence to punish
the user in question. When the user in question sends a query request to the location
server, the user will not obtain the collaborative user’s location information and cannot
construct an anonymous zone.

4.4. The construction process of anonymous zone combined with blockchain.
Step1. requests user R to send an anonymous area construction request to collaboration



594 H. Wang, W. Zhen, K. Liu, Z.H. Shen, P.Q. Liu, Y.P. Wang and C.H. Zhu

user S.

Req = { CIDR, TR−i, µ, cvi,TIDR, signSK−IDR
(TR−i, cvi) } (12)

Among them, CIDR represents the unique identity identifier of R, which is used to
replace the real identity information of the requesting user. TR−i represents the timestamp
when R sends a query request to S. µ represents the number of times that R successfully
constructed an anonymous area as a collaborative user. cvi represents the Reputation
Value of R. TIDR represents the transaction ID of R in the blockchain, which is used as a
proof of transaction and to ensure the timeliness of the transaction. signSK−IDR

(TR−i, cvi)
means that in the blockchain, R uses the private key SK − IDR to sign the timestamp
and Reputation Value.

Step2. After receiving the anonymous area construction request Req from the request-
ing user R, the collaborative user S uses R’s public key SK − IDR in the blockchain to
verify the transaction bill, and verify whether CIDR, µ, and TIDR provided by R are
consistent with the data stored in the blockchain.

When the information provided by R is consistent with the information of the transac-
tion bill in the blockchain, S will judge cvi according to the reputation threshold λ, where
λ is the reputation threshold based on fuzzy logic.

1. If cvi < λ, then S does not respond to R’s anonymous area construction request.
2. If cvi ≥ λ, then S encrypts its own location information and sends the encrypted

information to R.

Res = {CIDS, Ts−i,EncPK−IDR
(Ts−i,Loci) signSK−IDS

(EncPK−IDR
(Ts−i, Loci))

}
(13)

Among them, CIDs represents the unique identifier of S, which is used to replace the
real identity information of the collaborative user. Ts−i represents the timestamp when
S sends the real position to R. EncPK−IDR

(Ts−i,Loci) means that in the blockchain, S
uses R’s public key PK − IDR to encrypt the timestamp and real location information to
obtain the ciphertext. signSK−IDR

(EncPK−IDR
(Ts−i,Loci)) means that S uses the private

key SK − IDS to sign the sent ciphertext.
When the information provided by R is inconsistent with the information of the trans-

action bill in the blockchain, S does not respond to R’s request for constructing an
anonymous area, generates and broadcasts a penalty bill.

Pen = { Tp−i,Penalize, signSK−IDs
, (Tp−i,Penalize), CIDR, TR−i, µ, signSK−IDR

(TR−i, cvi)
}

(14)
Among them, Tp−i is the time stamp for generating the penalty bill. Penalize is the

identifier of the penalty bill. signSK−IDR
(Tp−i,Penalize) means that S uses its private key

SK − IDS to sign the time stamp and the penalty bill identifier.
Step3. After requesting user R receives the transaction bill sent by collaboration user

S. Use the public key PK − IDs in the blockchain to verify the real location information
sent by S.

When the verification is successful, R uses its private key SK−IDR to decrypt EncPK−IDR

(Ts−i,Loci) to obtain S’s real location information. After that, S uses its own public key
PK − IDs to encrypt the timestamp and real location information to generate cipher-
text EncPK−IDS

(Ts−i,Loci). R uses its private key SK − IDR to sign the ciphertext
EncPK−IDS

(Ts−i,Loci). Then record the ciphertext and signature in the transaction bill
and broadcast it.
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When the verification fails, R does not use the real location of S to construct an
anonymous area, and broadcasts the penalty bill.

Pen =
{Tp−i,Penalize, signSK−IDS

(Tp−i,Penalize),
EncPK−IDR

(Ts−i,Loci), signSK−IDS
(EncPK−IDR

(Ts−i, Loci))}
(15)

Step4. After receiving the transaction bill sent by the broadcast, the user on the network
verifies its authenticity, and stores the real bill in the blockchain. The block is updated
by the decentralized accounting algorithm.

Step5. When R receives the real location information of S, it mixes its real location
with K − 1 S locations to construct an anonymous area, and then sends the anonymous
area to the LSP for query. After the query is over, the LSP returns the query result to
R, and R filters the query result according to its real location. When using the method
in this article to query, if R performs multiple queries at the same location, R does
not need to send a query request to S, and only needs to obtain the true location of
S at the time of historical query based on the transaction bill stored in the blockchain;
When R continuously performs LBS queries, it can quickly obtain the information of
the collaborative users who participated in the construction of the anonymous zone last
time based on the transaction bills stored in the blockchain, and can directly send query
requests to these users. Under the method in this article, the user’s location spoofing
and location leakage behaviors are avoided. On the basis of protecting the user’s location
privacy and security, an anonymous area can be quickly constructed to improve the quality
and efficiency of the query.

5. Security Analysis. This article uses a distributed architecture, which is mainly com-
posed of three parts: requesting users, cooperating users and LBS server. Introduce
blockchain technology in the interaction between R and S. Using the decentralization and
immutability of blockchain technology, based on ensuring the efficiency of the generation
of anonymous areas, the user’s real location information is protected being leaked. Si-
multaneously, when users upload their information to the blockchain, they cannot make
changes. Once the user is found to provide false location information, a penalty bill will be
generated. The situation where users provide false location information is much avoided.

In order to solve the problems of location deception and whether the requesting user is
honest, this paper introduces the concept of credit rating. Use the existing credit reporting
system of large-scale official credit agencies, such as Tencent, Alipay, JD IOU, and banks,
to obtain the credit status and real-time credit rating of users of these institutions. Then,
use the entropy method to calculate the user’s real-time credit rating and convert it into
a Reputation Value. Collaborating users can quickly judge whether the requesting user
is credible through the Reputation Value, and can also participate in the construction of
anonymous areas safely and efficiently, which greatly reduces the probability of the real
location of the collaborative user being leaked.

This article also comprehensively considers user enthusiasm and other issues, and pro-
poses a special incentive mechanism to encourage users to actively participate in the con-
struction and maintenance of anonymous areas. Their Reputation Value will be increased
for actively participating users when they apply to construct an anonymous zone. In the
continuous query, it can be guaranteed that the user’s anonymous area always contains
the real location information of K-1 collaborative users. In summary, this article com-
bines the relatively novel location privacy protection methods in recent years to optimize
and improve the existing distributed anonymous construction methods. The algorithm
security, information authenticity and communication efficiency have been improved. It
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helps to learn and master the new algorithm, and then propose a safer and more efficient
location privacy protection method.

5.1. Time complexity analysis. This article uses entropy method and Credit Rating to
calculate the user’s reputation. During the execution of this algorithm, the user’s Credit
Rating needs to be standardized, and different calculation methods are adopted for the
Credit Rating of different attributes. The Credit Rating and difference coefficient can
be directly calculated according to the algorithm. However, in the process of calculating
entropy and weight, it is necessary to carry out cyclic processing.

In summary, the time complexity of the algorithm in this article is O(n). On the basis
of ensuring the efficiency of the algorithm, the Credit Rating of the user’s different credit
institutions has been optimized.

5.2. Privacy security analysis. This article assumes that all requesting users R are
rational users, and the benefit of successfully constructing an anonymous area is greater
than the benefit of leaking the location information of the collaborative user S. The
return under the R corresponding strategy from high to low is:
U++
R : R completes the construction of the anonymous area and also leaks the location

information of S.
U+
R : R completed the construction of the anonymous zone, but did not disclose the

location information of S.
U−R : R has not completed the construction of the anonymous area, but leaked the

location information of S.
U−−R : R has not completed the construction of the anonymous area, and has not leaked

the location information of S.
Similarly, for a rational S, the returns from high to low for different strategies are as

follows:
U++
S : S participates in the construction of the anonymous zone with a fake location,

and is not recognized by R.
U+
S : S participates in the construction of the anonymous zone with its real location,

and its location information has not been leaked.
U−S : S participated in the construction of the anonymous zone with a fake location,

but was identified by R and broadcasted a penalty bill.
U−−S : S participated in the construction of the anonymous zone with its real location,

but it was leaked by R.

Theorem 5.1. Suppose that when the requesting user R sends an anonymous area con-
struction request, at least K−1 cooperative users S provide their real location information.
If and only if the following conditions are met:

UR = U+
R

US = U+
S

LA =
1

K

(16)

When satisfied, the method in this article is safe and effective. Where URis the income
of R, USis the income of S, and LA represents the probability that the LSP correctly
recognizes the true position of R.

Proof: When using the method in this paper, UR = U+
R means that R has not disclosed

the income of S’s real location information after successfully constructing an anonymous
area, and maximizes the income of R on the premise of protecting the real location
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of S. US = U+
S means that S provides real location information to participate in the

construction of the anonymous area to ensure the authenticity of the location information
inside the anonymous area.When the above two conditions are met, the meaning of LA =
1
K

is to request the user R to replace the K anonymous area to initiate a query to the
LSP, and the probability that the LSP can correctly analyze the location information of
R is 1

K
.Therefore, from the perspective of the authenticity and security of the anonymous

area, the method in this paper is safe and efficient.

5.3. Security analysis of Reputation Value.

Theorem 5.2. Suppose that the probability that S finds that R leaks its true location
information is δ, and the probability that R finds that S provides false location informa-
tion is η. When there are K − 1 S provides location information to participate in the
construction of the anonymous area. This article defines the number of penalty rounds as
Pr, which means that every time a user receives a broadcast penalty bill pen, it is recorded
as one round. If Prsatisfies:

Pr ≥ max

{
U++
R − U+

R

δ(U+
R − U

−−
R )

,
(1− η)(U++

S − U+
S )

η(U+
R − U

−−
R )

}
(17)

This method can prevent R from leaking the location information of S, and at the same
time ensure that S provides real location information when participating in the anonymous
area construction process.

Proof: Suppose that R chooses the strategy of leaking the position information of S
after constructing the anonymous region for the nth time, then its profit in this construc-
tion game is U++

R .When S discovers that R has leaked its location information at time
t, the verification process of its blockchain will not be passed, and a penalty bill will be
generated and broadcasted to reduce R’s cvi. At this time, R’s revenue will be regarded
as incomplete An anonymous area is constructed, and the location information of S is
leaked, and the income is U−−R . After that, R will not be able to successfully construct an
anonymous area, and no S is willing to provide its own location information to participate
in the construction of the anonymous area. Therefore, from the perspective of revenue,
R’s revenue at this time is U−−R . In summary, R’s total income obtained in the i+1 round
of anonymous region construction MR1:

MR1 = δ[U++
R + i× U−−R ] + (1− δ)[U++

R + i× U+
R ] (18)

In the same way, in the process of constructing the game for the nth time, if R does not
disclose the location information of S after constructing the anonymous area, its profit will
be U+

R . After that, the two parties will carry out a virtuous circle. From the perspective
of comprehensive income, R’s income is U+

R . In summary, R’s total income obtained in
the i+ 1 round of anonymous region construction MR2:

MR2 = (i+ 1)U+
R (19)

From the perspective of game theory, when MR1 ≤ MR2, R will choose to leak S’s
location information, so let’s get MR1 ≤MR2:

Pr ≥ U++
R − U+

R

δ(U+
R − U

−−
R )

(20)

In summary, when Pr ≥ U++
R −U+

R

δ(U+
R−U

−−
R )

, R can establish an anonymous area in good faith.

For S, when participating in the construction of the anonymous area for the nth time,
choosing to provide a fake location and not being identified by R, then S’s revenue is
U++
S , and the user’s profit when making a build request as the requesting user afterwards
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is U+
S . If S provides a false position but is identified by R, its return during the game

will be reduced to U−S . At the same time, the dishonest behavior of the user will be
broadcast to other users in the network. If S wants to restore its own Reputation Value,
it needs to make multiple requests as the requesting user. At this time, S’s revenue is
U−S . In summary, the total revenue S obtained in the i + 1 round of anonymous region
construction MS1:

MS1 = η[U−S + i× U−−R ] + (1− η)[U++
S + i× U+

R ] (21)

In the same way, in the game process of the nth anonymous region construction, if S
provides real location information and is not leaked by R, then its profit during the nth
construction of the game is U+

S . After that, the two parties will carry out a virtuous
circle. From the perspective of comprehensive income, S’s income is U+

R . To sum up, the
total income obtained by S in the i+ 1 round of anonymous area construction MS2:

MS2 = U+
S + i× U+

R (22)

From the perspective of game theory, when MS1 ≤MS2, users who meet the reputation
threshold will send their real location to participate in the construction of an anonymous
area. So that MS1 ≤MS2 can be obtained:

Pr ≥ (1− η)(U++
S − U+

S )

η(U+
R − U

−−
R )

− U+
S − U

−
S

U+
R − U

−−
R

(23)

We take Pr ≥ (1−η)(U++
S −U+

S )

η(U+
R−U

−−
R )

, which obviously satisfies the above formula. Therefore,

when Pr ≥ (1−η)(U++
S −U+

S )

η(U+
R−U

−−
R )

, S can honestly participate in the construction of the anonymous
area.

So when Pr ≥ max
{

U++
R −U+

R

δ(U+
R−U

−−
R )

,
(1−η)(U++

S −U+
S )

η(U+
R−U

−−
R )

}
, the method in this paper can effec-

tively avoid dishonest behavior of R and S, and ensure the authenticity and availability
of the anonymous area.

6. Experiment and Analysis. This experiment was carried out on Intel(R)Core(TM)
i7-9750H processor, Windows10 64-bit operating system with 16G memory. In order to
verify the security and feasibility of the scheme, the experiment uses Ethereum 1.8.1 ver-
sion to build a blockchain platform in the Ubuntu system and write smart contracts. The
Ubuntu system version used is 17.10. Ethereum is an open-source and public blockchain
platform with smart contract functions.

Taking into account the experimental environment and other factors, the experimental
settings in this article request the user’s privacy protection requirement K value to vary
from 2 to 30. The reason is that if there is only one user in the network, it will be
meaningless to construct an anonymous area. Therefore, the minimum K value of the
privacy protection requirement of the requesting user is set to 2; When the number of users
in the network continues to increase, the success rate of the anonymous area construction
continues to increase, but as the K value increases, the success rate of the construction
will gradually stabilize. An excessive K value is less helpful to the experiment, so Set
the maximum value of K to 30. In the built blockchain platform, the bookkeeping right
competition incentive mechanism proposed in this article is used to select the bookkeeper
of the new block.

Compared with the existing location privacy protection scheme, this paper uses the
entropy method combined with the user’s credit rating to ensure that the requesting
user is completely credible.In the process of private information transmission, blockchain
technology is used to ensure that location leakage and location fraud will not occur, and
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the broadcast efficiency is increased.Using smart contracts and encryption technology
to ensure the privacy of all users in the anonymous area.This method has a greater
improvement than existing solutions in terms of algorithm execution efficiency and privacy
security.

The experiment is compared with the scheme [19], scheme [20] and scheme [21] un-
der different privacy protection requirements K of requesting users. Among them, the
scheme [19] uses blockchain technology to ensure LSP access control and protect user pri-
vacy as much as possible, and promote mutual trust between LSP and users. Scheme [20]
proposes to mix privacy protection technology with virtual credit to generate a special
incentive mechanism to encourage users to actively participate in the construction of
anonymous areas. The scheme [21] proposes to use multiple private blockchains to cut
off the direct connection between users and LSPs, so that LSPs cannot directly obtain
the user’s location information, and at the same time use smart contracts to ensure the
security and fairness of transactions. This paper compares the response time of coopera-
tive users, calculation delay and communication overhead, and proves the efficiency and
feasibility of this method. By comparing the user’s location privacy leakage probability, it
proves that this method can protect the user’s location privacy. Safety plays an effective
protective role.

6.1. Cooperative user response time. It can be seen from Figure 4 that with the
increase of user privacy protection requirements K, the response time of collaborative
users of the following four schemes is increasing. This is because with the continuous
increase of K, the number of broadcasts continues to increase, and the number of users
required to construct an anonymous area is also increasing.

Figure 4. Average response time of collaborative users

Scheme [19] needs to select bookkeepers from participating users to be responsible for
updating the blockchain each time. Compared with the method in this paper, this paper
uses a special bookkeeping right competition incentive mechanism to select bookkeeping
users, which greatly reduces Response time. Scheme [20] proposes a hybrid incentive
mechanism whose purpose is to increase user participation, but this scheme needs to
combine the obfuscation mechanism with blockchain technology to increase the response
time. This article uses the user’s Reputation Value and bookkeeping rights competition
incentive mechanism to encourage more users to actively participate in the construction of
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the anonymous zone while ensuring a low response time. The scheme [21] and the scheme
in this paper both store the user’s data in the blockchain, but scheme [21] uses multiple
private blockchains to connect users, and the response process of the collaborative users is
more complicated, so the collaborative users of this plan the longest response time. The
solution in this article only needs to judge the Reputation Value, which greatly reduces
the computational burden of the collaborative users, and at the same time guarantees
the security of the data. Therefore, the comprehensive response time of the collaborative
users in this solution is the shortest.

6.2. Average calculation delay. It can be seen from Figure 5 that with the increase of
user privacy protection demand K, the calculation delay of the following four schemes is
also increasing. This is because when user privacy protection K increases, the number of
collaborative users required Increasingly, these four programs all use blockchain technol-
ogy in the process of information exchange, which enables their calculation delay to rise
relatively smoothly.

Figure 5. Average calculation delay

Among them, the scheme [19] uses blockchain technology to achieve mutual trust be-
tween LSPs and users in order to solve the privacy and security issues in 5G networks, but
for users who have obtained the right to keep accounts, additional calculation delays need
to be provided to achieve this. Green communication, so the average calculation delay of
this scheme is relatively large. Scheme [20] proposes an obfuscation mechanism for privacy
protection technology, which requires a combination of virtual credit and some privacy
protection technologies, so the calculation delay is relatively large compared with this
paper. Scheme [21] uses multiple private blockchains to disperse the user’s transaction
records, using private blockchain nodes instead of users to send the real location. Col-
laborating users need to communicate with each private blockchain, and requesting users
can only use private blockchains to communicate with each private blockchain. Obtaining
location information in the blockchain increases the calculation delay while ensuring the
security of user information. The solution in this paper is to request users and cooperating
users to send encrypted information to each other, and verify and decrypt them through
the public and private keys in the blockchain, which not only guarantees the security of
the information, but also reduces the calculation delay.
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6.3. Average communication overhead. For the average communication overhead,
the experimental results are shown in Figure 6:

Figure 6. Average communication overhead

Scheme [19] provides a green channel for users who have the right to keep accounts,
reducing part of the communication overhead and network delay. Scheme [20] divides
the network structure into three parts: perception network, obfuscation mechanism and
blockchain. Each part needs to communicate with each other, so the average cost of this
scheme is the largest. Scheme [21] uses multiple private blockchains to achieve decen-
tralization, cutting off the direct contact between users and location service providers.
Although the user’s location privacy is protected, users can only communicate through
private blockchains. Increase the communication overhead between users. The solution in
this paper is to directly communicate between the collaborative user and the requesting
user. All user information is stored in the blockchain. This prevents users from leaking lo-
cation privacy and providing false location information while keeping the communication
overhead to a minimum.

6.4. The influence of Reputation Value on the construction of anonymous zone.
Through a comprehensive analysis of the number of users in the network and the Repu-
tation Value of requesting users, this paper’s method is used to construct an anonymous
zone, and the success rate of anonymous zone construction under different data is recorded.
Under different K values, calculate the corresponding average Reputation Value of users,
and users who are greater than the average Reputation Value can successfully construct
an anonymous area. This article sets the privacy protection requirements K of the re-
questing user as 10, 20, and 30. Repeat the experiment for different K values, and the
specific experimental results are shown in Figure 7:

The experimental results show that when the number of users in the network continues
to increase, the number of collaborative users who are willing to participate in the con-
struction of anonymous areas continues to increase, that is, the number of users satisfying
cvi ≥ λ continues to increase. Therefore, when the requesting user’s Reputation Value
does not change, the larger the K value, the higher the success rate of anonymous area
construction. However, if the Reputation Value of the requesting user is too low, the
collaborative user will be regarded as an extremely dishonest user. When it sends a query
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Figure 7. The success rate of anonymous area construction

request, even if the K value continues to increase, the success rate of its anonymous area
construction is still very low.

6.5. Probability of user’s location privacy leakage. Scheme [19] uses the openness
and immutability of blockchain technology to ensure access control and privacy security of
LSPs, and establish a trust relationship between users and LSPs. At the same time, users
who have the right to keep accounts are given special treatment for green communications.
However, the average calculation delay of this scheme is large, and it is difficult to avoid the
location deception in the process of anonymous area construction. Therefore, the user’s
location privacy leakage probability of this scheme fluctuates greatly under different K
values.

The scheme [20] proposes an obfuscation mechanism for users’ social relations, virtual
credit and other attributes, which combines this mechanism with blockchain technology to
encourage users to actively participate in the construction of anonymous areas. However,
this solution only considers how to improve the construction efficiency of the anonymous
zone, and cannot effectively guarantee that the user’s location information will not be
tampered with. Therefore, under this solution, the user’s location privacy is likely to be
leaked.The experimental results are shown in Figure 8:

Scheme [21] uses multiple private blockchains to avoid direct communication between
users and LSPs. Although it protects the user’s location information to a certain extent,
it cannot be completely in the information exchange process of each private blockchain.
To avoid the possibility of user location information being stolen, and each individual
block has to select the appropriate bookkeeper, the use of multiple blockchains increases
the calculation delay and communication overhead. At the same time, compared with the
solution in this paper, the scheme [19] has a higher probability of user location privacy
leakage.

The test results show that compared with the above three schemes, this paper greatly
reduces the probability of users’ location privacy leakage on the basis of ensuring the
efficiency of anonymous area construction. The use of entropy method and blockchain
technology can prevent users’ location deception and location leakage, and use the book-
keeping rights competition incentive mechanism to efficiently select suitable bookkeepers,
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Figure 8. Probability of user’s location privacy leakage

thereby improving the efficiency of users in constructing anonymous areas and ensuring
users’ Location privacy and security.

7. Conclusions. This article proposes a relatively novel location privacy protection
structure based on a distributed structure. Regarding the user’s credit rating, the en-
tropy method is used to calculate the user’s credit rating of different credibility agencies,
and the user’s Reputation Value is comprehensively obtained. The collaborative user
decides whether to participate in constructing an anonymous area based on the Repu-
tation Value. We use blockchain to store user information without a third party’s help.
Location service providers or any other organization cannot directly obtain the user’s real-
location information. The security and fairness of transactions are guaranteed through the
blockchain. For users who leak location information or provide false location information,
a penalty bill will be generated. An anonymous area cannot be successfully constructed
when they are the requesting user. Through theoretical analysis and a series of simulation
experiments, this method’s usability is verified. On the basis of not requiring complex
calculations, it can provide users with secure and reliable location services and enhance
location privacy protection. However, there is a lot of room for improvement in all aspects
of the algorithm in this paper, and further research is needed on how to apply it to actual
scenarios.
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