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ABSTRACT. Due to its resource-friendly nature, symmetric-key based authentication meth-
ods are prioritized over public key infrastructure for employment in resource-constrained
devices. Recently, a large number of symmetric-key based authentication protocols are
proposed; however, the real progress is still marginal owing to repeated mistakes. Specifi-
cally, the emphasis on anonymity and privacy alongside the computational and commu-
nicative efficiencies has introduced some design flaws. The Identity De-Synchronization
(ID-S) is one of such important issues that surfaced owing to such design flaws. This
article aims to emphasize the causes and pitfalls of ID-S and for this purpose, a recent
symmetric-key based authentication for the internet of vehicles (IoV) is analyzed. Pre-
cisely, it is to show in this article that the scheme of Xu et al. is vulnerable against
ID-S under the widely used DY adversarial model. The article also proposes the avail-
able remedies to avoid ID-S and proposes an improved scheme.

Keywords: Identity De-Synchronization, Symmetric-key, Authentication protocols

1. Introduction. The substitution of existing communication infrastructure by the ad-
vanced 6G/IoT is on its’ way to extend endless connectivity. Owing to the endless con-
nectivity of 6G and on-demand access to infrastructure, the users can benefit in a variety
of ways such as healthcare, state services, shopping, and smart transportation, etc. How-
ever, all such advantages are subject to security and privacy threats and users can not
realize the real advantages of the 6G revolution until security and privacy are ensured.
The authentication protocols are the most widely used mechanisms to guarantee the se-
curity and privacy of the user. The Lamport [1] was the first to present an authentication
scheme for remote users. However, due to the usage of verification tables, the scheme was
not practical. Soon after 2001, Chan and Cheng [2] and Chang and Wu [3] proposed two
separate authentication protocols by introducing smart cards and after then many au-
thentication schemes were proposed [4-6]. In this connection, Das et al. [7] also proposed
an authentication protocol using smart cards and by introducing dynamic identities for
the provision of user anonymity and privacy. The scheme of Das et al. was later proved
as weak against many threats. Yoon and Yoo [8] in 2006 proposed an improvement over
the scheme of Liao et al. [9], after proving the weaknesses of Liao et al.’s scheme. In 2009,
Wang et al. also proposed some improvements over Das et al.’s scheme [7]. However,
Wang et al.’s scheme was also proved weak against many threats by Wen and Li [10]. In
2014, Kumari et al. also analyzed and then described that a scheme of Chang et al. [11]
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to have weaknesses against user and server forgery attacks. In 2015, Chaudhry et al. [12]
explored some weaknesses of the scheme of Kumari et al. Kaul and Awasthi [13] also
proposed a symmetric-key based authentication scheme. However, Rana et al. [14] proved
that in the scheme of Kaul and Awasthi, an attacker can easily expose session key and
secret parameters. In 2019, Banerjee et al. [15] also presented a symmetric key-based
authentication scheme for IoT. However, in [16], Alzahrani et al. discussed the incor-
rectness of the scheme of Banerjee et al. and termed their scheme impractical. Using
lightweight symmetric key protocols, some other schemes were also proposed, such as
cloud-based [17-19] and Internet of things [20-25].

Recently, many authentication schemes using symmetric keys were proposed for the
Internet of Vehicles (IoV). However, with the undue emphasis on anonymity, many such
schemes were either stuck into some correctness issues or suffer from identity de-synchroni-
zation (ID-S). The hashchain based schemes of Lin et al. [24] and Yin et al. [25] were
argued to lack anonymity and leakage of vehicle’s secret parameters [26]. Dua et al. [27]
also proved that the scheme of Li et al. [28] proposed in 2015 has weaknesses against
disclosure of session key. In 2020, Amin et al. [29] also argued that the scheme of Wang et
al. [30] is vulnerable to the forgery of the user and vehicle. Chen et al. [26] also exposed
the weaknesses of Ying et al.’s scheme [31]. However, due to modular exponentiation,
the scheme of Chen et al. cannot be deployed in resource and time-constrained systems.
The scheme of Vasudev et al. [32] was proved as prone to several forgery attacks in [33].
The scheme proposed by Yu et al. [33] was later proved as insecure against disclosure of
master secret key in [34]. Mahmood et al. in their survey [35] explored some challenges
and countermeasures for securing vehicular ad-hoc networks.

1.1. Motivation. The symmetric-key based authentication schemes are best suitable
for resource and time-constrained environments like IoV etc. While public key-based
operations are not suitable for constrained devices, it is still a tedious task to provide
user /vehicle privacy by using only symmetric-key operations. Recently, some authenti-
cation schemes are proposed using only symmetric key operations [18 — 25,30, 32, 33].
However, some of these schemes while claiming to provide privacy and anonymity stuck
into identity de-synchronization (ID-S) issue, making it impossible to succeed in subse-
quent authentication requests. To highlight ID-S, in this paper, we analyze a very recently
published symmetric key-based authentication scheme by Xu et al. [36]. We show that
the scheme of Xu et al. is prone to ID-S, we then put forward some countermeasures and
as per our analysis and understanding, no other countermeasures are available for the
symmetric key-based authentication scheme to provide user/vehicle privacy.

1.2. Adversary Model. In this paper, we adopted the common and basic adversarial
model DY (Dolev-Yao) [37]. All the communication carried out on a public channel can
be controlled by the adversary and as per the DY model, the attacker can read, replay,
modify a legitimate message sent on the channel, and can generate a forged message from
scratch. Moreover, the attacker can also block/jam one or more messages communicated
through the public channel [38-42].

1.3. Notation Guide. The notations used in subsequent parts of this paper as explained
in Table 1.

2. Revisiting Xu et al.’s scheme. In the following subsections, a brief revisit of the
recently proposed Xu et al.’s [36] symmetric-key based authentication scheme:
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TABLE 1. Notations guide

Notation Description

SA System Admin

RSU Roadside Unit

TA Trusted Authority

V Vehicle

K14 Private key of T A

Py, Shared secret key

1Dy Real Identity of V'

TIDy Pseudo Identity of V/

IDg Real Identity of RSU

TIDgr Pseudo Identity of RSU

Ay, Xy, Br Secret Authentication Params
S1,9,...,517  Params computed during SAC
K Session key

t1,ta, ..., tg timestamps

&> Bit-wise Xor

(a,b) concatenation of b with a
A= B:C transmission of C' from A to B
- Equality Check

r,ny,Na, N3, Ny Random numbers

AT Max. Transmission delay

h Oneway Hash operation
Ex(Z) SBE of Z using key K

2.1. Initialization phase of Xu et al.’s scheme. For initialization, the System ad-
ministrator selects and stores a private key Kr, into the memory of trusted authority

TA.

2.2. Registration phase of Xu et al.’s scheme. For registering RSU and vehicle V,
the T'A generates identity, temporary identity and random secret tuple {I Dy, TI Dy, Pk}
for each vehicle. Likewise, T'A generates identity and temporary identity pair {/Dg, TIDg}
for each RSU. The T A then generates r randomly and computes Ay = r & Kra,
BR = h(IDR, KTA>7 XV = IDV D h(T, KTA)- NOW, the tuple {[Dv,TID\/,PKS,Av}
is stored in the respective vehicle’s memory and stores {IDg,TIDg, K74, Br} in the
respective RSU’s memory. Finally, {Xy,TIDy, Px .} and {IDg,TIDg, B} in TA’s
memory.

2.3. Authentication phase of Xu et al.’s scheme. The authentication phase of the
Xu et al.’s recently published scheme is depicted in Figure 1 and is explained as follows:

Step XAl: V. — RSU : R; The V initiates authentication process by generating
{n1,t:} and computes By = h(I Dy, Pk,), S1 = ni®By and Sy = h(IDy,T1Dy, Ay,
Sl,tl, 7”L1). Now V sends Rl = {tl, Av, SQ, TID\/, Sl} to RSU.

Step XA2: RSU — T A : Ry Once RSU receives Ry, it first checks the freshness of ¢y,
and if ¢; is fresh, the RSU generates {ns, o} and computes S; = n; @ Bg and Sy =
WMTIDy,TIDg,IDg, S3,t2,n2). Now RSU sends Ry = {T'IDg, S3,ts, TIDy, Sy} to
TA.

Step XA3: TA — RSU : R3 Once T A receives Ry, it first checks the freshness of t,,
and if ¢, is fresh, the T'A retrieves (T'I Dy, Xy, Pk,) using TI1 Dy and (T'I Dg, I Dg, Bg)
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using 7' Dg. Now, T'A computes ni = S3@ Bpr and checks S ~ WMTIDy,TIDg,IDg
, S3,ta,n3) and if it’s true the T'A generates {ng, t3} & computes M; = h(n}, n3, Kra),
55 =ns D BR, SG = M1 D PKS and S7 = h(IDR,S5,SG,Xv,n3,t3). Now T A sends
Rg = {55, tg,Xv, S7, Sﬁ} to RSU.

Step XA4: RSU — TA : R4 Once RSU receives R, it first checks the freshness
of t3, and if t3 is fresh, the RSU computes n; = S5 & Br and checks 57 -
h(IDg, S5, Ss, Xv,ns, t3) and if it’s true the RSU computes M; = h(nj, n3, Kr4),
PKS = M1 D 567 r* = AV D KTA, ID:; = XV D h(T*,KTA)7 and BV = h(ID:,PK5)7
nt = S @ Px.. Now, the RSU checks Sy = h(ID%,TIDy, Ay, Sy, t1,n1), if it’s
true the RSU generates {r*,ny,t4} and computes K, = h(n},n4, Px,), Py =
h(n”{,m,Ks), X‘—/’— = ID?} D h(TJr, KTA), Sg =no D M1 D P;(_S, Sg =n3 P Ml D X{"/_,
Slg = h(Sg, Sg, KTA,n2,n§,t4) and sends R4 = {Sg,t4, Sg, Slo}.

Step XA5: TA — RSU : Rs Once TA receives Ry, it first checks the freshness of
ts, and if ¢4 is fresh, the T'A checks S - h(Ss, So, K1a,n%5,n3,t4) and if it’s true,
the TA computes Pl = Ss @ ny @ My and X7 = Sg @ ng & M;. The TA now
randomly generates {T'ID{,, TID}} and timestamp t5. The T'A then computes
MQ = h(n;,ng,PKs), M3 = h(IDR,nE,ng), Sll = T[D‘_'/— D MQ, Slg = T[DE D
M3 and 513 = h(SH,SlQ,KTA, MQ,Mg,tg)). The T'A then updates (TID‘/,X\/,PKS)
with (T1D;], X}, P;) and (TIDg, I Dg, Br) and (TID},, 1D}, Bf;). Now, T'A sends
R5 = {511,t5, 512, 513} to RSU.

Step XA6: RSU — V : Rg Once RSU receives Ry, it first checks the freshness of
ts, and if 5 is fresh, the RSU computes My = h(ng, n}, Pk,), M5 = h(IDg,ng,n})
and checks S;3 - h(S11, S12, Kra, M3, Mj, t5) and if it’s true, the RSU generates
te and computes TID}, = My @ Sy1, TID}, = M @ Siz, Al = Kra @1, My =
h(n{,n4,ID}"/), 314 == M4 D A;, 515 = M4 D TID;, 516 = ny D Bv and 817 =
h(S14, S5, S16, I D}r, 14, ts). Now, RSU updates TIDg with TID}, and sends Rg =
{S14,ts, S5, S16, 517} to V.

Step XAT7: Once V receives Rg, it first checks the freshness of tg, and if ¢4 is fresh, the
V' computes nj = Sy & By and checks Sy7 - h(S14, S15, S16, I D}, ng, tg) and if it’s
true, the V' computes My = h(ny,n}, ID}), Al = S @& My, TIDy; = Si5 & My,
K, = h(ny,n}, Px,) and Py = h(ny,n}, K). Finally, V updates (T'IDy, Xy, Px,)
with (TID], X, PI‘(F)

3. Identity De-Synchronization Attack on Xu et al.’s. The scheme of Xu et al.
can become a pray of identity de-synchronization (ID-S) under the CK adversarial model,
which is very common and realistic. As per the CK model, an adversary controls the com-
munication link, which is public in nature and the adversary can stop/jam any message
originated from any of the participants. For completion of a single round of authenti-
cation among the entities (V, RSU, T'A) of the Xu et al.’s scheme, six (6) messages
{R1, Ry, R3, R4, R5, R¢} are exchanged over public channel. When a vehicle V' initiates
an authentication request by sending Ry = {t;, Ay, S, T1Dy,S1} to RSU. The RSU
after processing Rj, sends/forwards the message Ry = {T'IDg, Ss,t2, TIDy, S} to TA.
In response to the request forwarded by RSU, the T'A performs initial processing on R,
and sends challenge message R3 = {Ss, t3, Xy, S7, S} back to RSU. Now RSU updates
Pg, and Xy with newly computed P[z and X;>. The RSU the sends response message
Ry = {Ss,t4, 59, S10} to TA. After processing the response, T'A randomly selects T1D;;
and X, for the V. The T A further selects T1D7, for RSU. Now, T'A updates {TIDy, Xy}
with {T[D?},X{;} and TIDR with TIDE Finaly, TA sends R5 = {511,t5,512,513}
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Vehicle V RSU TA
Step 1
Generates 711, t; Step 2 A Step 3
By = h(IDy, Px,) Checks freshness of ¢, Checks freshness of t,
Si=m ®By Generates 11,15 Retrieves (TIDy, Xy, Pg,) using TIDy
Sy = h(IDy, TIDy, Ay, Sy, t,11) S3 =12 ® Bg, Retrieves (T1Dg,IDg, Bg) using T1Dg
Ry=(t1,Ay,S,, TIDy,S;} Sy =h(TIDy, TIDg,IDg, S3, t2,13), %, = S5 @ By
v SRSU Ry={TIDRg,S3,t2,TIDy,S4} 2 2 .
25U TA S4 £ W(TIDy, TIDg, Dy, S, t2, 1)
Generates 13, t3
- M, = h(n,n3,Kra)
Step 4 _ L
Checks freshness of t3 25 B Z3 @ B, S¢ = My & P,
. 7 = h(IDg, Ss, S, Xv, 113, t3),
3 f S5 ® B R3={Ss,t3,Xv,S7,S6}
S7; = h(IDg, Ss, S¢, Xv, 13, t3) TA — RSU
M = h(n%, n3,Krya)
Py, =M, ®S¢, "= Ay ®Krp
ID; = Xy @ h(r*, Kr4)
By = h(ID}, Px), }, = S @ Px, Step 5
S, 2 h(ID}, TIDy, Ay, Sy, t1,m,) Chec7ks freshness of 4
Generates 1", 114, t4 S10 = h(Ss,So, K1 a, 15, n3,t4)
K = h(n7, ng, Px,) PI{ =Sg®n, ®M;
P¢ = h(n}, ng, K) X{ =So@®nz®M,
X‘*} =ID}, @ h(r*,Kr,) Generates TIDy,, TID}, ts
Sg=n,®M; & P{ Mzzh(”*zrns'fki)
So=ns@®M, @X;’ M; = h(IDf, "y, nz)
S10 = h(Ss, S, K1a, 112,15, ) S = TID‘{ &M,
R4={Ss,4,59,510} gl 2= Z;(ISDR ?M; Mo M )
13 = 11,512, Kra, M2, M3, ts5
Steli)sg oA Update
Checks freshness of t5 (TIDy, Xy, Px,) <= (TID;, Xy, P{)
Mj = h(ny,ny, Pg), (TIDg,IDg, Br) < (TID};, IDE, BY)
Step 7 M§ = h(IDg, ns, “3) Rs5={S11,t5,512,513)}
? e —
Chel::ks freshness of t¢ S13 = h(S11, S12, Kra, M3, M3, 15) TA=RSU
n =S, ®B Generates t¢
47 216 BV TID}, = M@ Sy,
S17 = h(S14,S15,S16, 1Dy, 114, t) TIDg =M3& S5, Ay =Kra®rt
My = h(ny,n, ID3) My = h(n), 14, ID3), S1q4 = My @ A,
Ay :+514€BM4 S15=My@TIDy,, S5 =ns®By
TIDy = S15 ® M, S17 = h(S14,S15, S16, 1Dy, 14, 1)
K, = h(ny,ny, Px,) Update TIDg < TIDj,
PES = h(n],nZ,Ks) Re={S14,t6,515,516,517}
Update RSU -V
(TIDy, Xy, Px,) < (TID;',X;,P,Z) .

FIGURE 1. Xu et al.’s scheme

to RSU. The RSU then updates its’ own temporary identity with 77D} and sends
Rs = {S14, te, S15, S16, 517} to V. The V on reception of Rg after processing the message,
updates {TI1Dy, Xy} with {T'ID;, Xi}}.

Now, if the adversary stops/jams Rg, the V' may have the old identity T/ Dy and the
RSU and T A have new identity TIDy;. The mismatch of identities at different entities
can be termed as identity de-synchronization (ID-S). For subsequent authentication re-
quests, the V' in request message may send 171Dy, and when RSU receives the request
message, it may not recognize the vehicle V', because, T'I Dy is not available in its own
database, which was already updated with new temporary identity T1D;;. Therefore,
due to ID-S, the legitimate authentication request of V' will fail. It may also happen with
all subsequent authentication requests by V. Similarly, if the adversary stops/jams reply
message Rs from T'A to RSU, it may create ID-S among T'A and RSU,V. Now, the T'A
may not recognize the temporary identities of both the RSU and V. In this case, the V'
is recognized by RSU but V and RSU both are not recognized by T'A. This may happen
to all subsequent authentication requests. The simulation of both cases (Stoppage of Rg
and Rs) of ID-S on Xu et al.’s scheme are also depicted in Figures 2 and 3, respectively.

4. Countermeasures. The de-synchronization may occur during the updation of tem-
porary pseudo-identity. In case, the temporary identity remains the same and is updated
on another side, the user may not be able to succeed in subsequent authentication requests
as it is argued for the scheme of Xu et al. in Section 3.
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Vehicle V ‘ RSU TA
Step 1
........... Step 2
Ry={t,Av,S;,TIDy,S} Step 3
V — RSU
Ry;=(TIDg,S3,t,TIDy,S4} 77770
RSU — TA R3={Ss,t3,Xv,S7,56}
T TAsrsU
Step 4
R4={Ss,t4,59,S10} Steps
RSU — TA Update
(TIDV,XV,PKS) = (TID;',X{;,PI{_)
Step 6 (TIDg,IDg, Br) <= (TID}, 1D}, By)

............ . Rs={S11,t5,512,513}

Update TIDy < TID}; T TAsrsU
R={S14,t6,515,516,S17}

Step 7 x RSU — V

No Updation of Identities

F1GURE 2. Identity De-synchronization Scenario-I

Vehicle V [ RSU TA
Step 1
........... Step 2
Ri={t,,Av,S3,TIDy,S} Step 3
V — RSU
Ry={TIDg,S3,t2,TIDy,S4}y 7777
RSU - TA R3={Ss,13,Xv,S7,S¢}
L3705 AVRT 06
TA — RSU
Step 4
Step 5
R4=(Ss,14,59,S10}
RSU — TA Update
(TIDy, Xv, Px,) = (TIDJ, X3, P¢)
(TIDg,IDg, Br) <= (TID},IDj;, BR)
R5={S11,t5,512,513}
>< TA — RSU
Step 6
Step 7 No Updation of Identities
No Updation of Identities

F1GURE 3. Identity De-synchronization Scenario-II

The simplest method to avoid identity de-synchronization (ID-S) is to use public key
infrastructure for generating a dynamic identity for each session. However, from the
analysis of symmetric key based schemes, we learned the following two remedies:

e The trusted authority or responding entity should keep two variables (say T'ID;
and TID;), the TID; to store current temporary identity and T1D; ; to store tem-
porary identity generated during previous session. In the next login, T'ID; will be
updated with the newly computed identity, and T'1D;_; will be updated with the
identity computed during the current session. The storage of two temporary iden-
tities can avoid ID-S because if some inconsistency occurs among the requesting
and responding entity, the requesting entity can use the old identity T'1D; ; for
authentication.

e Secondly, the T'A or responding entity may encrypt the original identity with some
padding and store it in the memory of the requesting entity. In this case, the T'A
does not need to store the temporary identity in its verifier. Instead, on each authen-
tication request, the T'A decrypts the temporary identity and extracts the original
identity. To keep the identity dynamic, the T'A using new padding encrypts the orig-
inal identity and sends the new temporary identity to the requesting entity/user. In
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such a case, even if one message is blocked and the user does not receive the new
identity, it can use the old temporary identity for the next request. We adopted this
method to design our proposed scheme, which is presented in the next subsection.

5. Proposed scheme. In this section, we present our proposed scheme which is depicted
in Figure 4 and explained in the following subsection:

5.1. Registration phase of proposed scheme. For registering RSU and vehicle V,
the T A generates I Dy, randomly selects r and computes temporary identity 71Dy =
Ex,,(IDy,r) and shared secrets Px, = h(Kra,7m,IDy), Xy = h(IDy, Kra,r) for each
vehicle. Likewise, T'A generates identity I Dg, and computes temporary identity TIDgr =
FEx,,(IDg,r) for each RSU. Further, the TA computes Bg = h(IDg, Kr4). Now,
the tuple {IDy,TIDy, Pk } is stored in the respective vehicle’s memory and stores
{IDg,TIDpg, K74, Br} in the respective RSU’s memory.

Please note:- in our updated proposal the T'A does not store any secret parameters relating
to any of the RSU or V. The T' A only stores public identities.

Vehicle V RSU TA

Step 1 Step 2 Step 3

Generates 1y, ty
By = h(IDy, Px,)
Sy =n; ®By
S, =h(IDy,TIDy,By, Sy, t;,11)
Ry={t1,5,, TIDy,S1}
V — RSU

Step 7
Checks freshness of t4
ny =S16® By
? .
S17 = h(S14,S15,S16, 1D}, 114, t6)
My = h(ny, n3, ID})
TID}, = S5 @M,y
K = h(ny, ny, Pg,)
PES = h(ny, 1}, Ky)
Update

Checks freshness of tq,
Generates 1y, t)
S3=n,®Bg,
S4 =h(TIDy, TIDg,IDg, S3,t3,13),
Ry={TIDg,S3,t2, TIDy,S4}
RSU - TA

Step 4
Checks freshness of t3
n3 = S5® B
S; £ W(IDg, S5, Se, 13, t3)
M, = h(n,n3,Kra)
Py, =M, ®Ss
(IDy,r) = D, ,(TIDy)
Xy = h(IDy,Kra, 1), Pk, = h(Kra,1,IDy)
By = h(ID}, Pg), n} = Sy @ P,
Sy £ W(ID3, TIDy, By, Sy, 1, m;)
Generates 1,1y, ty4
B¢ =h(Kra,1",IDy)
X{, = h(IDy,Kra, ")
Sg=m®@M; &r"
S10 = h(Sg, " = K74, 1, 13, ty)
R4=(Ss,4,59,510}

RSU — TA

Step 6
Checks freshness of t5
M35 = h(ny,ny, Px),
Mj; = h(IDg, np, 1)
?
S13 = h(S11,S12,Kra, M5, M3, t5)
Generates t¢
TIDy{, = M5 ® Sy
TIDg = M3® S,
My = h(n}, nyg,1D7,)
S15=Ms®TID;, S16 = ny® By
S17 = h(S14,S15,S16,IDy, 114, t6)
Update TIDg < TID};
Re={S14,t6,515,516:517}
RSU -V

Checks freshness of t,
(IDy,r) = Dk, ,(TIDy)
Xy =h(IDy,Kra, 1)
P, = h(Kra,1,1Dy)
(IDg, ) = Dg,,(TIDg)
Br = h(IDg,Kr4)
ny = S3®Bg
Sy £ h(TIDy, TIDg, IDg, S3, t2, 1)
Generates 13, t3
M = h(n%,n3,Kry)
S5 =n3® Bgr, S¢ = M & Px,
S7 = h(IDg, S5, S¢, Xv, 113, 13),
R3=(S5,13,57,56}

TA — RSU

Step 5
Checks freshness of t4
rt =Sg®n, ®M,
S10 % h(Ss, 7+, Kpa, 15,113, 14)
TIDY, = Ex,,(IDy,r")
TID}; = Eg,,(IDg, 1)
Generate t5
M, = h(n%, n3, Px)
M3 = h(IDg, 1%, n3)
S11=TID, @M,
S12=TID;®Ms;
S13 = h(S11,S12,Kra, M2, M3, t5)
Rs5=(S11,t5,512,513}

TA —RSU

(TIDy, Xy, Px) < (TID;, X3, P) .

v

FIGURE 4. Proposed scheme

5.2. Authentication phase the proposed scheme. The authentication phase of the
proposed scheme is depicted in Figure 4 and is explained as follows:
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Step PA1l: V. — RSU : R; The V initiates authentication process by generating
{n1,t } and computes By = h(IDy, Pk,), S1 = ni®By and Sy = h(IDy,T1Dy, By,
Si,t1,m1). Now V sends Ry = {t1,55,TIDy, S} to RSU.

Please note:- Ay was redundant and in proposed scheme it’s not a part of request
message.

Step PA2: RSU — T A : Ry, Once RSU receives Ry, it first checks the freshness of ¢,
and if ¢; is fresh, the RSU generates {ns, o} and computes S; = n; @ Bg and Sy =
WMTIDy,TIDg,IDg, S3,t2,n2). Now RSU sends Ry = {TIDg, S3,ts, TIDy,S4} to
TA.

Step PA3: TA — RSU : R3 Once T A receives R,, it first checks the freshness of t,,
and if ¢, is fresh, the TA computes (IDy,7) = Dk, ,(TIDy), Xy = h(I Dy, Kra,r),
PKS = h(KTA,’I”,IDv), ([DR,T) = DKTA(TIDR)> BR = h,([DR,KTA) and n; =
S; @ Bg and checks Sy = h(TIDy,TIDg, 1Dg, S, ts,n%) and if it’s true the T A
generates {ns, t3} and computes M; = h(nk, n3, Kra), S5 = ns® Bg, S¢ = M; ® Pk,
and S7 = ]’L(IDR, S5, Sﬁ, Xv, n3,t3). Now T'A sends Rg = {55, tg, 577 SG} to RSU.

Step PA4: RSU — TA : R4 Once RSU receives Rs, it first checks the freshness
of t3, and if t3 is fresh, the RSU computes ni = S; @ Br and checks S7 -
h(IDg, S5, Sg, n3, t3) and if it’s true the RSU computes M; = h(n}, n3, Kra), Pk, =
M1 SP) S(;, (IDv,T‘) = DKTA(TIDV), XV = h(IDv,KTA,T), PKS = h(KTA,T‘, ]Dv),

By = h(ID;, Pk,) and nj = S1®Pxk,. Now, the RSU checks Sy = h(ID},, T1Dy, By,
S1,t1,n), if it’s true the RSU generates {r", ny, t,} and computes P+S = h(Kga,r™,
]Dv>, X‘J/r = h(IDv, KTA,T’+) 5 Sg = N9 D M1 ©® 7’+, SlO = h(Sg,r+,KTA,n2,n§,t4)
and sends R4 = {Sg,t4, 597 510}.

Step PA5: TA — RSU : Rs Once TA receives Ry, it first checks the freshness of

ts, and if ¢4 is fresh, the TA computes r* = Sg @ ny & M; and checks S -
h(Ss,r™, Kra,n5,ns, t4) and if it’s true, the TA computes TIDY, = Eg,.,(IDy,r")
and TID}, = Ek,,(IDg,7"). The TA now randomly timestamp t;. The TA
then computes My = h(nk, ns, Px,), M3 = h(IDg,n%,n3), S11 = TIDy, & M,
512 = T]DE D M3 and 513 = h(SH,Slg,KTA,MQ,Mg,t5>. Now the T'A sends
R5 = {5117t5, 512, Slg} to RSU.

Step PA6: RSU — V : Rg Once RSU receives Ry, it first checks the freshness of ts,
and if ¢5 is fresh, the RSU computes Mj = h(ng,n}, Pk,), Mi = h(IDg,ng,nj)

and checks Si3 - h(Si1, S12, Kra, My, M3, t5) and if it’s true, the RSU generates
te and computes TID{, = Mj & Sy1, TID}, = M; @ S1a, My = h(n},ng, ID}),
515 = M4@TID{~/_, S]_G = 7’L4@BV and 517 = h(814, 515, 5167 ID?}, 7’L4,t6). NOW, RSU
updates TIDp with TID}, and sends Rg = {S14, t6, S15, S16, S17} to V.

Step PA7: Once V receives Rg, it first checks the freshness of g, and if ¢4 is fresh, the V
computes nj = S16® By and checks Si7 - h(S4, S1s, S16, I D}, ny, tg) and if it’s true,
the V' computes My = h(ny,nj, ID}), TIDY, = S5 & My, Ky = h(nq,n}, Pk,) and
P = h(ny,n}, K). Finally, V updates (TIDy, Xy, Px,) with (TID}, X, P ).

6. The Comparisons. In this section, we illustrate the performance comparison of the
proposed scheme with Xu et al.’s scheme [36] using the computation, communication costs,
and running time as the metrics. We consider the running time as per the experiment
conducted in [22], where the running time is computed through Ubuntu 16.0-LTS OS,
on an Elite-Book model 8460-P, with 2.7-GHz processor and 4-GB RAM, model Core-i7
2620M intel (R). We denote T}, as the computation cost of execution of a hash operation
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TABLE 2. Performance Comparisons

Scheme vV RSU TA 4 C, Cs
Xu et al. [36] 617}, 14T, 7T, 27Ty, 0.108 440
Proposed 61}, 1575, 10T, +41, 317,+41. 0.156 496

Note: Tj: hash operations; T,: Encryption or decryption Operations; C1: Aggregate Computation
Cost; Cy: Aggregate Running Time in ms; C3: Communication cost in Bytes;

and T, as the computation cost of execution of an encryption/decryption operation. Re-
ferring Hussain et al.’s experiment [22], the running time of a hash operations T}, ~ 0.004
milli-seconds (ms) and symmetric block encryption/decryption T, ~ 0.008 ms. During
execution of an authentication cycle of the proposed scheme, the V', RSU and T A exe-
cute 61}, 15T}, and 107}, + 47T, operations, respectively. Therefore, the total computation
cost of a single authentication cycle in the case of the proposed scheme is 317}, + 47,
and the running time as per the experiment performed in [22] is 0.156 milli-seconds (ms).
The computation cost of Xu et al.’s scheme is 277}, and a single round of authentication
completes in 0.108 ms.

For communication cost comparisons, we consider identities to be 8 bytes long, the
timestamps are taken 4 bytes of length. We consider SHA-1 with the length of 20 bytes,
random numbers are also fixed as 20 bytes length. We use AES encryption algorithm with
18 bytes block size. For completion of an authentication round during execution of the
proposed scheme, six (6) messages are exchanged between communicating entities. The
first message Ry = {t1, 52, T1Dy,S;} communicates from V' to RSU. The length of t; =
4,85 = 20, S; = 20; whereas, TIDy = Ek,.,(IDy,r), where length of I Dy, = 8 and length
of r = 16, therefore, T'I Dy requires 2 blocks of AES encryption each with size 16 bytes. So,
the size of TI Dy = 32 bytes. This employs that total size of By = {4+20+32+20} = 76
bytes. Using the same analogy, the size of Ro{TIDg, S3,t2, T1Dy,S,} transmitted from
RSU to TA is Ry = {32+ 20 + 4 + 32 4+ 20} = 108 bytes. The third message R3 =
{Ss,t3,57,Sg} is sent from T'A to RSU and the length is R3 = {20 + 4 + 20 + 20} = 64
bytes. Fourth message Ry, = {Ss,t4,S9,S10} is transmitted from RSU to T'A and the
length is Ry = {20 + 4 + 20 + 20} = 64 bytes. The fifth message Rs = {511, 5, S12, S13}
is sent from T'A to RSU and the length is R5 = {32+ 4 + 32 + 20} = 88 bytes. The
last message Rg = {S14, ts, S15, S16, S17} is transmitted from RSU to T'A and the length
is Rg = {20 + 4 + 32 4+ 20 + 20} = 96. The total communication cost of the proposed
scheme is 496 = {76 4+ 108 4+ 64 + 64 + 88 4+ 96} bytes. The communication cost of the
scheme of Xu et al. [36] is 440 bytes.

Although, the comparisons show that the proposed scheme has introduced some extra
communication and computation costs as compared with Xu et al.’s scheme, unlike the
proposed scheme, the scheme of Xu et al. is prone to identity de-synchronization. The
comparisons are also shown in Table 2.

7. Conclusions. Although, the symmetric-key based authentication schemes are more
suitable for resource and time-constrained devices; however, many of the recent symmetric-
key based authentication schemes are prone to Identity de-synchronization (ID-S). In this
article, we emphasized the causes and pitfalls of ID-S. As a case study, we reviewed and
analyzed a recent symmetric-key based authentication scheme for IoV by Xu et al. We
showed that the scheme of Xu et al. is prone to ID-S. We also provided the counter-
measures to avoid ID-S in symmetric-key-based authentication schemes and based on the
countermeasures we proposed an improved authentication scheme using symmetric-key
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primitives for IoV. The performance analysis shows that the proposed scheme introduced
some extra communication and computation costs, provides user anonymity, and is free of
any design flaw leading to ID-S. The proposed scheme is presented with an aim to avoid
such design flaws in the future.
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