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ABSTRACT. With the promotion of cloud medical diagnostic applications, the telemedicine
system has become increasingly mature, which brings about much convenience to the peo-
ple’s lives. Meanwhile, the diagnostic time was greatly reduced. Due to telemedicine
system usually involves the sensitive information of users, the privacy issue is urgently
to be solved. In order to solve the above problem, an attribute-based designated verifier
proxy signature scheme, combined with message recovery, is proposed for the telemedicine
system. A proxy delegation is designed to allow the proxy signer to obtain the same sign-
ing capacity as the original signer, the attribute-based fine-grained access control is also
present to enable the valid verification of the signature and recovery of data. In addition,
the scheme achieves unforgeability of signature and can resist the chosen message attack
in Random Oracle Model. The comparisons of performance analysis demonstrates that
the scheme is efficient in signing and verification phases. Therefore, it could be well
appropriate for telemedicine system.

Keywords: Attribute-based, Designated verifier, Proxy signature, Message recovery,
Telemedicine system

1. Introduction. In recent years, the applications of Cloud Medical Treatment (CMT)
based on technologies such as Cloud Computing, 5G Communication [1], the Internet of
Things (IoT) [2], has become increasingly widespread. But traditional medical diagnostic
systems cannot meet patients’ needs for safety and efficiency. By using telemedicine
technology, patients can diagnose and treat diseases in remote areas [3]. As shown in
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Figure 1, In this system, health records collected by the sensors which are attached to the
body of patients, are transmitted to a hospital server. Then, the patients are provided
for timely feedback, advice and suggestions after statistics and analysis of professionals.

The Telemedicine System can not only set up new contacts between doctors and pa-
tients, but also save a lot of time and money costs. However, the privacy of these health
records may be maliciously attacked. There are two types of attacks: passive and active.
For passive attacks, the adversary can interfere with the transmission of health records on
the wireless communication link. For active attacks, the adversary can modify the health
records to cause misdiagnosis.
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Figure 1: The main entities of telemedicine system

Unfortunately, for some of the existing schemes, there are a few issues need to be solved.

- There is no guarantee that identity information is not attacked actively or passively
during the transmission of health records on the wireless communication link [4]. In other
words, the identity information is easily leaked [5].

- In the proxy signatures, the original signer gives his secret key to proxy signer, the
proxy signer gets the same signing capability as the original signer. For most cases, it is
not practical and secure.

- Usually, the existed digital signature schemes [6-7] with message recovery have large
messages in the communication process. Consequently, advanced technology for reducing
the cost of transmission should be added.

To address the above problems and communicate securely, we propose a feasible scheme
as following: The health records need to be signed by the sensors. As shown in Figure
2, the sensors deployed on the patient must be authenticated by the hospital server, and
the server which receives medical records must be authenticated by the sensors [8]. In
order to realize the trust relationship, it is necessary to adopt the method of designated
verifier and proxy delegation [9]. The Deployment Agency (DA), as the original signer,
delegates the signature power to the sensor, and designates a professional as the verifier.
Due to the limitation of the signature storage space, the message needs to be embedded
in the signature, and then when the signature is verified validly, the message is recovered
by using an efficient signature scheme.

In comparison to the work, the main contributions of this paper are summarized as
follows:

- In proposed schemes [10-17], we uses attribute-based fine-grained access policy for
certification Authority. And attribute-based encryption enables the signature verified by
the designated verifier [18].

- Besides, the delegation of original signer is designed thoughtfully and composed of a
message part, time of validation of proxy signature and public key part.
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Figure 2: The architecture of telemedicine system

- In message recovery, We also utilize the method of recuing communication cost by di-
viding into two message blocks. Therefore, each message block contains some redundancy
so that the message blocks can be correctly linked together.

- Security and performance analysis compared with others show that the proposed
scheme can achieve the anonymity of identity, the unforgeability of signature and less
computation and communication cost.

The rest of the paper is organized as follows. In Section 2, we first present the prelim-
inaries related to the proposed scheme. Section 3 presents the system model definitions
and syntax of the ABMR-DVPS scheme. In Section 4, we present the ABMR-DVPS
scheme in detail. In Section 5, we describe a security analysis of the purposed scheme.
Section 6 discusses the performance analysis. Finally, the conclusions and future work of
the paper are in Section 7.

1.1. Related work. In recent years, many designated verifier proxy signature schemes
have been proposed. In this section, we briefly review some works related to our scheme.

Dai et al. [19] proposed the designated verifier proxy signature (DVPS) firstly. In the
DVPS, the verifier is specified by the original signer only, so this scheme is hence not
sufficiently flexible. Later, a new DVPS scheme was proposed by Wang [20]. In this
scheme, the proxy signer can specify a recipient. After that, several schemes have been
presented. A pairing-based short and provably secure designated verifier proxy signature
in the random oracle model was proposed by Hu et al. [21], an adapted adversary model
was regarded. But the length of the signature is much longer compared to the existing
scheme. In the Girraj’s scheme [22], only the specified verifier can recover the information
from the signature.

2. Preliminaries. In this section, we will review some mathematical theories and re-
spective hard problems.
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2.1. Bilinear Pairing. (G;,+) and (Gs,-) are cyclic groups with the same prime order p.
G has the generator ¢g. Bilinear map e: G; x G; — Gy. Gy has the three characteristics:

‘Bilinearity: e(P? Q) = e(P,Q)*®, where P,Q € G and a,b € Z,.

-Non-degeneracy: There exists g € Gy such that e(g,g) # lg,, where the 1g, is the
identity of element of the group Gs.

-Computablility: There is an effective algorithm for computing e(u,v) where u,v € Gy.

2.2. Computational Diffie-Hellman (CDH) problem. Given (g, g%, ¢°) with a,b €
Z,, 1t is hard to compute the qg™.

2.3. Attribute Predicate. In this paper, we construct our scheme, which supports all
predicates T involving threshold values k. Specially, if Ty «(-) — 1/0 for w* with k is
given, then we have:

1, jwNw*>k
Thor (W) = { 0, otherwise

2.4. Lagrange Interpolation. Given d points (z1,v1), ..., (Z4,Yyq) on a polynomial q of
degree not greater than (d — 1), we can compute ¢(¢) for any i € Z,:

d

q(i) = > a(i)A;s(0)

J=0

Let S be a d — element set, Lagrange coefficient A; ¢(i) of ¢(j) in the computation of
q(i) can be defined as:

3. System Model.

3.1. Definitions. The system model of attribute-based message recovery designated ver-
ifier proxy signature scheme (ABMR-DVPS) is illustrated in Figure 3. In our proposed
scheme, we mainly consider six entities: Attribute Authority (AA), Private Key Gener-
ator (PKG), Deploying Authority (DA), Sensor, Medical Server (MS) and Practitioner.
The function descriptions of each entity are as follows:

- AA is responsible for authenticating users’ attributes from their private information
and distributing attributes to users.

- PKG is responsible for generating key pair and attribute private key according to the
user’s attributes.

- DA is a network developer, though, in certain special cases hospital, admin acts
as the role of DA. It develops telemedicine Wireless Sensor Network (WSN) and has
responsibility for all associated matters within WSN.

- Sensor is deployed on the patient’s body to track the relevant information and send it
to healthcare server via the wireless bridge. Sensor is storage and energy-limited, which
sends short messages.

- MS is the mainframe with a large storage and computational power. It collects
information from all connected wireless gateway. In the following analysis, the data is
sent to the relevant practitioner.

- Practitioner is a trained professional who receives the analyzed data and offers more
advanced treatment.
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Figure 3: The system model of ABMR-DVPS

3.2. A Syntax for ABMR-DVPS. The scheme consists of eight algorithms, which are
defined as follows:

Setup(1*) — (mk,params): The algorithm inputs 1* as the security parameter, it
outputs the makter key mk of PKG and system public parameter params.

KeyGen(params) — (pk;,sk;),i € {a,b}: The algorithm inputs the system public pa-
rameters params and outputs original signer’s key pair (pkq, sk, ), proxy signer’s key pair
(pk:b, S/{Zb) .

AttrKeyGen(w, mk, params) — pk,.,: The algorithm inputs the designated verifier at-
tribute set w € A, where A is the universal set of possible attributes, and then outputs
attribute public key pk., = (pk,, pki1).

DeleGen(sky,w) — d: The algorithm inputs the original private key sk,, a warrant w
specified by the original signer, and then algorithm outputs delegation 9.

DVProxySign(sks, 6, pke,;, m) — 0,: The proxy signing algorithm. The algorithm inputs
the proxy signer’s private key sky, a delegation ¢, the designated verifier attribute public
key pk.,, and the message m, and then outputs the proxy signature o,,.

DVProxy Verify(sk,,, , 0, T, pkq, pky) — 1/0: The algorithm inputs the private key sk,
of designated verifier, a delegation 9, the proxy signature o, a predicate T, the public
key pk, of original signer, the public key pk, of original signer, the public key pk;, of proxy
signer. o, can be verified if T = 1, and then algorithm recovers the original message m.

3.3. Adversary Model. In our adversary model, we assume that AA and PKG cannot
be compromised, and the private information stored in AA cannot be leaked. Besides,
PKG distributes the user’s secret key via secure channels. The DA and MS are honest but
curious, which means that they exactly perform the presented algorithms and protocols,
however, they try to infer both user’s private information from the data what they have
known.
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4. ABMR-DVPS Scheme.

Setup: First, we define a universal set of possible attributes A with attribute sets in
Z,,. A dumb attribute set from Z;, which does not intersect with the universal set A, is
given as Q = {Q,Qy,...,Qy_1}, an n-element attribute set w* € A. We set a generator
randomly g € Gy, a random element o € Z; and compute g; = g% The algorithm
selects a random element g, € Gy and set g3 = ¢, computes E = e(gy,g2). The collision
resistant hash functions are constructed such that H; : {0,1}* — Gy, Hy : {0,1}* —
Zx, Fy - {0,1}2 — {0,1}"", F, : {0,1}* — {0,1}" where [;,l, are positive integers such
that [; 4+ Iy = p where p is prime.The system params = (g, g1, 92, g3, d, E, Hy, Ho, Fy, F3).
The master key mk = «a.

KeyGen: The user selects a random element x,,z;, € Z; and generates the original
signer’s key pair (sk,, pkq) = (x4, "), proxy signer’s key pair (sky, pky) = (3, g™*).

AttrKeyGen: In order to generate the designated verifier’s attribute public key pk., for
the attribute set w, the public key is built according to the steps following:

-Chooses a random polynomial ¢ of degree (d — 1) with ¢(0) = «

-Generates a new set of attributes @, where © = w U ). For each attribute attr; € @,
the algorithm selects r; € Z, randomly as the private key and computes pk;, = gg(z) .
Hy(attr;)", pk;, = g"

-Finally, it outputs pk., = (pki,, pk:,) as the attribute public key for i € W

DeleGen: To delegate the ability original signatory to the proxy signatory, the original
signatory first generates a warrant w for the proxy signer. The original signer’s delegation
8] is generated as:

0= H1 (w)‘“

and then the original signer sends the delegation (w,d) to the proxy signer.

DVProxySign: Given the delegation J, designated verifier’s attribute public key pk..,
proxy signer’s private key sky. In order to sign a message m of length ko, the proxy
signature is constructed as:

To demonstrate possessing at least £ attributes among the n-element attribute set w*,
the algorithm selects a k-element subset w’ C w N w*

-Set a dumb attribute set ) as the subset of 2 where || = d — k, selects n+d — k
elements r; € Z, randomly, where ¢ € w* U (Y

-Computes f = Fy(m)||(Fa(Fi(m)) & m)

-Computes M = Hy(E) + f

The proxy signature is constructed as:

Up = (M) 01, 0-2)
we have:

g1 = H pk’,ﬁi’s(o) . H Hl(attri)’”; -0 - H1<M)Skb
iew' Uy iew* Uy
A 5(0) rh .
ai_{pkil cgh, iewWwyuqY

7,/

, 09 = OjicwoxU)
g, 1€ w /W 2 tiSwaU

DVProxyVerify: Given the proxy signature o,, a delegation ¢, designated verifier’s
attribute private key and predicate Yy +(w). We set € = > sk.,, a designated-verifier

1EW
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accepts o, is valid if Ty ,»(w) = 1 and the following equation holds:

e(g,01) - e(g”", 65)
e(Hy(attr;), 09) - e(pkq, Hi(w)) - e(pky, Hy (M))

E = e(gl,gz)E =
[1
i€w* Uy

M —Hy(E) = f
and then the message m will be recovered [9] from f:

E(f1") @ 1 fli, = B(Fu(m)||Fa(Fi(m)) @ m|)" & (Fa(Fi(m)) & m),
= Fy(Fi(m)) & m & Fy(Fi(m))

=1m.

The accuracy of this scheme may be substantiated as follows:

e(ga 01) : 6(96717‘93)
[ e(Hi(attr;),oq) - e(pka, Hi(w)) - e(pky, H1 (M))
i€w*UQY
A (0 rh s e— a
elg. T1 vk’ O Hy(attr)" - 6 - Hy(M)™) - (g, g8)
1€w'UY
[ e(Hi(attr;),oq) - e(pka, Hi(w)) - e(pky, H1 (M))
i€ U
A; (0 rl z s e— «a
e(g, T1 phiy™ ™« Hy(attr)t - Hy(w) - Hy(M)*) - (g, g5)
. iew’ U/
[I e(Hi(attr;),o:) - e(g®, Hi(w)) - e(g®, Hi(M))
i€ew* U/
A (0 rh e— «
elg, TI pki,™ T1 Hilattr,)" - e(g=", g3)
_ iew'UY iEw*UQY
H €(H1(att7’i),0'i)
iCwr U
k,Ai,s(O) . H AV e—1 o
e(g, TI Pr;, 11 1(attry) - e(g, g5)
. i€w'UQY icwr U/
o Ais r! !
1T e(Hl(attri),pk:il’(0)-gz)- T e(Hi(attr;),g")
TEWw*UQY iew*/w’
elg. T1 87O 1 Hilattr) 2Ot e(g, T] Hy(attr)) - e(g=", g5)
o 1EW'UQY 1EW*UY 1Ew* fw!
[T e(H(attr;),gred=OFi. gy [ e(H(attr), g")
1€w*ugY 1Ew* fw!
ZA’LSO €— (67
=c(g, JI a7 e(g 08)
iew’ U

5. Security Analysis.
According the above ABMR-DVPS scheme, there are three kinds of adversaries are
considered:



108 Y. Hu, Y.F. Zhang, H. Huang, Y.P. Zhou

Type 1(A;): This adversary only has the original signer’s public key pk,, the proxy
signer’s public key pk;, the designated verifier’s attribute public key pk.,, and attempts
to get a forgery of proxy signature o,,.

Type 2(Az): This adversary has the proxy signer’s private key sk,, and attempts to
get a forgery of proxy signature o,.

Type 3(A3): This adversary has the original signer’s private key sk, and attempts to
get a forgery of proxy signature o,,.

It is obvious that if the ABMR-DVPS scheme can against A; or As, it also against Aj.
In the following, we will only focus on A, and A3 types of adversaries. Before presenting
each adversary model in detail, we first list five kinds of oracle queries with the adversary
A and challenger C:

-Attribute Oracle: For the attribute query about attribute attr; C w, C returns a hash
value H,(attr;) € Gy to A.

‘Delegation Oracle: For the warrant query about a warrant w € {0,1}*, C returns a
hash value H;(w) € Gy to A.

-Message Oracle: For the message query about a message M € {0, 1}*, C returns a hash
value H;(M) € G, to A.

-Extract Oracle: For extract oracle about an attribute set w of designated verifier, C
returns designated verifier’s attribute public key pk., = (pk,, pki,) to A where each i € w.

-Proxy Signing Oracle: For the proxy signing oracle on designated verifier’s attribute
set w where w C A and message M € {0,1}*, the Challenger C returns a valid proxy
signature o, to the adversary A.

Theorem 5.1. The ABMR-DVPS scheme is existential unforgeable under selected mes-
saging attacks in the random oracle model, in other words, there is no such probability
polynomial time adversary As who can forge a valid proxy signature.

Proof: Since adversary A, has the public key {pk,, pky, pke,} of both the signers and
verifier. Also, it has the original signer private key sk,. So, A, cannot obtain proxy
signature. the game between the challenger C and adversary As as follows:

Setup: Given Q = {Qy,Qy, -+ ,Qq_1} as the dumb attribute set. C selects g1 = g%, go =
g?, computes E = e(gy, g2) and sends public parameters params = (g, g1, g2, d, E, Hy,
HQ, Fl; Fg) to AQ.

KeyGen: C chooses random elements z, € Z; and sets the key pair (skq, pka) = (24, 9™*)
of proxy signer.

Hash Queries: C keeps hash tables Ly, Ly and L3 for the attribute queries, delegation
queries and message queries, respectively. The hash queries are as follows:

Attribute Query: Assume A; make ¢, times attribute queries, where each query on
attribute attr;, the simulations of C are as following:

Upon receiving the attribute query with respect to an attribute attr;, if the attr; is
already in the table L;, C returns H,(attr;) to Ay, otherwise:

Aif the attr; is not included in the L, and attr; € w* U, C selects a; € Z,, randomly
and returns Hi(attr;) = g% to Ay. C records (attr;, g%) in the table L.

if the attr; is not included in the Ly and attr; ¢ w* U, C selects a;, b; € Z, randomly
and returns H, (attr;) = g~%g" to Ay. C records (attr;, g% g%) in the table L.

Delegation Query: Assume 4s makes g, delegation queries, C selects p € (0, ¢gq) ran-
domly, for each query on warrant w;, the simulations of C are as following;:

Upon receiving the delegation query with respect to a warrant w;, if the w; is already
in the table Ly, C returns H;(w;) to As, otherwise:

if i = p, C selects a; € Zy randomly and returns Hy (w;) = g“; to Ay. C records (w;, g%)
in the table Ls.
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’

if i # p, C selects a;,b; € Z randomly and returns Hy(w;) = gll)i g"; to As. C records

(w;, g?ig"g) in the table Lo.

Message Query: Assume A; makes ¢, message queries, for each query on message M;,
the simulations of C are as following:

-if M; is already in the table L3, C returns the corresponding H;(M;) in the L3 to As.

-otherwise, C selcets r; € Z randomly and returns H;(M;) = g" to Ay. C records
(M;,g") in the Ls.

Extract Query: Assume A, issues an attribute key extraction query on attribute set
w such that |w* Nw| < k. We define three sets I', I, S satisfy: I' = (wUw*) N Q" and
I CI'C S with I'|=d—1,8 =T"N{0}. C generates the attribute key pk,, as follows:

for i € T', C selects two elements ;,7; € Z,, randomly. In this case, C selects (d—-1)
degree polynomial (i) = 7;. C can compute pk,, for i € I as follows: pk., = (gg(i) .
Hi(attry)", g") = (g5' - Hi(attr;)", g").

for i ¢ T", C looks up the table L; to find the record about attribute attr; and get the
corresponding a;. C selects an element r; € Zy, randomly, and let r; = Mﬁ + r;. C

a;

can compute the value (i) corresponding to i ¢ I" of the (d — 1) degree polynomial ¢()
by using Lagrange interpolation as

q(i) = Ajs(i) - q(j) + Dos(i) - q(0)
jer
C can computes pk,, for i ¢ I as follows
. Ag,5(0)b;
ko) = 93(1) - Hy(attry)" =gy ™
AO,S(i)

Pk =gy

+2 o A4os()-a(d)

C returns pk., = (pki,, pks,) for each i € (wN Q) as the public key of w.

Proxy Signing Queries: In this phrase, we will show how C simulate the proxy signature.
Assume A; makes ¢,s proxy signing queries, for each query on message M;, C' simulates
as follows:

-computes E = e(gy, go)-

-computes f; = Fi(my)|[(F2(F1(m;)) & m;).

-computes M; = Hy(F) + f;.

-computes 05 = g8 [Lic,-no Hilattr:)" Hy(w;)**= Hy(M;)**, oF = g, for i € w* N QY.

-outputs the proxy signature o, = M;, o7, o7.

Thus, C can compute

*

gaﬁ — 01
[Licoror ()% - pka' - pky’

where Hi(attr;) = g%, Hy(w;) = g“;.

If there is not a time polynomial adversary capable of forging a valid proxy signature,
we say that the ABMR-DVPS scheme can against A, existential forgery under selected
message attacks.

Theorem 5.2. The ABMR-DVPS scheme is existential unforgeable under selected mes-
sage attacks in the random oracle model, in other words, there is no such probability
polynomial time adversary Az who can forge a valid proxy signature.
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Proof: Since adversary Az has the public key {pk,, pks, pk.,} of both signers and ver-
ifiers. Also, it has the private key sk; of the proxy signer. Therefore, A3 can get proxy
signature. The following is a game between the challenger C and adversary As.

Setup: C selects a generator g € G; randomly and choosed a (d — 1) degree polynomial
q with ¢(0) = z. C sets sk, = a, pky = g1 = g%, g» = ¢°, computes E = e(gy, g») and sends
public parameters params = (g, g1, g2, d, E, Hy, Hy, F}, F5) to As.

KeyGen: C chooses random elements z, € Z; and sets the key pair (sk,,pk,) =
(Tay g°).

Hash Queries: Assume C keeps hash lists Ly, Ly and Lj for the attribute, delega-
tion, message queries. The hash queries for the attribute and delegation are similarly in
Theorem 2. Assume A5 makes ¢, message queries. C simulates as follows:

Af M; # M,, C returns Hy(M;) = ¢g" and records (M;, H,(M;)) in the table Ls.

-Otherwise, C selects 1, € Z3 randomly and returns Hy(M,) = (¢°)™ to As. C records
(M,, (¢%)™) in the table Ls.

Proxy Signing Queries: Assume that the adversary A3 makes a proxy signature query
on message M € {0,1}*. The Challenger C first generates the attribute public key pk,
using the same extration query as in Theorem 2. After, the Challenger C generates the
delegation § = H;(w)"™ using the same delagation query as in Theorem 2. Finally, the
Challenger C makes the simulation of the proxy signature query:

If M is already in the Lj, assume H;(M) = g™, C simulates the proxy signature

o, = (M,01,09).
where
o= g3 H Hy(attr;)" Hy (w)rékaM
icew*NY/

09 = {Uf}iew*rm' = {gri}iemrm’

Otherwise, C chooses r* € Z» and simulates the proxy signature o, = (M, o7, 03)

oy =95 H Hy(attry)" Hy(w)" - pky
i€w*NQY
0y = {07 Yicwne = {9" ticwne
and records (M, H;(M)) in table Ls.

C can compute

9" = . )

95 Ticuwncy (03)% - pha’ - phi]
If there is not a time polynomial adversary capable of forging a valid existential forgery
proxy signature under the selected message attacks, it turns out that the ABMR-DVPS
scheme can against As.

6. Performance Analysis.

In this section, we compare the ABMR-DVPS scheme with previous schemes to show
our scheme is better suited to the telemedicine system. A certificate-based proxy signature
scheme was proposed by Mahmoodi et al. [23], which has the ownership of the delegation,
but this system cannot achieve fine grain access control and allow for flexible privacy
control. A stronger concept of proxy signature security by allowing opponents to behave
more adaptively in oracle access. was proposed by Singh et al. [24]. An attribute-based
signature scheme, the scheme can achieve the anonymity of signer and provide precise
access control was proposed by Wang et al. [25]. But this scheme does not have the
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delegation property which is not adequate to preserve the integrity of data. Our scheme
can achieve anonymity for the user to control confidentiality in a flexible way. The signing
ability also can be delegated to proxy signer. The ABMR-DVPS scheme turns out to be
existential unforgeability in the random oracle model.

Table 1: The comparison between our scheme and the previous schemes

Scheme Mahmoodi [23] Singh [24] Wang [25] Ours

User’s anonymity No No Yes Yes
Fine-grained access No No Yes Yes
Delegation property Yes Yes No Yes
Provable secure Yes Yes Yes Yes
Data integrity Yes Yes Yes Yes
Pairing based No Yes Yes Yes
Existential unforgeability Yes Yes Yes Yes

In telemedicine system, the medical data are collected by the sensors deployed in the
body of patients. Then, the sensor communicates the data to medical server. Thus, the
performance analysis should be conducted based on the length of signature and com-
putation overhead on the sensors. In ABMR-DVPS scheme, different phases are done
by different entities. some phases are done by sensors (such as DeleVerify and DVProx-
ySign) and some by deploying authority or by medical server and therefore, we consider
the length of communicated signature (in bits) and total consumes in different phases.
The notations used in the proposed scheme: S, denotes a scalar multiplication (0.39ms),
e; denotes a pairing computation(3.21ms), H denotes map to point hashing (0.09ms). We
do not consider the operations such as elliptic point addition, X-OR addition &, hashes
Hy, Hy and modular addition. To achieve 3072 bits RSA level, length of the elements from
G, Gr and Z, are 256 (|G|), 3072(|Gr|), 256(|Z,|) bits respectively. The warrant length
and message length are denoted by |w| and |G| respectively. Due to message recovery
feature, the length of the scheme is |w| + 512 bits.

The computing costs of our scheme is smaller than scheme [24], equal to scheme [23]
and is 0.3ms more than our scheme [25], but the signature lengths among are bigger
than our scheme (differences are |m| + 256, |m| + 2560 and |m| bits respectively). Thus,
the performance of our ADMR-~-DVPS scheme is better with respect to consumes and
bandwidth. DeleGen and DVProxySign phases are executed by the sensors. However,
DVProxySign is not executed in every cycle of signing. Compared with DVProxySign,
executed more frequently, and consuming S, + 2¢; (6.81ms). This cost is bearable to a
Sensor.

Summarily, our scheme consumes 17.97ms overall which has high efficiency and due
to designed receiver and message recovery attributes, it also satisfies all four security
requirements along with shortest bandwidth. While, other schemes provide an inefficient
bandwidth or satisfy part of the security requirements only. Therefore, our ADMR-DVPS
scheme is suitable for telemedicine system.

7. Conclusions.

In this paper, we propose the ABMR-DVPS scheme in the telemedicine system. The
scheme can let a proxy signer to sign the message on behalf of an original owner and a
designated verifier to verify the proxy signature. We prove the ABMR-DVPS scheme is
existential unforgeable against As and A3z adversary. Comparison analysis demonstrates
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Table 2: Computations cost comparison

Scheme Computing costs Signature lengths
Mahmoodi [23] 4H + 4S,, + be; (17.97ms)  |w| + |m| + 768 (bits)
Singh [24] 4H + 4S,, + 5e; (18.63ms) |w| 4+ |m| + 3072 (bits)
Wang [25] 5H + 3S,, + 5e; (17.67ms) |w| 4+ |m| 4+ 512 (bits)

ADMR-DVPS 4H + 4S5, + 5e; (17.97ms) lw| 4+ 512 (bits)

our scheme is suitable for the telemedicine system. Future work will focus on the deploy-
ment of the scheme on Blockchain.
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