Journal of Network Intelligence (©2022 ISSN 2414-8105 (Online)
Taiwan Ubiquitous Information Volume 7, Number 3, August 2022

AuthPFS: A Method to Verify Perfect Forward
Secrecy in Authentication Protocols

Mingchang Ge

College of Computer Science and Engineering
Shandong University of Science and Technology
266590, Qingdao, Shandong, China
1849371528Qqq.com

Saru Kumari

Department of Mathematics
Ch. Charan Singh University
250004, Meerut, Uttar Pradesh, India
saryusiirohi@gmail.com

Chien-Ming Chen*

College of Computer Science and Engineering
Shandong University of Science and Technology
266590, Qingdao, Shandong, China
chienmingchen@ieee.org

*Corresponding author: Chien-Ming Chen
Received April 28, 2022, revised June 3, 2022, accepted July 28, 2022.

ABSTRACT. Perfect forward secrecy (PFS) is a property of authentication protocols by
which the exposure of long-term key material that is used in the protocol to authenticate
and negotiate the session key does not compromise the secrecy of the session key estab-
lished before. In this paper, we first review two recently published protocols and examine
why they do not provide perfect forward secrecy. We try to conclude some general prin-
ciples to design a protocol that fulfills perfect forward secrecy. Then we propose a method
named AuthPFS. It can verify if an authentication protocol can provide PFS. We also
utilize AuthPFS to show that another authentication protocol does provide PFS.

Keywords: Authentication protocol, Perfect forward secrecy, network security

1. Introduction. Thanks to the rapid development of computers and communication,
networks have become essential in our daily lives. People use the network to exchange
and obtain information. Due to the continuous promotion and expansion of the network,
there is more and more security issues happened. For example, the increasingly popular
e-commerce involves online payment [1-3], blockchain [4-7] portal websites, and e-mail,
which will convey sensitive information such as users’ privacy [8-12], which is likely to
be maliciously hijacked and tampered with by attackers. Once a security leak occurs, it
will cause tremendous or even unlimited losses to users. Therefore, information security
[13-17] is of great significance.

An authentication Protocol (or Authentication and Key Agreement Protocol) is the
core method to ensure information security. An authentication protocol provides two
functionalities. First, it provides mutual authentication. That is, all participants in the
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network can be authenticated. Second, it generates a shared session key for later use. All
messages transmitted through a public channel can be encrypted with this session key. In
recent years, a series of authentication protocols have been proposed for different kinds of
environments and applications, such as IoT [18-23], WSN [24-28], VANET [29-34], digital
right management [8,35], smart grid [36-38], healthcare [39-41], 5G [42,43], cloud/fog
computing [44-50], and drones [51,52], etc.

In 2013, Xue et al. [53] proposed a temporal-credential-based authentication protocol
for WSN (wireless sensor networks). In 2016, Chang et al. [54] proposed another flexible
authentication protocol for WSN. In the same year, Farash [55] proposed an improved
authentication protocol for session initiation protocol. In 2017, in order to secure Lo-
RaWAN, Kim et al. [56] described a dual key-based activation protocol. Later, Wang et
al. [57] proposed an enhanced user authentication protocol for WSN. Also in 2017, Wazid
et al. [58] proposed another authentication protocol for smart home environments. In
2018, Mahmood et al. [46] proposed a lightweight authentication protocol for smart gird
communication. This protocol is based on elliptic curve cryptography. Also in 2018, Wu et
al. proposed an authentication protocol for distributed cloud computing. In 2019, Aghili
et al. [59] described a three-factor authentication and access control protocol for E-Health
systems in IoT (Internet of Things). In 2020, Altaf et al. [60] gave a novel authentication
protocol for satellite communication network. Yang et al. [61] proposed a faster authen-
tication protocol for Industrial IoT. Also in 2020, Ali et al. [62] described an improved
symmetric key based authentication protocol for multi-server environments. Shashidhara
et al. [63] proposed a robust authentication protocol for framing service in mobility en-
vironments. In 2021, Sadri et al. [64] proposed an anonymous two-factor authentication
protocol for IoT. Wu et al. [65] described a three-factor authentication protocol for WSN
with ToT nation. Also, Rara et al. [66] proposed a lightweight authentication protocol for
WBAN (wireless body area networks).

In the authentication protocols mentioned above, the authors have tried their best
to show that their protocol is secure. They use several methods such as BAN logic,
formal proof, Proverif, etc. However, most of these authentication protocols have been
demonstrated do not provide perfect forward secrecy (PFS). PFS means that the leakage
of a long-used master key does not lead to the leakage of a past session key. In order to
show that an authentication protocol does not provide PFS, an attacker £ would have
the following abilities. 1) E can obtain a server’s long-term key (master key). 2) E has
limited /completed control over the messages transmitted over a public/insecure channel,
such as intercepting, modifying, and deleting the transmitted message. 3) F can extract
the security parameters stored in the smart card. The assumptions of PFS seems a little
bit too strong, but various of authentication protocols can provide the PFS [67-74]. It
means that PFS is vital for an authentication protocol.

In fact, there is still not an excellent way to verify if an authentication protocol pro-
vides PFS. In this paper, we propose a method named AuthPFS. It can verify if an
authentication protocol can provide PFS. We construct a directed graph by constructing
a dependency graph amount of the session key and other variables/long-term secrets. We
further utilize AuthPFS to verify three authentication protocols [71,75,76].

The rest of this paper is organized as follows. In Section 2 and 3, we briefly review
Radhakrishnan et al.’s protocol and Karuppiah et al.’s protocol. We also explain why
these two protocols do not provide PFS. Section 4 proposes a method to verify if an
authentication protocol satisfies PFS. In Section 5, we introduce another protocol that
does provide PFS.
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2. Review of Radhakrishnan et al.’s protocol. This section briefly reviews and
analyzes Radhakrishnan et al.’s protocol. This protocol contains five phases: initialization
phase, registration phase, login and authentication phase, password change phase, and
revocation and re-registration phase. Because the security weakness lies in the first three
phases, we only describe these three phases. Symbols and notations used in this protocol
are presented in Table 1.

TABLE 1. Notations in Radhakrishnan et al.’s protocol

Notation | Description

U; i*" mobile user

PW, Password of U;

1D; Identity of Uj;

S Server

E Adversary

SC Smart card

d Secret key of S

P, q Large prime integers

r, b random number

T, T Present time stamp of U; and S
SK Session Key

AT Permissible transmission delay
h(-) Cryptographic one-way hash function
| Concatenation

® Bitwise NOR operation

&) Bitwise XOR operation

2.1. Steps of this protocol.

2.1.1. Initialization Phase.

i First, Server S selects two large prime integers p and ¢, then S computes n = p X ¢,
®(n)=(p—1) x(¢—1).
ii Next, S selects e satisfying that gcd(e, #(n)) =1 and 1 < e < ®(n), e is an integer.
Besides, S computes an integer d satisfying that d = e~ mod ®(n).
iii Finally, S publishes e and n, while keeps the p and ¢ secret.

2.1.2. Registration phase. When a user U; wants to login the server S legally, he needs to
register in server S by the following steps:

i User U, first selects his identity I D;, password PW; and a random number 7 to compute
h(PW,||r). Then U; sends {h(PW;||r),ID;} to server S via secure channel.

ii After receiving the message from the U;, S generates a random number b and recovers x
by = b® mod n. Then S computes A, = h(d||b)®h(ID;), B, = h(d||ID;)®h(PW;||r)
and stores {A,, By, x,e,n, h(-)} into smart card SC. After that, S sends it back to
U;.

iii U; computes C,, = h(ID;||PW;)@r, Cy = h(ID; ® PW;) ®r and then injects {C,, C;}
into smart card SC.
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2.1.3. Login and authentication phase. When U; wants to communicate with server S, he
needs to login by the following steps:

i U; first inserts his smart card, enters his ID;, PW;, next the device will compute
r = C, ® h(ID;||PW;) and verify that if h(/D; ® PW; @ r) = Cy. If this holds, device
selects N, and computes V} = A, & h(ID;), Vo = V1 & N,, V3 = h(V4||N,) & ID;,
Vi = B, ® h(PW|r), Vs = h(Va||V5]|V4||Ty), and z = = & T,,. After that, U; sends
My ={z, Vo, V3, V5, T, } to S.

ii After receiving the message from U;, S first checks the validity of T, by comparing
the difference of T, — T, < AT. If so, S computes z = z ® T, b = 2% mod n, N} =
V2 @ h(d[[b), ID} = V3 & h(h(d|[b)||Ny), Vi = h(d||1 D7), and V5 = h(V2||V3|[Vi[|To).
S then verifies that if V;* = V5. If the equation holds, it means that S authenticates U
is legal. S generates a random number rs and further computes SK; = h(V/||N}||rs),
Vo =rs Dh(N B V), W = h(SK||N}||rs||Ts) then sends My = {Vs, W, T} back to
Ui-

iii U; checks the validity of the Ty and then computes r¥ = Vg5 @ h(N, @ V}), SK, =
R(Vy||Ny||r%), W* = h(SK,||Nu||ri||Ts). Then he verifies that if W* = W. If this
trues, it means that U; authenticates S, U; and S can securely communicate with
each other by using shared session key SK, = SK; = h(Vy||N,||rs). Fig. 1 shows the
details of the Radhakrishnan et al.’s protocol.

2.2. Cryptanalysis of Radhakrishnan et al.’s protocol. According to the definition
of PFS, when attacker E obtains the transmitted messages, the private key d of S and
the security information in the smart card, it’s easy for E to compute the session key by
the following steps.

i F can compute b = 2¢ mod n, because x is the information from the smart card and
n is public parameter that published by server.
ii Because E knows the parameters {V5,d, b}, so E can obtain N} where N} = V, &
h(d|[b).
iii With the parameters {V3,d, b, N}, E can compute I D where I D} = Vis®h(h(d||b)||N;).
iv Now E can obtain V;* = h(d||ID}), rf = Vs ® h(N; & V}).
v Finally, £ can obtain session key by calculating SK, = SKy = h(V4||Nu||rs).

Obviously, Radhakrishnan et al.’s protocol does not provide perfect forward secrecy.

3. Review of Karuppiah et al.’s protocol. In this section, we review karuppiah et
al.’s protocol and then point out that their protocol does not provide PF'S. Their protocol
includes five phases: initialization phase, registration phase, login phase, authentication
phase, and password change phase. Similarly, we focus on the first four phases because
the attack occurs in these phases. Table 2 presents notations used in this protocol.

3.1. The Steps.

3.1.1. Initialization phase. The cloud server S selects the generator ¢ lying in finite filed
77, along-term private key z,. Then S computes public key y = g**(mod p) and publishes
the parameters{g, y, p}.

3.1.2. Registration phase.
i U, freely selects his identity I D;, password PW D; and random number £ and computes
rpwd; = h(PW D;||k). U; then sends {rpwd;, ID;} to S via secure channel.
ii S computes A; = h(ID;®x;) and B; = A;®h(ID;||rpwd;). Then S stores {B;, g,y,p, h(-)}
into a smart card SC and sends the smart card back to U;.
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User U; Server S

Inputs 1 D;,PW;
Computes r = C, @ h(ID; || PW;)

Verifies h(ID; @ PW; ®r) - C,
If true, selects N, and computes
Vi=A,®h(ID;),

‘/2 = ‘/1 S N'm

Vs =h(V1 || Nu) & ID;,

Vi = B, @ h(PW; || r),

Vs =h(Va | Vsl V| Tu),
z=x7T,.

M1={z,Va,V3,Vs, T}

7

Checks validity of T, using
T,—T, < AT

If so, obtains z =z T,

and b = 2¢ mod n

Ny =V @ h(d || b),

ID} =V3& h(h(d || b) [| N;y),
Vi =h(d || IDy),

Ve =h(Va || Va || Vi || To).
Verifies V' ZV

If true, S authenticates U;.
Generates r;.

Computes SKs = h(V) || Ni || 75),
Vs =rs ®h(NF V),

W = h(SK, | N |7, | T3),
M2={Vs,W,Ts}

e_—_

Checks validity T using 7, — Ty < AT.

Computes rf = Vg @ h(N, & Vy),

SKy=h(Vy || Nu | r7),

W* = h(SKy || Nu [l r5 || T).-

Verifies W* = W.

If true, U; authenticates S

Shared session key is SK, = h(Vy || Ny || 7s) = SK.

Ficure 1. Radhakrishnan et al.’s protocol

iii U; computes N; = k @ h(ID; @ PWD;) and Ny = k ® ID; ® PW D, and then stores
{N;, N;} into the smart card SC. Now SC stores {B;, g,y,p, h(-), Ni, N; }.

3.1.3. Login phase. If U; desires to login the system, U; needs to perform the steps as
follows:

i U; first inserts his smart card SC, enters his ID; and PWD,. SC retrieves k =
N; @ h(ID; & PWD;) to compute N = k® ID; ® PWD,;.
Then SC verifies that if N; = NV, if this not holds, SC aborts the session; Otherwise,
g™ (mod p), DID = ID;& h(y™ (mod p)), and Vi = h(IDy|| A Wil (r; & k)| T.).
ii SC sends login request message {C;, W;,V;, DID,T,} to S.
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TABLE 2. Notations in Karuppiah et al.’s protocol
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Notations | Descriptions

U; User i

PWD;, ID; | Password and identity of U;

k Random number of U;

S Cloud server

E Adversary

SC Smart card

T Secret number and key of S

Y Public key of S

SK,, SK, | Session key

P Large prime number

i a random nonce selected by SC
Z, Finite field of prime order p

g Generator of Z;

T,, T Present timestamp of U; and S
AT Permissible transmission delay
h(-) Cryptographic one-way hash function
&) Bitwise XOR operation

® Bitwise NOR operaion

| Concatenation

3.1.4. Authentication phase.

i Upon receiving the login request, S first verifies the received T,. If T, is valid, S
calculates ID; = DID @ h(C{*(modp)), (r; ® k) = W; ® h(T, ® A;), and V* =
R(ID;||A;||Will(ri @ k)||T). Now S verifies that whether V.* = V;, S authenticates U;
only if the conditions hold, else the process will be aborted.

ii S computes G; = h(ID;||(A; ® (r; ® k))) and M; = h(G,||Ts) and then sends it back
to Uz

iii After receiving { M;, Ts} from S, U; verifies the freshness of timestamp T, if this holds,
U; computes G = h(1d;||(A; @ (r; @ k))) and M = h(G}||Ts) and then compares that
whether M} = M;. If this holds, U; authenticates S.

iv If the aforementioned authentications is performed, U; and S calculate session key
SK, = SKs = h(Id;||Ai||(r; @ k)||(T, & Ts)) separately for communication. Figure 2
shows Karuppiah et al.’s authentication protocol.

3.2. Cryptanalysis of Karuppiah et al’s protocol. Here we describe the Karuppiah
et al’s protocol does provide PFS. Similarly, we assume that the attacker is £, and F
can obtain the secret key xs of S, the secret information of the smart card SC' and the
transmitted message from public channel. F can obtain the session key by following steps:

i E can calculates ID; = DID @ h(C;*(mod p)), because the parameters {DID,C;}
are from public channel and p is from SC.
ii £ can obtain A; = h(ID; @ zy).
iii E computes r; ® k=W, & h(T, & A;) by T, from transmitted message.
iv After computing the parameters, F can obtain the session key SK,, = SK, = h(ID;|| A;||(r:®
k)T, & Ts)), which means that the Karuppiah et al’s protocol does not provide PFS.

4. Method to detect a protocol is fulfilling PFS. If an authentication protocol can
provide the perfect forward secrecy, we can imply the following two conditions.
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User U; Cloud server S

C
DID = ID; & h(y"®% (mod p))
Vi=h(ID; || A [| Wi || (ri D) || Tw)
{Ci,W;,V;,DID, Ty}

Inputs ID;,PW D;.

k=N, ® h(ID; ® PWD;,)

N =k®ID; ® PWD;

Verfies N/ < N,

A; = B; @ h(ID; || h(PWD; || k))
W, =h(T,® A)®(r, ®k)

= ¢"®Y)(mod p)

(Ts - Tu) S AT

ID; = DID & h(C}* (mod j

(ridk)=W, e h(T, dA;)

Vit = h(ID; || Ai || Wi (rs ¢

2

Verifies V,* =V

If true, S authenticates Uj;

M; = h(G; || Ty)

{Mins}
«— -

T' — T, < AT
Gi=h(ID; || (A;® (ri ©k)))
M; = h(G7 || Ty)

2

Verifies M} = M,;.
If true, U; authenticates S
Shared session key is SK, = h(ID; || A; || (ri @ k) || (T, ® Ts)) = SK;

FiGure 2. Karuppiah et al.’s protocol

1. This authentication protocol itself is secure against a passive attacker. On the con-

trary, a passive attacker who can extract the session key with non-negligible proba-
bility can also extract the session under a PF'S challenge with the same non-negligible
probability.

. The session key cannot be calculated directly from the protocol’s transcript (commu-

nication log) and the long-term secrets. This is also trivial as an attacker in a PFS
challenge is given exactly the transcript and the long-term secrets, and its challenge
is to extract the session key.

With these conditions, especially the second condition, we propose a method /benchmark
to detect whether an authentication protocol satisfies PFS. The idea is to use graph anal-
ysis to assert that the session key cannot be directly derived from the transcript and the
long-term secrets. The steps of our benchmark are as follows.

1. To examine whether an authentication protocol is fulfilling PFS, we construct a

directed graph by constructing a dependency graph amount of the session key and
other variables/long-term secrets. Taking the session key SK as the central node of
the graph, whenever there is a viable computation from some variables to the session
key, these variables would become nodes on the graph, and directed edges will be
drawn from those nodes to a node representing the session key. We perform this
operation recursively on every node in the graph.
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2. Then, we color all nodes that are either long-term secrets or have been sent directly
in the communication.

3. Next, all incoming edges of colored nodes are deleted. Judge whether the protocol
meets the PFS through the graph composed of the remaining nodes.

4. Finally, after the above steps, we say that the protocol satisfies PFS if there is a root
in the formed graph that is not colored. Otherwise, we say that the protocol does
not meet PFS if all the roots of the formed graph are colored.

Note that some of the functions/operations in the protocol are invertible so that the
dependency is bi-directional. For example, a = h(b, ¢) we say a is depended by b and c¢ if
h is a one-way function. However, if h is a invertible function (e.g. h(z,y) = = @ y), the
variables a, b, ¢ are depended from each other. Moreover, some variables can be calculated
by two or more different equations. For example, x = ¢®® mod p, z can be computed
via (¢%)> mod p or (¢°)* mod p where g* and ¢® are some other values used/sent in the
transcript. Thus, alternative dependency will be needed. The variable z in this example
will be dependent on either of the set {g, a, b, p} or {g%,b,p} or {¢° a,p}. The node z will
be colored if any one of the roots of these dependencies are all colored.

4.1. Examples. The following dependency graphs shown how the session keys can be
derived in different protocols as all the roots of the session key are colored.

4.1.1. Verifying the Radhakrishnan et al.’s protocol. First, the calculation to SK requires
variables {Vy, Ny, s} because the formula SK = h(Vy || N, || 75). We add these vari-
ables around SK, draw the arrows from variables to SK, and continuously analyze the
newly added variables according to our rules recursively. The calculation of r, requires
{V4, Vs, N}, the calculation of N, needs {V5,b,d}, the calculation of Vj needs {d, ID;}
or {r, B,, PW;}, the calculation of I D; needs {V3,d, b, N,,}, and the calculation of b needs
d. By analogy, the relationship calculation diagram can be shown in Figure 3.
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- \\
ol O\ )
77N \, , \
s ) N, ‘\\VZH—K Vi)
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/
P ,/
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./

FIGURE 3. Step 1

(2) Next, we color all nodes which are either long-term secrets or have been sent di-
rectly in the communication. There nodes are {V,, V3, V,, V6,2, T,, ID;,d}. E can obtain
d and {V,, V3, Vs, Z,T,} through the common channel. Because V; can be calculated by
different equations, for example Vy = h(d || ID;), and the ID; can be derived from the
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obtained common channel nodes d and V3, the I D; and V, also need to be colored. The
coloring result is shown in Figure 4.
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FIGURE 4. Step 2

(3) Finally, all the incoming edges of the colored nodes are removed, and whether the
protocol satisfies PFS is judged by the graph composed of the remaining nodes. As shown
in Figure 5, all root nodes in the graph are colored. SK can be calculated. Therefore,
the protocol does not satisfy PFS.
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FI1GURE 5. Final Result of Radhakrishnan et al.’s protocol

4.1.2. Verifying the Karuppiah et al.’s protocol. (1) First, the calculation to SK requires
variables {T,,Ts, k, A;, ID;,r;} because the formula SK = h(ID; || A; || (ri @ k) ||
(T, & Ts)). We add these variables around SK, draw the arrows of variables to SK, and
continuously analyze the newly added variables according to our rules recursively. The cal-
culation of A; requires { B;, rpwd; } or {xs, I D;}, the calculation of r; needs {k, W;, T,,, A; },
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the calculation of k needs {N;, ID;, PWD;} or {W;, A;,T,}, and the calculation of ID;
requires {DID, C;, X;}.

(2) Next, we color all nodes which are either long-term secrets or have been sent directly
in the communication. These nodes are {C;, DID, x5, W;,T,,Ts}. This is because 1D;
and A; can be calculated by different equations, and there is a feasible calculation. So
{ID;, A;} are also colored.

(3) Finally, all the incoming edges of the colored nodes are removed, and whether the
protocol satisfies PFS is judged by the graph composed of the remaining nodes. The
final result is shown in Figure 6. All root nodes in this graph are colored. SK can be
calculated. Therefore, the protocol does not satisfy PFS.
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F1GURE 6. Final Result of Karuppiah et al.’s protocol

5. Another Protocol satisfies PF'S. This section briefly reviews Chen et al.’s protocol
[71] which is published recently. This protocol has been demonstrated to provide PFS.
We use the proposed method to show that their protocol indeed provides PFS.

Chen et al.’s protocol [71] consists of three phases: initialization phase, registration
phase, and login and authentication phase. Symbols and notations used in this protocol
are presented in Table 3.

5.1. The organization of the protocol.

5.1.1. Pre-deployment phase. Before S and D; are authenticated, a shared key K is first
assigned to S and D;, so that D; can encrypt its own identity in the later registration
phase. The shared key between the two is only known to S and D;, and is inaccessible to
other devices and personnel.

5.1.2. Registration phase. Figure 7 shows the IoT device registration phase. The detailed
steps are described as follows.

i D; chooses an identity ID; and password PW;, then encrypts the identity ID; of D
using a symmetric encryption algorithm to gain a pseudo-identity of the IoT device
RID; = Enci(ID;). Thereafter, the IoT device sends the registration request R, and
pseudo-identity RID; to S through a secure channel.



744

ii Next, S generates the validity period ETime and subsequently decrypts the pseudo
identity to gain the device identity after receiving the registration information ID; =
Desi(RID;). In addition, S encrypts the private key of S and the identity of D; to
gain A = h(ID; || K || ETime) and B = h(ID; || Kj).
for D; and also generates a series of pseudo-identities STD;(i = 1,2,3---) for its use.
Then, S sends the calculated {A, SID; , B, C;} to D; through a secure channel.

Finally D; encrypts the received C; using a PUF to gain R; = PUF(C;).
quently, it encrypts its own identity and password to gain V', which is used by D;
during the login phase. The parameters {ID;, SID;, A, B,V} are stored in its own
memory, and R; is sent to S. S stores {C;, R;, RID,., ETime} in its own memory.

11
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TABLE 3. Notations in Chen et al.’s protocol

Notations | Descriptions

D.S [oT device, server

D; ith ToT device

RID; Dis pseudo identity

PW; D!s password

K, Private key of .S

K Shared key between S and D

Ci,R; Response pair of D;

PUF Physically unclonable function

SID; pseudo identity of S, (1 =1,2,3--+)
11, 15, T3 | Time stamp

T, 71" Permissible transmission delay

N;, N, Nonce geenrated by D; and S

E The adversary

h(-) Cryptographic one-way hash function
@ || Bitwise XOR operation, concatenation operator
SK Session key

Therefore, S generates C;

compute R; = PUF(C;)
V =h(ID; || B || PW;)
Store {ID;, SID;, B, A,V} into D’s memory

D, S
choose ID;, PW;
compute RID; = Ency(ID;)
Generate: R,
Rg,RID;
Pick Etime
compute ID; = Desy(RID;)
Compute A = h(ID; || K || ETime)
B=h(ID; || K)
Generate C;
Generate a set of shadow identities SIL
A,B,C;,SID;

F1GURE 7. Registration phase of Chen et al.’s protocol
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5.1.3. Login and authentication phase. The detailed steps are listed in Figure 8 which
shows the authentication phase with S and the login phase of D;.

Input 1D;, PW;
Generate N;

RID; = Encg(ID;)

Vi = W(ID; || B || PW;)
Verify V; = V
Compute ¢ = RID; || N;

c¢,SI1D;,UT,
—

Verify To, — T7 < T
Find RID; through SID;
Compute ID; = Desy(RID;)
B=n(ID; || K.)
A=h(ID; || K, || ETime)
U'=hB| N || AlTh)
Verify U’ = U
Generate N,
Compute G = N; @ (Ng || ;)
W =n(A| B || N; || Ny)
SK =h(ID; || Ny || N; || Ci || Ri)
GW,T,
Verify T3 — To, < T"
(N; || C) =N, &G
W' =h(A| B || N; || N)
Verify W’ - W, abort if false
SK = h(ID; || N | Ni || Ci || i)

FI1GURE 8. Login and authentication phase of Chen et al.’s protocol

5.2. Cryptanalysis of Chen et al.’s protocol. Here we use the proposed benchmark
to verify that the protocol meets PFS. According to our rules, taking the session secret key
SK as the center, the relevant variables that can be used to calculate SK are extended
to the four sides of the graph in turns.

(1) First, the calculation to SK requires variables {ID;, Ns, N;,C;, R;}. Because the
formula SK = h(ID; || Ns || N; || C; || R;). We add these variables around SK, draw
the arrows of variables to SK, and continue to analyze the newly added variables ac-
cording to our rules recursively. The calculation of R; requires C;, the calculation of
ID; needs {K, RID;}, the calculation of N; needs {C,ID;, RID;}, the calculation of Ny
needs {C;, N;, G}, and the calculation of C; needs {N;, Ny, G}, the calculation of G needs
{N;, N, C;}.

(2) Next, we color all nodes which are either long-term secrets or have been sent directly
in the communication. There nodes are { K, C, G}. But he cannot gain RID;, so RID; is
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FI1GURE 9. Final Result
not colored.

(3) Finally, all the incoming edges of the colored nodes are removed, and whether the
protocol satisfies PFS is judged by the graph composed of the remaining nodes. The final
result is shown in Figure 9, where a root node RID; in the graph is not colored. Although
attacker A knows the secret key K, he cannot gain RID;, and SK cannot be calculated.
Therefore, the protocol satisfies PFS.

6. Conclusion. In this paper, we first review two authentication protocols, Radhakrish-
nan et al.’s protocol, and Karuppiah et al.’s protocol. We also explain why these two
protocols do not fit PFS. Then we propose a method named AuthPFS. It can verify if an
authentication protocol can provide PFS. We also utilize AuthPFS to show that another
authentication protocol does provide PFS. With AuthPFS, we hope researchers can use
it to verify whether their authentication protocols satisfy PFS.
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