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ABSTRACT. Car sharing service is an innovative way of transportation, which can im-
prove the efficiency of traffic time. However, the traditional centralized scheme faces
the problems of high cost, low efficiency, and difficulty in restricting non-compliance.
We propose an automobile sharing scheme based on consortium blockchain, which uses
the Honesty and Practical Byzantine Fault Tolerance (HPBFT) method, combines per-
sonal credit with automobile identity, and combines reward and punishment mechanisms
to restrict and reduce malicious default events. Smart contract standardizes the entire
transaction process and allows transaction data to be tracked throughout. In this sce-
nario, we verify that the HPBFT algorithm achieves at least 36.52% higher throughput
and 15.71% lower response latency than the Practical Byzantine Fault Tolerance (PBFT)
through the Hyperledger Fabric open source framework.

Keywords: Car-sharing; Consortium blockchain; Data security; Smart contract; Hy-
perledger Fabric;

1. Introduction. Automobile sharing is a new service mode through organizational in-
novation, human-vehicle redistribution, resource sharing, and resource utilization. Its
emergence has solved the traffic problems in urban areas to a certain extent, such as road
traffic congestion, fuel combustion pollution, and parking shortage caused by the increase
in the number of vehicles [1, 2]. The car sharing system provides the benefits of using
private vehicles without the cost and responsibility of ownership. Users can use their
smartphones to book and rent shared cars on the online service platform in the system.
However, since information is transmitted through public networks, malicious attackers
can easily eavesdrop, forge, delete and modify information [3]. If the digital key or code
for access control is exposed, malicious attackers can completely control the shared car
and steal it. The system must therefore ensure a credible network environment for secure
communications. In addition, it also needs the authentication function to check whether
the user has the right and ability to drive the car. Users must submit their information
(identity and driving license) to service providers when applying for car-sharing services
[4, 5]. Service providers need to verify that customers have the right and ability to drive
before enjoying car-sharing services through service providers.

In traditional car sharing systems, user information and service information can be
stored and controlled in a centralized service server. However, centralized servers are
subject to a single point of failure from a malicious attacker. Once the data server is
compromised, all transaction records are deleted and difficult to recover. In addition, if
a user commits fraud during car sharing and the shared records are tampered with or
rewritten, it will be difficult to obtain evidence of a user’s crime from these records. In
addition, if users commit fraud in the process of car sharing, and the shared records are
tampered with or rewritten, it is difficult to obtain criminal evidence of users from these
records, and the disclosure of stored information will bring serious privacy problems [6, 7].
Therefore, although the emergence of car sharing system can alleviate traffic problems,
it also has the following problems: 1) users are denied access to transaction details, and
malicious tampering is not supervised; 2) The lack of supervision by the enterprise and
the government in the transaction process leads to the abuse of resources; 3) There is no
code of responsibility between the company, the user and the car when problems arise.

Blockchain is considered a credible data storage technology and is essentially a decen-
tralized distributed book database[8]. Data is maintained by multiple nodes in the de-
centralized network, and the special chain storage method effectively ensures the tamper-
proof and traceability of data, which will not cause data leakage and loss when a single
node breaks down [9]. The consortium blockchain will authenticate and manage the rights
of nodes joining the network and will not make the data public. Therefore, it is suitable
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for dealing with business scenarios that require consensus among organizations. So it is
suitable for dealing with business scenarios that require consensus among organizations.
In order to solve the above problems, we propose a car-sharing scheme based on the
consortium blockchain. The main contributions of this paper are as follows.

1. Proposed a framework of car-sharing solution based on consortium blockchain, de-
fined the responsibilities of each component and the workflow of this scheme;

2. A smart contract suitable for the platform scheme is designed to standardize the
transaction details, record the whole process of vehicle usage records, and facilitate acci-
dent accountability and information traceability;

3. An Honest Practical Byzantine Fault Tolerant (HPBFT) algorithm is proposed,
which combines the personal credit system with vehicle identity and uses reward and
punishment mechanism to limit user malicious behavior. The experimental results show
that the throughput of HPBFT is 36.52 % higher than that of Practical Byzantine Fault
Tolerant (PBFT) in this scenario.

The research background and work of this paper are introduced above, followed by the
related work of this paper. There are component architecture, the working process of the
system and the detailed design of the smart contract in the next chapter. The fourth
chapter introduces HPBFT improvement ideas of the algorithm. The fifth chapter is
the experimental part, which builds a test environment based on the Hyperledger Fabric
open-source framework for testing and results analysis. The last chapter summarizes the
work of this paper.

2. Related work. In recent years, the emergence of blockchain technology and its de-
centralized, tamper-proof and secure features have inspired some researchers to study
the field of car sharing. Valastin et al. [10] proposed a smart contract running Solidity
language to realize a car sharing system based on Ethereum. Kim et al. [11] proposed
a distributed car-sharing authentication protocol and provided mutual authentication for
the proposed model through Automatic Verification of Internet Security Protocols and
Applications (AVISPA) and The Burrows Abadi Needham (BAN) logic analysis. Xu et
al. [12] proposed a blockchain network for car sharing data pricing using the Stackberg
game. Vaidaya et al. [13] discussed the security and privacy issues in vehicles and put
forward explicit requirements for car sharing systems. Zhou et al. [14] used Hyperledger
Fabric to verify the proposed distributed car-sharing control system, showing that the de-
ployment of smart contracts can effectively improve data security and trust. Although the
above solution solves the basic problem of combining car sharing system and blockchain,
they make no effort to establish and maintain the relationship between individual credit,
service providers, and regulators, which makes it impossible to confirm and trace the
responsibility once malicious acts arise.

Based on the related work, there is no complete solution system for the malicious
behavior of users and the regulation of government enterprises in the car sharing field, so
this paper proposes a solution for car sharing based on the consortium blockchain and an
optimized HPBFT algorithm based on this scenario.

3. Car sharing platform framework. Considering that the platform is composed of
many companies and the data involves personal information and privacy, we use the
consortium blockchain as the platform infrastructure, which can strengthen the control of
data access, and the data is not open to the public, and effectively protect the interests
of users [15].
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3.1. Overview. Based on the current transaction flow of the shared platform, we de-
signed the platform framework as shown in Figure 1. The framework can be divided into
four parts. Ministry of Transportation, service operators, blockchain networks and users.
Here are the details of each section. Transportation Department: The transportation
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F1GURE 1. Component Architecture.

department plays an important role in the transaction verification stage. The transport
department can check the use of vehicles, that is, order information, to see if there are
traffic violations and whether the user’s real-name information is verified. Standardize
user and vehicle behavior through traffic rules and vehicle operation rules.

Car Rental Service Providers: Provide vehicles for users to use. The service operator
needs to register the vehicle information into the blockchain network through a smart
contract. The traffic department first audits the qualification of the service operator,
checks the vehicle information after the audit is passed, and completes the encryption
of the vehicle information after all are passed. The service operator has the right to
check the user’s order information and confirm the authenticity of the order, and after
reaching a consensus with the nodes of the transportation department, generates a block
and conducts transactions on the chain.

Blockchain Network: A blockchain network is formed by connecting users, service op-
erators, and transportation departments to the network layer. The various actions of the
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four actors are carried out under the constraints of smart contracts, and the consensus
mechanism ensures the consistency of the data of each node.

User: It is the initiator of the transaction and the user of the vehicle. The user initiates
the request and registers the corresponding information (user identity information and
user driving qualification) into the blockchain network, and the smart contract completes
the verification of the information, packages the information to generate blocks, and writes
them to the blockchain after consensus is completed. Users can check the car status and
billing rate through this system. After initiating a transaction, the service provider and
the transportation department will reach a consensus. After the transaction is approved,
they can get the right to use the car.

Vehicle: Each vehicle is equipped with a multi-sensor matrix and the real-time data of
the car will follow the end of the user’s order for uploading operation. The final vehicle
data is stored in the blockchain network for retention as a basis for user accident recovery
and information traceability.

3.2. Workflow. The workflow of the proposed car-sharing is shown below.

1. The rental car service operator registers the vehicle information on the blockchain
and requests the vehicle nodes to upload the current status. Users use the client to register
personal information and complete user registration after verification by the transporta-
tion department.

2. The user selects a suitable vehicle by checking the status and unit price of the car
and initiates a request.

3. The transportation department verifies the user’s information and the user’s driving
qualification, the service operator verifies the user’s information, the user’s wallet balance,
and the vehicle status, and the user confirms the transaction after passing. The transac-
tion information is packaged to generate blocks and written to the blockchain after the
user’s confirmation is correct. The user gets the right to use the vehicle.

4. After the order is completed, the traffic department and the service provider confirm
the illegal information and vehicle status information during the process of user access.

5. After the confirmation is correct, the user’s wallet balance is deducted, the transac-
tion ends and the user lose the vehicle right.

3.3. Design of Smart Contract. The smart contract is a protocol that is executed
in a computer in the form of chain code and it allows for trusted transactions without
third parties [16]. The smart contract settings mainly include three aspects: information
registration, transaction commencement, and transaction termination. Combined with
the system workflow, a set of smart contracts has been redesigned.

1. Information Registration. Information registration occurs when the rental car service
operator registers vehicle information and new users register, and the smart contract
completes the verification of vehicle identification information and user qualifications,
and finally uploads vehicle information and user information to the blockchain network
respectively to complete the information registration contract. The registration of vehicle
information and user information can be executed independently. The pseudo-code for
the above process implementation is as follows.



1008 D. Zhang, M. Zhou, L.-W. Qu, H. Chen, J.-J. Mo and F.-X. Yu

TABLE 1. Information Registration
Algorithm 1: Information Registration
Input: information
if the information is valid then
calculate info hash with UUID (vehicle id or user id)
if the info hash is new and the qualification pass then
create a new record

end
fill the record with information
upload the record

end

2. Transaction Commencement. Users use the client to know the status of the vehicle
for model selection. If the vehicle operation information is normal, then the order can
be submitted. The smart contract will confirm the identity of the vehicle ID and user
ID, and then bind the user and vehicle to generate an order after the audit. The order
information includes user ID, vehicle ID, order initiation time, car start time, car end
time, order completion time, and other transaction information. The pseudo-code for the
above process implementation is as follows.

TABLE 2. Transaction Commencement
Algorithm 2: Transaction Commencement

Input: user, vehicle
if the user’s driving qualification is valid then
check vehicle status
if the status is normal then
calculate order hash with order id
if order Hash is new then
create a record that contains this transaction

end
upload the record
else
report a vehicle for repair
end

3. Transaction Termination. The order terminates by parking the vehicle in the parking
space and the client automatically initiates a transaction termination request. The digital
signatures of the user and the vehicle are first verified and authorization of the vehicle is
stopped. The traffic department and service operator check the vehicle status information
and violations and then update the vehicle information to keep the vehicle information
real-time. If the damage to the vehicle is caused by that user’s road violation, the user
will pay for the required repairs. The pseudo-code for the above process implementation
is as follows.
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TABLE 3. Transaction Termination
Algorithm 3: Transaction Termination

Input: order
if order State is terminated then
query vehicle information and fill the information of the order
take back vehicle authority
if the vehicle status has an abnormal violation record then
transportation department decides on punitive measures
the cost increase with the violation fee

end

deduct fees from user Wallet

update information on the transaction
end

4. Optimized Consensus Mechanism. The characteristic of the PBFT consensus al-
gorithm is that it can tolerate the adverse effects of some fault nodes and chaotic nodes
on the network, and has polynomial-level algorithm complexity [17]. However, due to
the consensus protocol, PBFT has a high probability of malicious master node election,
high communication complexity, and poor dynamic scalability [18, 19]. Therefore, we
improve the traditional PBFT algorithm from the three aspects of the main node election
mechanism, communication complexity and scalability.

4.1. Node Status Description. We describe the different consensus behaviors of nodes
in different states of the consensus process by the scores calculated from the nodes’ per-
formance in each consensus round and define it as the honesty degree. The nodes with
excellent consensus performance are rewarded to increase the incentive for them to reach
consensus, and to improve the efficiency of consensus. Additionally, in order to ensure
that there are no branches in the PBFT algorithm, the total number of nodes N in the
network and the number of byzantine nodes f satisfy Equation.1, there can be at most
f byzantine nodes in a network of N nodes, so at least four nodes are required to reach
consensus in PBFT with one master node [20].

N>3f+1 (1)

All nodes in the network are given excellent and good status integrity in the proportion
of 1:3 during the initialization of the consortium blockchain network. As the number of
consensus increases, there will be a large gap in the honesty between nodes, and the nodes
involved in consensus will change thus improving the efficiency of the execution of the
consistency protocol.

The honesty level is divided into four levels to describe the behavior of nodes. When
byzantine behavior is too numerous or the behavior is too long, we remove nodes from
the network and authenticate them again before they can join the network. However, a
majority of nodes in the consortium blockchain are honest nodes, so a smaller range is set
to mark such nodes, and the other three states respectively are equated to a magnitude of
10-90. If the node status is excellent, it proves that the node can participate in consensus
and has the right to be elected as a master node; if the node status is qualified, the node
can participate in consensus but cannot be elected as a master node; if the node status
is average, the node cannot participate in consensus and can only synchronize consensus
results; if the node status is poor, it will be kicked out of the blockchain network and
the network administrator will again authenticate and The network administrator can
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join the network after authenticating and verifying the node again. The state transition
diagram of the node is shown in Figure 2.
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F1GURE 2. Node State Transition Diagram.

Where H; is the honesty of nodes, C'IN is the set of nodes participating in consensus,
and SN is the set of nodes that only synchronize the consensus results and out of the
consensus process. After network initialization, the integrity of nodes is adjusted accord-
ing to the consensus performance of nodes in the previous round, and the integrity is also
updated during checkpoint protocol implementation. If a node shows malicious or wrong
behavior in the consensus process, it is considered that the stability of the node is poor,
and the honesty degree should be reduced to punish the node and limit the behavior of
the node in the consensus process. If the node actively participates in the consensus and
contributes to the final consensus consistency, it is considered that there is room for the
node to rise in status and increase honesty to motivate the node’s behavior in the next
consensus.

4.2. Consistency protocol optimization. HPBF'T specifies that each node maintains
a Node Member List (NML) locally, which records the basic node information such as
the number of current system nodes, identity information, IP address, honesty degree and
block summary [21]. In order to ensure the correctness of the integrity, nodes need to
update the summary information of corresponding nodes in NML in time. It is defined
as the summary of the information stored at the node calculated by the node. Figure 3
shows the consensus process of the HPBF'T algorithm.
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FI1GURE 3. The Flow of HPBFT

Process 1. Starting the blockchain network, giving the initial honesty to the consensus
nodes, and electing the master node in the consensus node collection to prepare the
consensus.

Process 2. The client ¢ sends a message request to the node CN; with the mes-
sage format (REQU EST, o,t,c). where o is the specific operation requested, ¢ is the
timestamp appended by the client at the time of the request, and ¢ is the client number.
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Process 3. After C' Ny receiving the request message from the client, the master node
verifies the correctness of the signature of the request message from the client, discards the
illegal request, and assigns a request number n to broadcast the Pre-prepare message to

other nodes in the consensus node collection. The message format is <<PRE — PREPARE,

n,dp, p), m> , m is the message content, dj, is the new block summary calculated by the

master node, p is the current master node’s serial number, and enters the Prepare phase.

Process 4. Replica CIN; in the consensus node collection receives the PRE—PREPARE
message, verifies whether the message signature is correct and whether the message with
number n has been received, the node % calculates the message digest d of request m,
and updates d; , = d,, d;; = dto NML. illegal requests are discarded, if the node ¢ has
received 2f41 verified If the node 2 receives 2f41 validated pre-prepare messages, it sends
a PRE — PREPARE message in the format (PREPARE,n,d;, ) to other nodes
in the consensus node collection, and the consensus enters the confirmation phase.

Process 5. Similarly, the node 2 receives the PRE — PREP ARFE message and ver-
ifies the signature and number. The d and d; of the messages sent by different CIN
nodes are compared, and if 2f4+1 validated PRE — PREPARFE messages are re-
ceived, a COM M IT message is sent to the replica node CN. The message format
is ((COMMIT,n,d;, i), Dipcar) and Djpeqp is the set of message summaries sent by
each node saved by the node 1.

Process 6. After receiving 2f4+1 commit messages, the node ¢ sendsa REPLY SY NC
message to the client and SN node in the format (REPLY SY NC,n,t,c,r,1), n is
the message number, t is the timestamp, c is the client, r is the message summary returned
to the client, r is this node number.

Process 7. If the client and the synchronous node receive 2f+1 identical REPLY SY NC
messages, the client’s request has reached network-wide consensus and the synchronous
node completes writing the block to the blockchain. Each node in the network calculates
and updates the honesty and local NML to prepare for the next round of consensus.

4.3. Reward & Punishment Mechanism. In the consensus process of the HPBFT
algorithm, the node % obtains the message digest Djocai(j) computed by other nodes
through a three-stage consensus (node % is used as an example). The hash Djyeqi(2) is
subjected to the operation of Eq. 2, respectively.

Dlocal(j)p @ Dlocal(i)p(p - 07 1? 2...m — ]-) (2)

According to equation 1, it can be determined whether a Byzantine node appears in this
consensus round. If a Byzantine node appears, then the node ¢ will take the initiative to
request the digest d;, from the current node number k in Djpeqi(g) from node j. The
determination of the Byzantine node can be divided into two cases.

1) If no hash result is received or received inconsistently, the node j is considered a
Byzantine node.

2) If the received hash result is consistent with the local hash value of the node ¢, then
the node numbered p is considered to have an error in the digest calculation and the node
p is a Byzantine node.

A node is considered to become a Byzantine node if it shows evil or faulty behavior.
Therefore, we record three parameters of node production block number Cyper, , malicious
count Ceyiting, and fault count C'qq¢ as the evaluation criteria of consensus performance.
When Byzantine behavior occurs, a timer T with timing time Tipreshoa is started to
record the time of node Byzantine behavior. In order to avoid that the master node will
still participate in consensus as the master node after Byzantine behavior, so the honesty
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after the previous round of consensus is used as a reference, and the formula for consensus
performance is shown in Equation.3.

Chioc T; (Ceviting+Crauit)
H:—l + Nt;i Z - fau 111 S Tthreshold
H: et oc Z Ti(Ceviling+Cfault) (3)

=1
0 le, > Tth'reshold
Where H} is the honesty of the current consensus, H;" ;is the honesty of the previous
round of consensus,T;is the time when Byzantine error occurs in node ¢. The node ¢ can
only improve its honesty and thus restore its original consensus right through excellent
consensus performance.

5. Experimental Results. In this experiment, we use Docker container virtualization
technology to simulate multiple nodes for experiments under the same LAN on the three
servers [22]. The Java SDK simulates the transaction request initiated by the client by
sending HTTP requests and uses the Caliper test tool to record the delay and through-
put of the request. We build the underlying blockchain framework of Hyperledger Fabric
by applying HPBFT and traditional PBFT respectively and conduct a comparative ex-
periment on the throughput and response delay of the shared car blockchain application
proposed in this paper [23]. With a timer threshold value of 5s, we analyze the algorithm
by theoretical and experimental results. The hardware configuration is shown in Table 4.

TABLE 4. Hardware Configuration

Disk Bandwidth Operate
CPU Memory (in G) (in MBps) Systom
Intel Xeon 5660
@2.2GHz 24 cores 128G 256, SSD 1000 CentOS 7
Intel Xeon 5660
@2.2GHz 24 cores 128G 256, SSD 1000 CentOS 7
Intel Xeon 5660 198G 256, SSD 1000 CentOS 7

@2.2GHz 24 cores

5.1. Throughput Analysis. Throughput is an important indicator to measure the
blockchain system, which refers to the number of transactions processed by the system
in unit time. In the blockchain field, it is usually regarded as the transaction volume
(Transactions per Second, TPS) per unit time [24]. The calculation formula is shown in

Equation.4 below.
TPS — Transactionsa; (4)
At
Where At is a certain length of time interval, Transactions is the volume of trans-
actions in the blockchain system during the time. The number of nodes and the number
of block transactions in a blockchain network affect the calculation of throughput. There-
fore, we specify that each block contains 100 transactions, the block generation interval is
2s, and a single client sends 500 requests per second to test the throughput under different
numbers of nodes, and the average results after five experiments are shown in Figure 4.
As can be seen in Figure 4, the throughput of both algorithms is more stable with an
increasing number of nodes for a different number of nodes, and the throughput of the
HPBFT algorithm is always higher than that of the traditional PBFT algorithm. The
throughput difference decreases from 155.31 to 134.06, indicating that the rate of decline




Shared Car Platform Scheme Based on Optimized PBFT Algorithm 1013

in HPBFT throughput is less than that of PBFT, while the throughput difference of the
HPBFT algorithm improves by 44.14
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F1GURE 4. Comparison of Throughput.

5.2. Latency Analysis. Response latency is another performance indicator of the blockchain
consensus algorithm, which is the time difference between a request sent by the client and
the response received [25]. Since there is a certain error in the calculation of a single
request, we use to send three sets of the random number of requests and calculate the
average of the three sets separately before performing the average calculation to get the
final value. We also specify the number of transactions per block to be 100 and the block
generation interval to be 2s for the test configuration, and the results are shown in Figure

5.

As can be seen in Figure 5, the difference in response latency between the two algorithms
is not very obvious when the number of nodes is small, and it is difficult to distinguish
them in the actual application system. However, when the number of nodes increases,
the delay difference between HPBFT and PBFT increases from 39.94ms to 589.71ms,
indicating that HPBFT has superior delay performance to PBFT when the number of
nodes is high. The trend in the figure shows that HPBFT is more stable and has shorter
response latency. In the car-sharing field, this performance is sufficient to carry the
request pressure of car-sharing platform users, so it can meet the current applications in
the car-sharing industry.

6. Conclusions. This paper proposes a car-sharing scheme based on a consortium blockchain,
uses the honesty-based HPBF'T consensus algorithm to define node state transition, solves
the problem of electing a faulty master node, and uses a reward and punishment mech-
anism to punish Byzantine nodes to improve the enthusiasm of nodes in the network.
Transactions are standardized and automated by deploying dedicated smart contracts to
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each node. The combination of blockchain and car-sharing systems provides a stable and
efficient blockchain platform that solves the privacy and traceability of user data and fea-
tures high stability, low latency, and Byzantine fault tolerance. Through experiments, the
results show that the throughput of HPBFT is at least 36.52% higher than that of PBFT,
and the response delay is at least 15.71% lower, which proves that the improved consensus
algorithm and smart contract can be applied to the shared car blockchain system.

In future work, we will optimize the consensus algorithm, and the currently proposed
scheme requires a polynomial level of communication between nodes for each transaction
consensus. In this paper, personal credit and node honesty are bound as node evaluation
conditions in the consortium blockchain. In addition, the consortium blockchain node
authority has strict control management, so the nodes can be considered as honest nodes
in theory. Therefore, it can also optimize the consistency protocol, reduce the response
delay again, and provide a good experience for larger point-to-point network scenarios.
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