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ABSTRACT. Due to resource constraints, cloud computing has high latency and network
instability. Along with it, fog computing and edge computing to alleviate the problems
faced by cloud computing. Fog computing and edge computing can process resources in
a lower network structure, especially edge computing can be closer to the user layer. To
ensure the security of network communication in the edge computing environment, we
propose an efficient authentication protocol that protects users’ privacy and can prove
to be secure, which truly gquarantees anonymity. The security analysis includes informal
security analysis, Real-Or-Random (ROR) probability analysis and ProVerif verification
tool. The performance analysis includes three aspects: security, computational cost and
communication cost. By comparing with relevant protocols, it is proved that the proposed
protocol not only has better security, but also ensures higher performance.
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1. Introduction. With the rapid development of the Internet, various issues have been
applied to the Internet of things [1, 2, 3, 4, 5] such as vehicle [6, 7, 8, 9], healthcare
(10, 11, 12, 13, 14, 15, 16], and 5G [17, 18]. Due to resource constraints, cloud computing
services [19, 20, 21, 22, 23, 24] are facing high latency and network instability. To improve
the processing speed of user requests and the security of the network, the edge computing
services [25, 26, 27, 28] place servers on the edge of the environment and store content as
close as possible to the clients with requirements, so as to reduce the delay and improve
the loading speed. In fact, the concepts of edge computing and fog computing [29, 30, 31]
are very similar, and in some cases can even be interchangeable. But the main difference
between them is the location of data processing. The data processing of fog computing
is mainly carried out in the gateway or fog node. Edge computing services can place
computing resources closer to devices or users for processing. In this context, edge com-
puting technology has attracted more and more attention. Edge server can be applied
in online banking, which ensures higher security and provides users with specific data
through decentralized network model. In remote monitoring, the use of the edge server
can ensure the centralization of requests and make them more effectively transmitted to
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the source server. For autonomous vehicles, which require lower network latency during
driving, the use of edge servers to transfer computing power to a closer edge can improve
the safety of their work. Using edge servers to move the data center to the edge can offset
the cost of cloud computing, ensure that the source server processes fewer requests, pays
attention to specific requests, and responds to user requests faster. The edge server has
various shapes and sizes, which makes it easier to install in the edge environment. Due
to the advantages of edge server in the Internet of things, edge computing technology has
become the research focus of scholars. The architecture of edge computing is shown in
Figure 1.
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F1GURE 1. The architecture of edge computing

However, the distributed architecture of edge computing also increases the scope of
attacks, making users or devices vulnerable to security attacks launched by malicious at-
tackers. In addition, the highly dynamic environment at the edge of the network will also
make the network more vulnerable and difficult to protect. For edge devices with limited
resources, some current authentication and key agreement protocols are not fully appli-
cable to edge computing architecture, so it is necessary to design secure and lightweight
authentication and key agreement protocols for edge computing environment.

1.1. Review of literature. The development of fog computing and edge computing
provides better services for the Internet of things. In order to ensure the quality of service
of these two technologies, many authentication and key agreement protocols for fog servers
or edge servers have been proposed in recent years.

In 2019, Waizd et al. [32] argued that fog computing inherits some security and pri-
vacy issues from cloud computing. Therefore, they designed a key management protocol
suitable for the resource-constrained fog computing environment. In 2021, Ali et al. [33]
pointed out that the protocol of Waizd et al. [32] was vulnerable to user identity track-
ing attacks and clogging attacks. Ali et al. improved the protocol of Waizd et al. [32],
claiming to have corrected the security vulnerabilities in [32]. In 2021, Guo et al. [34]
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proposed an authentication protocol that is convenient for mobile devices to switch com-
munication in the fog computing environment. The authentication and key management
phase of the protocol only involves users and fog nodes. Lee et al. [35] proposed a light-
weight authentication protocol for inter-device communication based on fog computing.
In the same year, Wu et al. [36] pointed out that some current schemes to apply fog
nodes in social vehicle networking still have some challenges. Therefore, they proposed
an authentication protocol for social networking of vehicles based on three-factor and fog
nodes, and claimed that the protocol only uses lightweight computing and can provide
better security. However, in 2022, Li et al. [37] found that Wu et al. ’s protocol [36]
was vulnerable to internal attacks and stolen smart card attacks, and could not guarantee
perfect forward security. To make up for these security vulnerabilities, Li et al. proposed
an authentication protocol for social networking of vehicles based on fog computing.

In 2018, Mahmood et al. [38] believed that the current relevant protocols could not
guarantee the anonymity and reasonable security of smart meter facilities. They proposed
an authentication protocol based on identity signature and bilinear pairings for smart grid
edge computing facilities. In 2019, Wang et al. [39] pointed out that the authentication
protocol in the smart grid environment does not support conditional anonymity and the
key management is not flexible. Therefore, they proposed a blockchain-based anonymous
and key management protocol for smart grid edge computing facilities to achieve secure
communication between end users and edge servers. In the same year, Kaur et al. [40]
proposed a mutual authentication protocol that can resist known attacks by using elliptic
curve cryptography (ECC) and the Diffie-Hellman discrete logarithm problem. The pro-
tocol involves three communication entities: users, edge servers and trusted registries. In
the authentication phase, users directly communicate with the server without the partic-
ipation of a third party. Jia et al. [41] discussed the importance of achieving anonymity
and non-traceability for users, and designed an anonymous authentication scheme for mo-
bile edge computing. In 2020, Rostampour et al. [42] believed that it was still a great
challenge to design a resource-saving and secure authentication protocol for IoT edge de-
vices. They first analyzed the security of KS [43], CWS [44], KKD [45] and WCF [46],
and found that these protocols were vulnerable to tracing attacks and man-in-the-middle
attacks. To overcome these two security vulnerabilities, Rostampour et al. proposed an
ECC-based authentication protocol for Internet edge devices, which only involves two
entities, user and server. Deebak et al. [47] proposed a seamless and anonymous au-
thentication protocol for mobile edge computing, which only involves mobile devices and
cloud servers. In 2022, Zhang and Wei [48] proposed a lightweight and anonymous proto-
col for edge computing environment, but we found that their protocol could not provide
anonymity. When the attacker obtains the information in the smart card, he can recover
the r;, and intercept the rid; to calculate the identity. Further, off-line password guessing
attacks, key disclosure attacks and perfect forward security can be launched.

1.2. Our contribution.

1. Reviewing and summarizing the authentication and key agreement protocols related
to fog computing and edge computing in recent years, it is found that there are
two major problems: high computing consumption and low security. We propose a
provably secure and efficient authentication and key agreement protocol, which truly
guarantees anonymity and resists other attacks.

2. Informal security analysis and formal security analysis are carried out for the pro-
posed protocol. Informal security analysis includes anonymous, perfect forward se-
curity, impersonation attacks, internal attacks and other common attacks. Formal
security analysis includes ROR probability analysis and ProVerif verification tool.
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TABLE 1. Symbols and Descriptions

Symbol Description
U; user
S;  server
RA  registry
A attacker
x  the secret master key of the registry
T;  timestamp
Ex(-) the symmetric encryption function
Dg(+) the symmetric decryption function
H() the hash function
||  connect operation
@  exclusive or operation

3. The security, computation cost and communication cost of the proposed protocol
are analyzed. From these three aspects, the performance of the proposed protocol is
compared with the related protocols, which proves that the proposed protocol has
better performance.

2. Proposed protocol. Our efficient and anonymous protocol involves three entities:
user U;, edge server S; and registration security center RA. The edge server only helps
users and the security center transmit messages, and will not participate in user authen-
tication. The protocol consists of three phases: user registration, server registration,
authentication and key agreement. Table 1 shows the symbols used in the protocol.

2.1. User registration phase.

1. The user U; selects his or her own identity I D; and the corresponding password PW,
chooses a random number n, and calculates V PW; = H(ID;® PW;®n), then sends
{ID;,VPW;} to RA via a secure channel.

2. After receiving the message, RA chooses a random number 7; and a pseudo identity
VID;, and calculates A; = H(ID; || VPW;)® H(VID; || ID; || x), R; = r; &
H(VID; || VPW; || ). Then, RA stores {VID;,ID;, R;} in its own database and
sends {A;, R;,VID;} to U;.

3. After receiving the returned message, U; calculates ny = n@® H(ID; || PW; || VID;),
Vi=H(D; || VPW; | PW,; || n), R, = R;® H(ID; || PW; || V;). Then, U; stores
{R.,VID;,n1,V;, A;} in the smart card SC.

The user registration phase is shown in Figure 2.

2.2. Server registration phase.

1. The server S; selects identity I D; and a random number m, then sends {ID;, m} to
RA via a secure channel.

2. After receiving the message, RA chooses a random number 7; and a pseudo identity
VIDj, and calculates A; = H(ID; | m)®H(VID; || ID; || z), R; =r;@H(VID; ||
m || ). Then, RA stores {VID;,ID;, R;} in database and sends {A;, R;, VID;} to
S;.

3. After receiving the returned message, S; calculates Ry = R; @ H(ID; || m). Then,
S; stores {VID;, Rs, A;} in memory.

The server registration phase is shown in Figure 3.
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U; RA

Selects ID;, PW;
Choose a random n
VPW;=H(ID; @ PW; & n)

{ID; VPW;}
—— Chooses random r;, VID;

Computes
A;=H(UD;|| VPW;) @H(VID;||1D;|| x)
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Vi=H(ID;|| VPW;||PW;||n) Stores {VID;,ID;,R;} in database
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Stores {R,, VID;, n4,V;, A;} in smart card

F1GURE 2. The user registration phase

S; RA
Selects ID;
Choose a random m .
_ Upymy Chooses random 1}, VID;
Computes
A;=H(ID;|| m) @HVID;||ID;|| x)
Rj=r;@HVID;||m]|| x)
{A:,R;,VID;} Stores {VID;,ID;,R;} in database
Ry=R,@®H(ID;|m) < Y

Stores {VIDj, R, A;} in memory

FIGURE 3. The server registration phase

2.3. Authentication and key agreement phase.

1. The user U; inserts the smart card and inputs /D; and PW;. Then U; computes
n=mn®HUD; || PW, | VID;), VPW; = H(ID; & PW; & n), and checks V; -
H(ID; || VPW; || PW; || n). If not, terminate the session. Otherwise, U; selects a
random number s; and a timestamp 77, computes Vi = s; @ A; @ H(ID; || VPW,),
‘/’2 = H(Sl || IDl || VIDZ H T1 H ‘/1), and sends M1 = {%"/Q,VID/L,Tl} to Sj.

2. S; checks whether 77 is valid. If the times out, the communication is terminated.
Otherwise, S; chooses a random number s, and a timestamp 75, computes V3 =
So@A; & H(ID; || m), Vy = H(sy || ID; || VID; || Tz || V5), and sends My =
{‘/1, ‘/2, ‘/3, ‘/4, V]DZ, VIDj, Tl, TQ} to RA.

3. RA checks whether T5 is valid. If the times out, the communication is terminated.
Otherwise, according to VID; and VID;, find {ID;, R;} and {ID;, R;} respectively.
Then RA computes r; = R, @ H(VID; | VPW,; || ), r; = R; ® H(VID; || m || x),

H(sy || ID; || VID; | Ty || Vi) and Vi = H(sy || ID; | VID; | Ty || V3). If

not, terminate the session. Otherwise, RA selects VID;, VID}, computes A; =

H(ID; || VPW,) & H(VID. | ID; | 2), R = r& H(VID., | VPW; || ),

AL = H(D; || m)® HVID, | ID; || z), R, = r; @ HVID) || m || z),

and updates {VID;,ID;, R;} and {VID’,ID;, R;} in the database respectively.

Further, RA selects ss,s4,T5, and computes u = H(VID; || VPW; || z) & s3,

Vs = H(VID; || ID; || s1), s = H(VID; || m [ z) ® s4, Vo = H(VID; ||

ID; || s2 || T3), B\ = Egaenenvi|vewis) (s, s2, VID, VID;, R, A;, Vs), Ey =
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Eser,am(VID,|mle) (51, 82, VID, VID R AL V), SK, = H(sy || s || VID; |
VIDY). Finally, RA sends Mz = {E, E, u, s, T3} to ;.

4. S; checks whether T3 is valid. If the times out, the communication is terminated.

Otherwise, S; computes (s1, s2, VID;, VID}, R, A%, V) = Dgranin,|m)(F2), Vi =
?

H(VID’ || ID; || s2 || T3), and checks Vg = V4. If not, terminate the session. Oth-

erwise, S; selects Ty, computes R, = R; ® H(ID; || m), SK; = H(sy || s2 || VID; |

V](lj)}), and updates {VID}, R, A} in memory. Finally, S; sends My = {E,u, Ty}

to G-

5. U; checks whether T} is valid. If the times out, the communication is terminated.
Otherwise, U; computes (s1, o, VID;, VID}, R, A}, Vs) = Dugr,enp,|pw;|v,)(E1),
V! = HVID, || ID; || s1), and checks VZ ~ Vi. Then U; computes R, = R. &
H(ID; || PW; || Vi), SKy = H(s1 || s2 || VID; || VID), and updates { R, VID;, Aj}
in the smart card.

The authentication and key agreement phase is shown in Figure 4.

U; S; RA

Inputs ID;,PW; Checks T
n =n, @HUD;||PW;||VID;) ecks T,
VPW;=H(ID; ég PWLL. [2>) n)l According VID;, finds ID;,R;
V2=H(ID;|| VPW,||PW;|In) Acczrg;ng(wgpl Ifin;is lllrj";j
Selects s1, Ty 1;=R;HVID;||[VPW;|| x
Vy=s,@A;® H(D;|| VPW,) Checks T 1=R;®H(VID;||m]| x)
Vo= H(sq|[ID;|[VID;]| Ty || V1) Sefecctss 51 T s1= V4@ H(VID;||ID;| x)

My={Vy, Vo, VID;, T, 22 5= V3@ H(VID;||1D;]| x)

O BT Vs=s:4,® HUD;|| m) Va?= H(sy||IDIVID|| Ty || V1)

Va=H(sz[IIDIIVIDII T2 [1Vs) 9= H(so 1D |IVID}I| Ty |] Vi)
My={Vy, V3,Va, V4, VIDy VID;, Ty, Ty} Selects VID', VID;'

A;'=H(Dy|| VPW;) @H(VID,'||ID;]| x)
R;'=ry@H(VID;'||VPW;|| x)

' ;
Aj[:H(lD,‘H m) ,GBH(VID,- |11D;]] x)
R;'=r;@H(VID;'||m]| x)

Updates {VID;',ID;,R;'} in database
Updates {VID;',ID;,R;'} in database

Checks T5 Selects s3, 54,13
(51,52, VID{ VID;', Rj', A}", Ve)= u=H(VID;||VPW;|| x) Bss
Ds@r,@®H(in;||m ) (E2) Vs=H(VID;'|| ID]| 51)
Checks T Vs'= HVID;'|| ID}| 51| T5) s=H(VID;|Im|| x) @ss
(s1,52VID/, VID;', R{', A/, Vs)=  Checks Vs'?=V, Ve=H(VID}'|| IDj|| 51| T3) S
D @r, ®H ;| [pwil|ve) (E1) Sel’ectslT4 Ev=E;,@r@H(vin|lvew|| x) (51f52'V’[?i "Vle ',Ri ,fql ) Vs)
Vs'= H(VID{'|| 1D;|| s1) Ry'=R;'@H(ID;||m) Ex=E; @, @H(viny||m || x) (51 52 VIDI VID/, R/, A", V)
Checks Vs'?= Vs SKs=H(s1lIs2|| VID/[IVID}")  SK,=H(s,||s, || VID;'||VID}")
Ry'=R;' @H(D;||PW;||V}) Updates {VID;',R', A;"} in memory My={E,, E, u, s, T3}
SKy=H(s:lls1| VID;'[|VID;") My={E1, u, Ty}

Updates {R,',VID;, A;'} in SC

FIGURE 4. The authentication and key agreement phase

3. Security analysis.
3.1. Formal security analysis.

3.1.1. ROR probability analysis. In the Real-Or-Random (ROR) model [49, 50, 46, 51],
A uses different queries such as Fxecute, Send, Hash, Corrupt, and Test to obtain the
probability of success. Execute, Send, Hash, Corrupt, and Test query respectively rep-
resent the attacker passively captures the messages transmitted by the public channel,
actively intercepts the messages transmitted by the public channel, outputs the corre-
sponding hash value, captures the secret value, and flips a coin to judge the random
result. In the proposed protocol, the corresponding communication instances of U;, S;
and RA in ROR model can be defined as ITi;, IT%, IT% , represents the i-th instance of U,
the j-th instance of S, and the k-th instance of RA, respectively.



1038 Y. Luo, H. Hu, B. Qian, Z. Gao, Y. Xiao, J. Ou and P. He

Definition 3.1. Symmetric encryption and decryption algorithm (2). ki, ka, -+, ky Tep-
resent the key used for encryption or decryption, and Ey,, Ey,, ---, Ex, are the encrypted
values of n keys respectively. In polynomial time &, the probability of A breaking the secret
parameter k is Advy*(€) = |2Pr[A < Eg; (bo, b1) + A;a < 0,1; 8 < Ej, (ba) : A(B) =
al —1|.

Theorem 3.1. Assuming that A can break the proposed protocol P by executing queries
in polynomial time £, the probability is AdvR(€) < Geena/2' " + QRuun/2 " + 2Ad05F(€),
where quasn s the number of Hash queries, Qseng 1S the number of Send queries, and | is
the length of the transmitted tet.

Proof: The game sequences GMy-GM;5 are used for probability analysis and proof.
SuecGM(€) is the probability that A will succeed in the game GM,. The proof is as
follows.

G My: Toss a coin to start the game, and A does not execute the query. The probability
of A breaking P is

Advﬁ(f) = |2P7’[SuccﬁM0(§)] —1]. (1)

GM;: Run Ezecute query. A passively gets the messages M;-My, and there is no other
operation. At this point, the probability of GMj is equal to GM,, that is

Pr[SuccGM (€)] = Pr[SuccG™(€)]. (2)

G M,: Execute Send query. A intercepts and forges the messages M;-M, and attempts
to get a response. According to Zipf’s law [52], the probability of A breaking P is

|PriSucc™ (€)] = PriSuccq™ ()]l < dsena/2" (3)

G Ms;: Execute Hash query. A enters a string, and attempts to output the correct hash
value. According to the birthday paradox, the probability of A breaking P is

|PriSucci™ ()] = PriSucci™ (€)]] < ghqan/2"". (4)

GM,: Execute Corrupt query. A obtains a secret value in the communication instance,
such as x, s1, S9, etc., and attempts to launch known session-specific temporary informa-
tion attacks or verify perfect forward secrecy. However, in both cases, F; or E5 needs to be
decrypted to calculate the session key SK, = SK, = SK, = H(s1 || s2 || VID; | VID}).
In other words, the probability of GM, is equal to that of the symmetric encryption and
decryption algorithm, that is,

|PriSucci™ (€)] = Pr(Succi™ (€)]] < Advy*(€). ()

GMs: Execute H(sy || so || VID; || VIDY) query to attempt to launch the session key
disclosure attacks. The probability of A breaking P is

| Pr{Succi™ (€)] — Pr{Succi™ (€)]| < s /2™ (6)
The probability of correctly guessing the session key is equal to that of not, so,

Pr[SuccijM5 &) =1/2. (7)
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According to formula (1)-(7), we can get
1/2Adv}(€) = | Pr{Succi™™ (€)] - 1/2|
= | Pr{Succi™ (€)] = Pr{Succi™ (€)]]
= | Pr[Succi™ (€)] — Pr{Succi™ ()]

4
< D |PriSueci ()] — PriSucc (©)]
=0

= QSend/2l + qzuzsh/Ql + Ad’l}ﬁ’k (g)
Further, we can get Adv’{(€) < qeena/2 " + @oan /2 + 2Advﬁ’k(f).

3.1.2. ProVerif. ProVerif automatic verification tool [53, 54, 55, 56] can describe relevant
primitives in cryptography and judge whether the set event occurs by executing code.
Simulate all processes of the proposed protocol, start the reasoning algorithm, and verify
the security of the whole protocol. The whole simulation process is divided into declaration
part, event part, query part, process part and main function part. The contents of each
part are described in detail below in combination with the proposed protocol.

In the declaration part, the channels, variables and functions in the protocol are defined,
as shown in Figure 5. (a). In the event and query parts, the protocol is formalized. A
queries the session key and the logical sequence of each event, and finally outputs whether
the query can be successfully executed. As shown in Figure 5. (b).

KoK KK K KK KK K KK K K K K K K Channe® K K K K K K K K K K K K K K K X) (% % K K K K K K K KK K K K K K K K Kquriegk K K K K K K K K K X K K X K K )

free ch :channel. (* public channel *) query attacker(SKu).

free sch: channel [private]. (* * *secure channel, used for registering * * *) query attacker(SKs).

(F % % %K KK KKK KKK K K K K Kghared keyS® ¥ ¥ K K K K K K K X X ¥ ) query attacker(SKr).

free SKu:bitstring [private]. query inj-event(UserAuthed()) ==> inj-event(UserStarted()).
free SKs:bitstring [private]. query inj-event(RAAcServer()) ==> inj-event(RAAcUser()).
free SKr:bitstring [private]. query inj-event(ServerAcRA()) ==> inj-event(RAAcServer()).
(F K K Kk ok ok ok ok ok ok Sk Ok Koonstants Kk K R ok Kk ok ook ok ok ok k) query inj-event(UserAcRA()) ==> inj-event(ServerAcRA()).

free x:bitstring [private]. (* the RA's secret key *)
KKK KK KKK K XK Hfunctions & reductions & equations* * * * ¥ * %  x) (kK ko kK ok kK ok Kk kK gynk kKK KKK KK KK KK K K )

fun H(bitstring) :bitstring. (* hash function *)

fun con(bitstring, bitstring):bitstring. (* concatenation operation *) event UserStarted().
reduc forall m:bitstring, n:bitstring; getmess(con(m,n))=m. event UserAuthed().
fun xor(bitstring, bitstring):bitstring. (* XOR operation *) event RAAcUser().
equation forall m:bitstring, n:bitstring; xor(xor(m,n),n)=m. event RAAcServer().
fun senc(bitstring, bitstring):bitstring. (* symmetric encryption *) event ServerAcRA().
reduc forall m:bitstring, key:bitstring; sdec(senc(m,key),key)=m. event UserAcRA().
(a)Definitions (b)Events and queries

FIGURE 5. Definitions and queries

The process part describes the detailed steps of each entity in the protocol, including
the definition of new parameters, sending and receiving messages, etc. The main function
part calls all the process parts to end the whole program. As shown in the Figure 6. (a)
and Figure 6. (b).

Finally, when executing the program, the system calls the main function and finally
outputs the result, as shown in the Figure 6. (c).

3.2. Informal security analysis.

3.2.1. Anonymity. When users U; and servers S; register with the registry RA, RA will
correspondingly generate virtual identity VID;, VID; for mutual authentication later.
In the public channel of authentication and key agreement phase, only VID; and VID;
are transmitted between U; and S;. The real identity I.D; and ID; are confidential, and
the attacker A cannot recover the real identity by other means. Therefore, our proposed
protocol guarantees anonymity.
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(************* User'sprocess************)
let ProcessUi =

new IDi:bitstring;

new PWi:bitstring; new n:bitstring;

let VPWi=H(xor(xor(IDi,PWi),n)) in

out(sch,(IDi,VPWi));

in(sch, (xAi:bitstring,xRi:bitstring,xVIDi:bitstring));

let n1=xor(n,H(con(con(IDi,PWi),xVIDi))) in

let Vi=H(con(con(con(IDi,VPWi),PWi),n)) in

let Ru=xor(xRi,H(con(con(IDi,PWi),Vi))) in

I(event UserStarted();

let n=xor(n1,H(con(con(IDi,PWi),xVIDi))) in

let VPWi=H(xor(xor(IDi,PWi),n)) in

let Vi'=H(con(con(con(IDi,VPWi),PWi),n)) in

if Vi'=Vi then

new sl:bitstring;  new T1:bitstring;

let V1=xor(xor(s1,xAi),H(con(IDi,VPWi))) in

let V2=H(con(con(con(con(s1,IDi),xVIDi), T1),V1))
inout(ch,(V1,V2,xVIDi,T1)); (* ----- authentication ----- *)
event UserAuthed();
in(ch,(xE1:bitstring,xu:bitstring,xT4:bitstring));

let ku=xor(xor(xu,Ru),H(con(con(IDi,PWi),Vi'))) in

let (s1:bitstring,s2:bitstring, VIDi':bitstring, VIDj': bitstring,
Ri":bitstring,Ai': bitstring, V5:bitstring)=sdec(xE1,ku) in

let V5'=H(con(con(VIDi',IDi),s1)) in

if V5=V5' then event UserAcRA();

let Ru'=xor(Ri',H(con(con(IDi,PWi),Vi'))) in

let SKu=H(con(con(con(s1,s2),VIDi'),VIDj')) in

0 (* ----- authentication ----- *).
(*************Server‘sprocess***********)
let ProcessSj=

new IDj:bitstring; new m:bitstring;

out sch,(IDj,m));in(sch,(yAj:bitstring,yRj:bitstring,yVIDj:bitstring));
let Rs=xor(yRj,H(con(IDj,m))) in
I(in(ch,(yV1:bitstring,yV2:bitstring,yVIDi:bitstring,y T 1:bitstring)); n
ew s2:bitstring; new T2:bitstring;

let V3=xor(xor(s2,yAj),H(con(IDj,m))) in

let V4=H(con(con(con(con(s2,IDj),yVIDj),T2),V3)) in
out(ch,(yV1,yVv2,yVIDi,yT1,V3,v4,yVIDj,T2));
in(ch,(yE1:bitstring,yE2:bitstring,yu:bitstring,ys:bitstring,y T3:bitstr
ing));

let ks=xor(xor(ys,Rs),H(con(IDj,m))) in

let (s1:bitstring,s2:bitstring, VIDi':bitstring,VIDj":bitstring,
Rj':bitstring,Aj": bitstring,V6:bitstring)=sdec(yE2,ks) in

let V6'=H(con(con(con(VIDj',IDj),s2),yT3)) in

if V6'=V6 then event ServerAcRA();

new T4:bitstring;

let Rs'=xor(Rj',H(con(IDj,m))) in

let SKs=H(con(con(con(s1,s2),VIDi'),VID;j")) in
out(ch,(yE1,yu,T4));

0).

(k% % KKk K K K kK Kk KRA'S process K K K K K ok ok k k)
let UiReg =

in(sch, (zIDi:bitstring,zZVPWi:bitstring));

new ri:bitstring; new VIDi:bitstring;

let Ai=xor(H(con(zIDi,zVPWi)),H(con(con(VIDi,zIDi),x))) in

let Ri=xor(ri,H(con(con(VIDi,zVPWi),x))) in
out(sch,(Ai,Ri,VIDi));

0.(* ----- Ui registration ----- *)

let SjReg =

in (sch,(zIDj:bitstring,zm:bitstring));

new rj:bitstring; new VIDj:bitstring;

let Aj=xor(H(con(zIDj,zm)),H(con(con(VIDj,zIDj),x))) in
let Rj=xor(rj,H(con(con(VIDj,zm),x))) in
out(sch,(Aj,Rj,VIDj));

0.(* -=--- Sj registration ----- *)

let RAAuth =
in(ch,(zV1:bitstring,zV2:bitstring,zVIDi:bitstring,zT1:bitstring,zV3
:bitstring,zV4:bitstring,zVIDj:bitstring,zT2:bitstring));

new zVPWi:bitstring; new Ri:bitstring; new zm:bitstring;

new Rj:bitstring; new zIDi:bitstring; new zIDj:bitstring;

let ri=xor(Ri,H(con(con(zVIDi,zVPWi),x))) in

let rj=xor(Rj,H(con(con(zVIDj,zm),x))) in

let s1=xor(zV1,H(con(con(zVIDi,zIDi),x))) in

let s2=xor(zV3,H(con(con(zVIDj,zIDj),x))) in

let V2'=H(con(con(con(con(s1,zIDi),zVIDi),zT1),zV1)) in

if V2'=zV2 then event RAAcUser(); (*------ RA verifies Ui------- *)
let V4'=H(con(con(con(con(s2,zIDj),zVIDj),zT2),zV3)) in

if V4'=zV4 then event RAAcServer(); (*----- RA verifies Sj----- *)
new VIDi":bitstring; new VIDj":bitstring;

let Ai'=xor(H(con(zIDi,zVPWi)),H(con(con(zVIDi,zIDi),x))) in

let Ri'=xor(ri,H(con(con(zVIDi,zVPWi),x))) in

let Aj'=xor(H(con(zIDj,zm)),H(con(con(zVIDj,zIDj),x))) in

let Rj'=xor(rj,H(con(con(zVIDj,zm),x))) in

new s3:bitstring;  new s4:bitstring;  new T3:bitstring;

let u=xor(H(con(con(zVIDi,zVPWi),x)),s3) in

let V5=H(con(con(VIDi',zIDi),s1)) in

let s=xor(H(con(con(zVIDj,zm),x)),s4) in

let V6=H(con(con(con(VIDj',zIDj),s2),T3)) in

let E1=senc((s1,s2,VIDi',VIDj',Ri',Ai',V5),xor(xor(s3,ri),
H(con(con(zVIDi,zVPWi),x)))) in

let E2=senc((s1,s2,VIDi',VIDj',Rj'", Aj",V6),
xor(xor(s4,rj),H(con(con(zVIDj,zm),x)))) in

let SKr=H(con(con(con(s1,s2),VIDi'),VIDj')) in
out(ch,(E1,E2,u,s,T3));

0.

let ProcessRA = UiReg | SjReg | RAAuth.
(* ----- Main ----- *)
process (!ProcessUi | ! ProcessSj| !ProcessRA)

(a) Process

(b) Process

1-- RESULT not attacker(SKuf[]) is true.
2-- RESULT not attacker(SKs[]) is true.
3-- RESULT not attacker(SKr[]) is true.

(% ok ok ok ok K K K kK Ok ok ok K pagyfte® K K Kk kK ok  k k ok ok ok k K X X )

4-- RESULT inj-event(UserAuthed) ==> inj-event(UserStarted) is true.
5-- RESULT inj-event(RAAcServer) ==> inj-event(RAAcUser) is true.
6-- RESULT inj-event(ServerAcRA) ==> inj-event(RAAcServer) is true.
7-- RESULT inj-event(UserAcRA) ==> inj-event(ServerAcRA) is true.

(c) Results

FIGURE 6. Processes and result

3.2.2. Perfect forward secrecy. In this protocol, the session key of the U;, S; and RA is
SK,=SK,=SK, = H(s || so || VID; || VID’). If A obtains the master key x of RA
and attempts to get {sy,s2, VID, VID’} by decrypting E; or Es. Then, A also needs

J

to obtain {ss, R;, VPW,} or {s4, Rj, m}, however, these parameters are confidential and
cannot be obtained by A. Therefore, A cannot recover the session key, and the proposed

protocol provides perfect forward secrecy.

3.2.3. Stolen smart card attacks. If A steals the smart card SC', he can get the information

{Ru, VIDZ, ny,

Vi, A;}. A attempts to recover the secret values R; and n, but also needs to get the identity
ID; and password PW,;, V PW;, and these parameters are confidential. Therefore, even if
A steals the data in the smart card, it will not pose a threat to the whole protocol. The

proposed protocol is resistant to stolen smart card attacks.
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3.2.4. Off-line password guessing attacks. If A gets the information {VID;, ny,V;} in the

smart card, verify V; — H (ID; || VPW; || PW; || n) to guess the password PW;, where
VPW; = H(ID; ® PW;®n), and {ID;, PW;,n} are unknown. It is obviously impossible
to guess the three parameters I D;, PW; and n at the same time. Therefore, the proposed
protocol resists off-line password guessing attacks.

3.2.5. User impersonation attacks. Suppose A attempts to forge My = {V;, Vo, VID;, T} }
and launch a user impersonation attack disguised as the legitimate user. Then A selects
i, T}, and calculates the values V/ = s| @ A; @ H(ID; || VPW;) and V; = H(s} || ID; ||
VID; || T} || V{). However, {A;, ID;, PW; V PW;} are confidential, and A cannot pass
the subsequent verification. Therefore, the protocol provided resists user impersonation
attacks.

3.2.6. Server impersonation attacks. Suppose A attempts to forge My = {V4, V5, V5, V,, VID; , VID;, T,
T>} and launch a server impersonation attack disguised as the legitimate server. Then A

selects s5, T3, and calculates the values Vi = s, @ A; @ H(ID; || m) and V] = H(s), ||

ID; || VID; || Ty || V5). However, {A;,ID;,m} are confidential, and A cannot pass

the subsequent verification. Therefore, the protocol provided resists server impersonation

attacks.

3.2.7. Insider attacks. Suppose A obtains user information {VID;, ID;, R;} or server in-
formation {VIDj,

ID;, R;} stored in the database of RA and attempts to calculate the session key SK,, =
SK, = SK, = H(s, || s2 || VID; || VID}), where {s1, s, VID;,VID}} are encrypted
transmission. To calculate the decryption key, A need to obtain s3 or s4, however, s3 and

sy are confidential. Therefore, the proposed protocol resists internal attacks.

3.2.8. Known sesston-specific temporary information attacks. In this protocol, the session
key of the U;, Sj and RAis SK, = SK, = SK, = H(sy | s2 || VID; || VID). Suppose A
gets the random number s; generated by U;, the other three parameters {sqo, VID,, VI D;}
are encrypted transmission. To calculate the decryption key, A need to obtain s3 or sy,
however, s3 and s, are confidential. Suppose A obtains the random number s, generated
by S;, and the result is the same as above. Therefore, the proposed protocol resists known
session-specific temporary information attacks.

4. Performance analysis. In this section, the proposed protocol is compared with
Waizd et al.’s protocol [32], Jia et al.’s protocol [41] and Zhang et al.’s protocol [48]
respectively in terms of security, computational cost and communication cost.

4.1. Security comparison. Table 2 shows the security comparison between the pro-
posed protocol and Waizd et al.’s protocol [32], Jia et al.’s protocol [41] and Zhang et
al.’s protocol [48], where A1 means anonymity or untraceability, A2 means perfect forward
secrecy, A3 indicates stolen smart card attacks, A4 indicates off-line password guessing at-
tacks, A5 indicates user impersonation attacks, A6 indicates server impersonation attacks,
A7 indicates internal attacks, A8 indicates known session-specific temporary information
attacks, A9 indicates clogging attacks. The ”/” indicates that the security feature can be
realized, and the ” x” indicates that the security feature cannot be realized. According to
table 2, we can find that Waizd et al. ’s protocol [32] cannot provide untraceability and
cannot resist clogging attacks. Jia et al. ’s protocol [41] cannot provide untraceability,
and is vulnerable to stloen smart card attacks, user impersonation attacks and internal
attacks. Zhang et al. ’s protocol [48] cannot guarantee anonymity and perfect forward
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TABLE 2. Security Comparison

Waizd et al. [32] Jia et al. [41] Zhang et al. [48] Our protocol

Al x [33] X [48] X vV
A2 vV V X v
A3 v x [48] i v
Ad Vv v x Vv
A5 Vv x [48] vV v
AG v v v v
AT v < [48 v v
A8 v Vv v v
A9 X [33] - - -
TABLE 3. Computational Cost Comparison
User Edge server Registry  Device Total
/Fog node
Waizd et al. [32] 217, + 71, 161, +7T,+ 3T, - 17T, 51916 ms
+271,, + Ty
Jia et al. [41] 5T}, + 3T, 5T, + 3T, - - 116.34 ms
+6Tm + Tex +5Tm + Tmap
Zhang et al. [48] 8T}, + 3T, 67}, + 275 15T}, + 2T - 82.716 ms
Our protocol 8Ty, + T 5Ty, + T 17715, + 27T, - 47.32ms

security, and cannot resist off-line password guessing attacks. Our proposed protocol has
better security.

4.2. Computational cost comparison. Table 3 shows the computational cost compar-
ison between the proposed protocol and Waizd et al.’s protocol [32], Jia et al.’s protocol
[41] and Zhang et al.’s protocol [48]. Here, the Windows 10 operating system with In-
ter(R) Core(TM) 15-8500 CPU @ 3.00Hz and 8G memory is used. The development
software is InterliiJ idea 2019.3, call the Java pairing library, signature library and sym-
metric encryption and decryption function. After ten experiments, calculate the average
values T}, = 0.004dms, T, = 8.6ms, Ty = T,,, Ty, = 0.05ms, Ty = 11.8ms, Tep = 10.6ms,
Ter = 10.8ms, where T}, T,,,, Ty, Ty, Ty, Tinap, Ter respectively represent the operation
time of hash operation, elliptic curve scalar point multiplication, fuzzer, point addition
operation, symmetric encryption and decryption, bilinear pair and exponential operation.
Here, only the computational costs of authentication and key agreement phases are com-
pared. According to table 3, we get the results that our proposed protocol has the lowest
computational cost. Figure 7 shows the computational cost comparison between our pro-
tocol and Waizd et al.’s protocol [32], Jia et al.’s protocol [41] and Zhang et al.’s protocol
48].

4.3. Communication cost comparison. Table 4 shows the communication cost com-
parison between the proposed protocol and Waizd et al.’s protocol [32], Jia et al.’s protocol
[41] and Zhang et al.’s protocol [48]. Assume that the points of the elliptic curve occupy
512 bits, hash and symmetric encryption and decryption occupy 256 bits respectively,
and timestamp and random number occupy 64 bits respectively. Only the communica-
tion costs of authentication and key agreement phases are compared here.
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Ficure 7. Computational cost comparison

TABLE 4. Communication Cost Comparison

Rounds Communication cost

Waizd et al. [32] 3 4800 bits
Jia et al. [41] 2 1984 bits
Zhang et al. [48] 5 3904 bits
Our protocol 4 3584 bits

According to each specific protocol, we can get that the message transmitted in Waizd et
al.’s protocol [32] contains 4 points, 3 timestamps, 10 hash values, and the communication
cost is 4800 bits. The message transmitted in Jia et al.’s protocol [41] contains 3 points,
1 random number, 2 timestamps, 1 hash value, and the communication cost is 1984 bits.
The message transmitted in Zhang et al.’s protocol [48] contains 6 random numbers, 3
timestamps, 8 hash values and 5 encrypted values, and the communication cost is 3904
bits. The message transmitted in our protocol contains 3 random numbers, 5 timestamps,
9 hash values and 3 encrypted values, and the communication cost is 3584 bits. According
to table 4, we can find that our scheme is only higher than Jia et al.’s protocol [41], but
the calculation cost of [41] is twice that of our protocol, and it has security vulnerabilities.
Therefore, the overall performance of our proposed protocol is good. Figure 8 shows the
communication cost comparison between our protocol and Waizd et al.’s protocol [32],
Jia et al.’s protocol [41] and Zhang et al.’s protocol [48].

6000

__ 5000 4800
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4000 3584

3000
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2000
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1000

0
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FiGURrRE 8. Communication cost comparison
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5. Conclusions. According to the characteristics of edge computing and fog comput-
ing, this paper proposes an authentication and key agreement protocol that can protect
user privacy and prove security. Then the security is proved by using informal security
analysis, ROR model and ProVerif verification tool. It shows that the scheme has correct
logicality, stable security, and integrity of authentication process. Finally, the security,
computational cost and communication cost of the proposed protocol and related pro-
tocols are evaluated through performance analysis. The results show that the proposed
protocol has the best overall performance and is very suitable for edge computing and fog
computing environments.
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