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Abstract. Secure Electronic Transaction (SET) is a secure electronic payment proto-
col for payments over the Internet. The rapid development of the Internet has led to
the development of E-commerce, and the SET protocol has become a key standard in
E-commerce transactions. In order to improve the security of E-commerce payments,
this work proposes a novel SET network protocol. First, the key modules of a secure
E-commerce payment system based on the SET protocol are given. The digital signature
module is used to realize double digital signatures by connecting two messages sent to
different receivers by improving the digital signature principle to guarantee the payment
security of cardholders. The E-commerce recommendation method based on payment
encryption is given. Secondly, an improved NAF algorithm is proposed to replace the
original private key encryption algorithm for the insufficiency of encryption and decryp-
tion algorithms in SET protocol. Finally, the improved NAF algorithm is combined with
the Montgomery algorithm to improve the speed, performance and security of the SET
protocol. The experimental results show that the improved algorithm possesses smaller
time complexity as well as less computational resources compared with the existing algo-
rithm, which further improves the security of the SET protocol.
Keywords: Network security; E-commerce; SET protocol; payment system; ECC

1. Introduction. E-commerce refers to the process of using computer network technol-
ogy and communication technology to realise the activities of exchanging information and
goods within the legally recognised scope [1, 2, 3]. E-commerce can not be carried out
smoothly without the development of computer networks. The Internet is a highly open
and rapidly developing network, on which there are many unknowable factors, which
pose a great threat to Internet-based E-commerce. In order to ensure the security of
E-commerce, various measures have been taken, the core of which is the study of secure
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E-commerce protocols. Secure E-commerce protocols, are rules that all parties to an
electronic transaction must follow [4, 5].

The rise of E-commerce has greatly improved social productivity and promoted the
rapid development of the economy; at the same time, the development of E-commerce
has also brought about some security problems, especially the electronic payment security
problem largely restricts the development of E-commerce, affecting the enthusiasm of the
majority of users of online electronic consumption. E-commerce, as an emerging industrial
model, is characterised by virtuality, which makes the relationship between people and
parties more complex, making the whole transaction system uncertain and prone to cause
related security problems [6, 7]. Therefore, E-commerce payment security is a complex
issue, how to technically strengthen the security control, so that E-commerce in a safe
environment for the healthy development, so that E-commerce can be more widely used
[8, 9].

E-commerce is using the Internet as a trading platform. However, the openness of the
Internet makes E-commerce face many security problems, such as information eavesdrop-
ping, tampering, counterfeiting, and malicious damage, which are also the key factors
restricting the flourishing development of E-commerce [10, 11]. How to ensure the secu-
rity and integrity of information in the transmission process has been the main direction
of research, such as data encryption technology, security protocols, security mechanisms,
etc [12, 13]. Currently, the main protocol used in E-commerce is SET (Secure Electronic
Transaction). SET is an electronic payment model that was proposed in 1997 [14, 15].
SET is widely used because it provides mutual authentication between customers, mer-
chants and banks and uses techniques such as data encryption and digital signatures to
ensure authentication, confidentiality, integrity and non-repudiation of data.

The SET protocol has been recognised by the IETF (Internet Engineering Task Force)
standards and has become a de facto industry standard [16]. The SET protocol mainly
adopts a combination of symmetric and asymmetric encryption algorithms to ensure the
integrity and consistency of the data and to achieve the transaction of the anticounter-
feiting, the symmetric algorithm generally uses DES encryption algorithm, and the asym-
metric encryption algorithm generally uses RSA encryption algorithm. SET protocol is a
typical implementation under PKI (Public Key Infrastructure) [17], mainly used in B2C
commerce mode to guarantee the security of information. Although the SET protocol is
highly secure, it still has some shortcomings, such as low implementation efficiency and
the need for repeated authentication of transaction parties. The client software must be
downloaded and installed once again each time a user switches computers in order to make
transactions, which is quite inconvenient for the cardholder. Therefore, developing and
enhancing the SET protocol is crucial to addressing the security issues with E-commerce.

1.1. Related Work. The current asymmetric encryption system used by the SET proto-
col is the RSA cryptosystem. the SET protocol requires a 2048-bit key for the Certificate
Authority (CA) and a 1024-bit key for organisations other than the CA [18].

With the development of science and technology, the processing and computing speed
of computers is getting faster and faster, resulting in the time spent on decomposing
factors is getting shorter and shorter, which has gradually threatened the security of the
current 1024-bit key. In order to solve this problem, there are two methods [19, 20]:
one is to improve the RSA cryptosystem, increase the key length and try to speed up
its computing speed; the second is to find a new cryptosystem that can replace RSA.
Currently, Elliptic curve cryptosystem (ECC) has become a strong contender to replace
RSA, and ECC has been gradually regarded as the best public key cryptosystem other
than RSA cryptosystem, and has already posed a strong challenge to RSA cryptosystem,
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and is expected to become the next generation public key cryptosystem standard. This
work focuses on the possibility of ECC cryptosystems in SET protocol applications.

The security of ECC is based on the elliptic curve discrete logarithm problem. Com-
pared with RSA cryptosystem, ECC cryptosystem is able to use shorter keys to achieve
the same security, and it is usually considered that a 160-bit elliptic curve key is able to
have the same security strength as a 1024-bit key of RSA algorithm, and this propor-
tionality will be bigger and bigger with the increase of the key length, so it has a better
resistance to attack [21, 22]. Moreover, shorter keys also bring advantages such as faster
computing speed, smaller storage space, lower bandwidth requirements, and better flex-
ibility. It makes elliptic curve cryptosystems extremely suitable in various environments
especially in space resource constrained environments, thus ECC is more advantageous
for applications in E-commerce, wireless communication and other fields.

The current research related to ECC has two main aspects: one is the research on
secure elliptic curve generation, mainly how to quickly find a large number of secure el-
liptic curves is a hot research topic; the other is how to quickly implement ECC, i.e., the
research on the ECC scalar multiplication algorithm. Kavitha [23] explored the problem
of achieving secure communication in wireless sensor networks and introduced an ECC-
based based ECC with efficient implementation to ensure efficient secure communication
in a limited resource environment. For how to implement efficient and scalable ECC in
IoT, Noori et al. [24] proposed a novel curve selection method based on ECC scalar
algorithm to improve the computational efficiency. Also, a fast decoding method based
on algebraic curve coding is proposed to reduce the decoding cost. By applying these
optimisation methods to ECC in IoT, the computational and communication efficiency of
IoT devices can be improved. To address the bottlenecks in conventional ECC processors,
Kalaiarasi et al. [25] proposed an improved ECC processor architecture for digital signa-
ture applications to increase cryptographic processing speed and circuit area efficiency. A
new modulo-multiplication algorithm is introduced that reduces the use of multipliers by
using techniques such as addition, subtraction and shift operations, thus increasing the
processing speed. In addition, the paper introduces a new parallel arithmetic structure
that allows multiple modulo multiplication operations to be computed in parallel, further
improving processing efficiency.

1.2. Motivation and contribution. The most time-consuming part of ECC is the op-
eration of the scalar multiplication algorithm, which is also the main research direction
to improve the performance of ECC, and the improvement of the scalar multiplication
algorithm plays an important role in the fast application of ECC. In order to further
improve the security and reduce the computational resources of ECC, this work improves
the ECC. The main innovations and contributions of this work include:

(1) The key modules of a secure e-commerce payment system based on SET protocol are
given. The digital signature module is used to realize double digital signatures by connect-
ing two messages sent to different receivers by improving the digital signature principle to
guarantee the payment security of cardholders. An E-commerce recommendation method
based on payment encryption is given.

(2) Aiming at the deficiencies of the encryption and decryption algorithms in the SET
protocol, an improved ECC is proposed for replacing the original private key encryption
algorithm to improve the speed, performance and security of the SET protocol. On the
basis of Non-Adjacent Form (NAF) [26] scalar algorithm, it is improved and combined
with Montgomery scalar algorithm, called Montgomery & NAF.

2. The SET protocol and how it works.
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2.1. Introduction to the SET protocol. There are two main problems to be solved
in the technical aspects of the design of E-commerce systems: one is the accuracy of
message delivery and the other is the security of message delivery. The former is well
solved by the message exchange protocol, while the latter is a problem to be studied at
present. For this reason, the SET1.0 standard was born through the unremitting efforts
of all parties. Since its launch, this standard has been supported by many vendors such
as IBM, Netscape, Microsoft, Oracle and recognised by IETF standards, and has become
the B2C industry standard.

The main contents of SET protocol are: (1) Application of encryption algorithm; (2)
Certificate and its object format; (3) Purchase and its object format; (4) Payment and its
object format; (5) Message protocol between each participant.SET protocol adopts the
following technological means: symmetric encryption, asymmetric encryption, MD5 algo-
rithm, digital certificates, digital signatures, double digital signatures, digital envelopes
and other technologies. The confidentiality of data is ensured by using symmetric and
asymmetric key encryption. Data integrity and non-repudiation is ensured through the
use of digital signatures, MD5 algorithms. Authentication of the parties involved in the
transaction through digital certificates. The transaction participants of the SET protocol
include the cardholder, the merchant, the issuing bank, the acquiring bank, the payment
gateway, and the CA, as shown in Figure 1. The protocol specifies the definition of the
type of transaction parties and the format of the message during processing. Before both
parties send a message, the consumer, merchant and payment gateway must authenticate
each other’s identity through the authentication centre to ensure that the other party’s
identity is authentic and reliable.

Issuing bank Payment gateway

User Issuing bank

Certificate 
authority (CA)

Credit card 
authentication

O
pe

n 
an

 
ac

co
un

t

SET 
protocol

SET 
protocol

Authentication Authentication

Figure 1. Working principle of SET protocol

2.2. Process of the SET protocol. In order to ensure that the information is not
modified during transmission, it is necessary to encrypt the information sent. There
are many ways to classify cryptographic encryption algorithms according to different
criteria, among which the most common classification is according to the key method,
which is divided into symmetric key encryption algorithm and asymmetric key encryption
algorithm. The workflow of the SET protocol is shown below [27]:

(1) The customer sends a purchase request to the merchant.
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(2) The merchant sends a catalogue listing to the customer.
(3) If the customer agrees to purchase, digitally sign the Order OI (Order Instruction):

OI´ = Dskc (OI) and send the signed Order OI´ to the merchant.
(4) The merchant decrypts the order OI using its private key: OI = Epxc(OI ′), thus

determining that the order was sent by the customer. The merchant digitally signs its
own certificate CerM , the payment gateway’s certificate CerP , and the payment request
Pay: Y = DsKM(CerM,CerP, Pay) and sends Y to the customer.

(5) The customer receives Y , decrypts Y : (CerM,CerP, Pay) = EPKM(Y ), confirms
that Y is from the merchant and the identity of the payment gateway. The customer
generates a Payment Instruction (PI) according to the payment request and digitally
signs PI : PI ′ = Dskc(PI). The system randomly generates a symmetric key K, which
the customer uses to encrypt PI: PI ′ = EK(PI ′).
(6) The card issuer validates the message to confirm that the customer’s account number

is valid, and then sends the PI processing result to the payment gateway to transfer the
customer’s account payment to the merchant’s account.

(7) The payment gateway encrypts the payment completed message Msg: Msg′ =
DSKP (Msg) and sends Msg′ to the merchant.

(8) Merchant decrypts Msg′: Msg = EPKP (Msg′), confirms that it was sent by the
merchant, and provides the goods or services to the customer upon completion.

(9) The issuing bank sends a list of purchases to the customer.
The statistics of the number of times the cardholder, merchant, and payment gateway

transmit certificates, digitally sign, and encrypt messages during SET transactions are
shown in Table 1.

Table 1. Certificate number of passes statistics.

Participant Number Of Transmissions Number Of Identifications

Cardholders 1(Cardholder Signature 1)
3(Merchant Signatures 2;
Payer Encryption 1)

Businessmen

5(Cardholder Certificate 1;
Payer Certificate 1;
Encrypted Merchant Certificate 1;
Merchant Certificates 2)

3(Cardholder Certificate 1;
Encryption Gateway Certificate 1;
Signature Gateway Certificate 1)

Payment Gateway 1(Signature Gateway Certificate 1)
3(Cardholder Signature Certificate 1;
Encrypted Merchant Certificate 1;
Signed Merchant Certificate 1)

3. Secure e-commerce payment system based on SET protocol.

3.1. Double digital signature design. Based on the workflow of SET protocol, this
paper designs a secure e-commerce payment system based on SET protocol.

Dual digital signature is an effective improvement of digital signature by concatenating
two messages sent to different receivers. The composition process of dual digital signature
is described in detail as follows: firstly, the digests OIMD and PIMD of the cardholder’s
OI information and PI information are computed, and the two digests are effectively con-
nected to obtain the cardholder’s dual information POMD; then the cardholder adopts
the private key EKRC to encrypt the obtained POMD, which means that the dual digital
signature is obtained. The calculation of the process is shown below:

TS = EKRC [F (F (PI)) ∥ F (OI)] (1)

where EKRC denotes the private key used to represent the cardholder, TS denotes the
dual digital signature result; and F (OI) and F (PI) are the encryption results of the OI
information and the PI information, i.e., OIMD and PIMD, respectively.
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After the merchant gets the TS, PIMD, OI and the digital certificate from the card-
holder, the merchant uses Equation (2) to decode the dual digital signature to obtain the
dual data digest POMD, and compares the decoding result with the calculation result of
Equation (3). If the results are consistent, the dual digital signature signature is judged
to be correct, and vice versa the results are inconsistent and the signature is verified to
be incorrect.

POMD = TKUE[TS] (2)

where TKUE is the decoding key. After the payment gateway obtains the dual digital
signatures TS, PIMD, OI and digital certificates, the decoding formula is used to decode
them, and the decoding results are compared with the results of Equation (3) to verify
the correctness of the dual digital signature results.{

POMD = F (F (PI) ∥ OIMD)
POMD ̸= F (F (PI) ∥ OIMD)

(3)

In the process of carrying out dual digital signatures for e-commerce payments, if the
merchant does not have the cardholder’s payment information PI, the payment network
cannot obtain the ordering information of the goods, thus indicating that the dual digital
signatures used in the model of this paper can guarantee the security of the cardholder’s
payment.

This paper is based on the implementation of the functions of the payment gateway
module in the secure e-commerce payment improvement model of the SET protocol,
including the change of various businesses of cardholders and merchants, the query of the
account business, and the registration, etc. The CA module is responsible for the issuance
of digital certificates and the verification of digital certificates, and the CAmodule includes
the digital authentication and the digital certificate manager.

3.2. E-commerce recommendation based on payment encryption. E-commerce
payment and traditional payment mode has a certain similarity between the size of its
similarity can be expressed by the degree of affiliation. If its similarity is T (a), the value
of personalisation in e-commerce is Wi. The step of encryption of e-commerce information
is designed for execution, and the specific encryption rule parameter calculation steps are
as follows:

f(x) = maxT (a) · log
(
1

2
(R−Wi)

)
(4)

In order to avoid problems such as loss and leakage of user information, on the basis
of the above algorithm, further information encryption processing is carried out and a
vulnerability detection execution step is added, if the vulnerability feature value in the
encryption process is ϕ and the collection value is L, the data feature normalisation is
carried out according to the collection result, and the normalisation computation process
is shown as follows:

δ = lnφ
f (x)− 1∑

L [maxG (a)−minG (a)]
(5)

where maxG(a) and minG(a) represent the maximum and minimum values of the vul-
nerability in the process of information e-security payment, respectively. Based on the
above calculation steps for e-commerce information encryption vulnerability detection,
The ACCESS data management structure is used to preprocess the core network man-
agement data C1, detailed list data Cm, platform data C3, complaint data C4 and other
related data to achieve the analysis and management of user value and user perception
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data.

λ = δ
∞∑

m=0

[C1 + Cm + C3 + C4]/n (6)

where m denotes the value of the detail data Cm in the range (0,+∞).
E-commerce personalized recommendation system for the analysis of user value and

user perception, the main algorithms used are big data analysis algorithms, including
hierarchical analysis and clustering threshold method. Based on the above two algorithms
for e-commerce payment affiliation is calculated, let the number of times V appears in
the profile of commodity M on the feature n affiliation can be expressed as:

η = λ− M

V
+ 1 (7)

In order to better widen the gap between commodity payment affiliations and highlight
the importance of e-payment features, a larger weight is assigned to some of the features
αn, and the value of the affiliation relationship on each feature is F. Then the e-payment
security value is calculated in the following way as shown below:

Si =
∞∑
n=0

αnη ⊕ Fn (8)

4. Montgomery & NAF based SET protocol.

4.1. Basic concepts of ECC. ECC is a cryptographic principle based on the discrete
logarithmic problem in the domain of elliptic curves. The principle of ECC focuses on
the discrete logarithmic problem on appropriately chosen elliptic curves. Under the same
security conditions, the encryption and decryption problems can be solved using smaller
parameters in ECC as compared to DSA & RSA cryptosystems. Combined with the above
analysis, we can conclude that ECC has the following advantages: relatively shorter key
lengths are used; smaller digital certificates and digital signatures, and faster computing
speed.

The commonly used elliptic curve finite domains mainly include: prime number domain
GF (p) and binary domain GF (2m). Among them, the elements in the binary domain are
easier to achieve parallel addition, subtraction, multiplication and other operations in
the computer, and thus elliptic curve cryptosystems often choose the binary domain for
hardware encryption. The non-singular elliptic curve E on the binary domain GF (2m) is
shown as follows:

y2 + xy = x3 + ax2 + b (9)

where a, b are elements in GF (2m) and b ̸= 0.
The curve also contains an infinity point denoted by O as an additive unit element of

a point on the curve. Let P1 = (x1, y1), P2 = (x2, y2), be two points on E and P1 ̸= −P2,
then P3 = P1 + P2 = (x3, y3).

(1) P1 ̸= P2  λ = (y2 + y1)/(x2 + x1)
x3 = λ2 + λ+ x1 + x2 + a
y3 = λ(x1 + x3) + x3 + y1

(10)

(2) P1 = P2  λ = y1/x1 + x1

x3 = λ+ λ+ a
y3 = λ(x1 + x3) + x3 + y1

(11)
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In ECC, the encryption and decryption processes require the public key protocol to
perform elliptic curve computation, the process is as follows: choose a base domain Fq,
and define a point P of prime order on the elliptic curves E and F on this domain. The
coordinates of the point P are denoted by (xp, yp). The domain elements a and b in the
finite domain Fq are pre-set parameters of the elliptic curve. When the system is built
each user will generate the corresponding key individually.

By analysing the elliptic curve key exchange process, it can be seen that if the en-
cryption and decryption speed is to be improved, improving the efficiency of the number
multiplication of points is the most central element. So we further analyse the computa-
tion of the elliptic curve number multiplication operation required by the encryption and
decryption process of ECC as follows:

Q = kP = P + ...+ P︸ ︷︷ ︸
k

(12)

where P is a point on the elliptic curve, k = (an−1, an−1, an−1, . . . , a2, a1, a0).

4.2. Montgomery & NAF. The (Non-Adjacent Form, NAF) ECC scalar algorithm
has been improved and combined with the Montgomery scalar algorithm, called Mont-
gomery&NAF. The representation of ECC based on the binary NAF method is shown
below:

k =
n−1∑
i=0

ki2
i, ki ∈ {0, 1,−1} (13)

The NAF(k) is scanned from left to right, and addition or subtraction operations are
performed based on the plus or minus sign judgement of each digit.

For elliptic curves on GF (2m), Montgomery’s algorithm is a new number multiplication
algorithm that is well suited for execution on hardware and software. The Montgomery
algorithm has the same amount of computation during each iteration and can be effective
against timing attacks.

Based on the binary NAF scalar algorithm, this work improves it in order to further
improve its security and reduce computational resources. The structure of the NAF form
consisting of integer K shows that when a non-zero digit is arbitrarily found from the
NAF(K) digit string, three consecutive digits are read from that digit, and the three
digits have and only have the following six combinations of the following forms: -10-1, -
100, -101, 10-1, 100, and 101. The dot-add computations corresponding to these six forms
are denoted as: Q− 5G, Q− 4G, Q− 3G, Q+ 3G, Q+ 4G, and Q+ 5G. Since only an
odd number of digits within the window is required during the dot product operation, we
can optimise the operation by saving only the values whose window contents are Q± 3G
and Q ± 5G, and combining them with the dot-add algorithm in the binary NAF scalar
algorithm to improve the speed of the dot product operation.

We take the window m = 5 and the binary length of the integer K to be 256. The
number of dot-add and double-dot operations required by the integer K for multiple
NAF algorithms is shown in Table 2. A comparison can visualise the computational
requirements for the same number of doubling points, but the computation amount is
reduced by 50 %.

Table 2. Comparison of four algorithms in terms of computational power

Binary system (math) NAF Improved NAF
Light bulb 192 128 64

Double point 384 384 384
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We take the combination of Shamir and improved NAF to propose a Montgomery&NAF
double scalar multiplication algorithm, which combines the advantages of the two, and
reduces the number of point multiplications while also reduces the amount of point storage,
and because the increase of the window width m inevitably leads to a reduction in the
amount of storage of the points, which also reduces the number of loops of the main
computation to a certain extent. The following is an example of Montgomery & NAF
double scalar multiplication algorithm for 256-bit integer K as shown in Algorithm 1.

Algorithm 1 Montgomery & NAF double scalar multiplication algorithm

Input: G ∈ E(GF (q)), 256-bit positive integer K;
Output: Q = KP ;

1: Calculate k =
∑256

n=0Cn2
n, Cn ∈ {−1, 0, 1};

2: Calculate np while n ∈ {±3,±5};
3: Q = 0;
4: for (int n = 256;n ≥ 0;n−−) do
5: Q = 2Q;
6: if (Cn = −1) then
7: if (Cn−2 = −1) then Q = Q− 5G;
8: else if (Cn−2 = 0) then Q = Q− 5G;Q = 2Q;
9: else if (Cn−2 = 1) then Q = Q− 3G;
10: end if
11: n = n− 2;
12: else if (Cn = 1) then
13: if (Cn−2 = −1) then Q = Q+ 3G;
14: else if (Cn−2 = 0) then Q = Q+G;Q = 2Q;
15: else if (Cn−2 = 1) then Q = Q+ 5G;
16: end if
17: n = n− 2;
18: end if
19: end for
20: return Q

Pre-calculated arithmetic is shown as follows:

[(3 · 22(n−1) − 2n−1 − 1)A+ (22(m−1) − 2m−1)D] (14)

where A is a dot-add operation and D is a double dot-multiplication operation.
The main calculation has an arithmetic capacity:

[(((22m − 1)e/22m)− 1)A+ (e− 1)mD] (15)

When m = 2, the expected count is shown as follows:

9A+ 2D = 9(I + S + 2M) + 2(I + 2S + 2M) = 120.4 (16)

When m = 2, the main computation is shown as follows:

119A+ 254D = 119(I + S + 2M) + 254(I + 2S + 2M) = 4231.6 (17)

The comparison of Montgomery’s algorithm and Montgomery & NAF algorithm in
terms of point storage and computation when the window width m is 2, 3, and 4 is shown
in Table 3 and Table 4.

From the above comparison, it can be seen that when m is large and the number of bits
of (K, C) is small, the precomputation and point storage using Montgomery’s algorithm
are large and the utilisation of stored points is low. If the Montgomery & NAF algorithm
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Table 3. Point Storage Comparison

Montgomery Montgomery & NAF Percentage reduction
m=2(K, C= 256) 17 7 59 %
m=3 (K, C= 576) 62 18 71 %
m=4(K, C= 1024) 236 42 82 %

Table 4. Comparison of calculations

Montgomery Montgomery & NAF Percentage reduction
m=2(K, C= 256) 4148 M 5248 M 21 %
m=3 (K, C= 576) 8762 M 10056 M 13 %
m=4(K, C= 1024) 15482 M 16886 M 8 %

is used instead, not only the storage of points can be reduced significantly, but also the
arithmetic of point multiplication is not increased significantly.

5. Experimental results and analyses.

5.1. Security performance analysis. Currently, ECC commonly uses a security key
word length of 1024 bits or more, but increasing the key length will directly cause the
ECC encryption and decryption speeds to decrease dramatically, making hardware im-
plementation more difficult as well. MIPS is commonly used to measure the security of
a cipher, which represents the time required for a computer executing 1 million instruc-
tions per second to run for one year. Generally, a cipher whose deciphering time reaches
1012 MIPS years is regarded as a secure cipher. a comparison of the deciphering times of
Montgomery and Montgomery & NAF is shown in Figure 2.
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Figure 2. Comparison of deciphering times

It can be seen that Montgomery&NAF is more secure than Montgomery, which requires
only 160 bits of key length for security, compared to 1024 bits for Montgomery. As the
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key length increases, the security of Montgomery & NAF increases much faster than that
of Montgomery.

In order to better compare ECC with RSA in depth, we take out different key lengths
of Montgomery and Montgomery & NAF for encryption and decryption operations re-
spectively. The key length ratios of the three groups are 128/1024,160/2048 and 192/4096
respectively. Table 5 defines the key length and message length.

Table 5. Key Size and Message Length

Montgomery & NAF Montgomery Message length
128 1024 1500/3000/5000
160 2048 1500/3000/5000
192 4096 1500/3000/5000

Firstly, the encryption part is analysed. A comparison of the encryption time consump-
tion of the two algorithms for a message length of 5000 bit is shown in Figure 3. In this
experiment, the 5000 bits is divided into 625 blocks for the operation, and an independent
number of encryptions is used for each message block.

1 2 8 / 1 0 2 4 1 6 0 / 2 0 4 8 1 9 2 / 4 0 9 60

1 0 0

2 0 0

3 0 0

4 0 0

5 0 0

Tim
e/s

K e y  l e n g t h  r a t i o  

 M o n t g o m e r y
 M o n t g o m e r y & N A F

Figure 3. Comparison of encryption time consumption

The key length ratios of the two algorithms during encryption are 128/1024, 160/2048,
and 192/4096. it can be seen that the encryption time consumed by Montgomery increases
significantly with the increase in the key length compared to Montgomery & NAF. Com-
parison of decryption time consumption of the two algorithms at 5000-bit message length
is shown in Figure 4. The decryption time spent by Montgomery increases significantly
as the key length increases, compared to Montgomery & NAF where the decryption time
spent by Montgomery & NAF is slightly increased within acceptable limits.

In summary, based on the experimental results of encryption and decryption operations,
we can see that Montgomery & NAF performs faster and has superior performance. And
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Figure 4. Comparison of decryption time consumption

as the key length increases, the time consumed for encryption and decryption grows less
in Montgomery & NAF compared to Montgomery. Therefore, we can conclude that
Montgomery & NAF is a better encryption and decryption method in SET protocol.

5.2. Feasibility analysis. The sample files are randomly selected for encryption and
decryption operations. Table 6 represents the information about all the encrypted files
including file serial number, storage, time, memory information and file size of all the
encrypted files.

Table 6. File Encryption Time, Memory and File Size

No. Time/ms Memory consumption/KB File size
1 179 21304.24535 110
2 92 41612.40423 105
3 233 23402.11316 105
4 165 44308.62127 100
5 335 34144.25235 185
6 202 17412.56431 30
7 315 17314.12356 42
8 258 16809.25475 40
9 16 12154.25187 14
10 14 12583.48112 15

The memory consumption indicates the amount of main memory required to process
the encryption algorithm. It can be observed that the encryption memory consumption
is roughly all under 45000 KB and the time required for encryption is all under 350 ms.
Data decryption accuracy is the amount of data that is accurately recovered after the
encrypted file is decrypted. The quasi-accuracy of data decryption is shown in Figure 5.
The decryption accuracy of the improved scheme is basically 98 %. The analysis shows
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that the time and memory consumed for encryption and decryption are within acceptable
limits. From the analysis of the above figure, it can be seen that the storage overhead
increases with the increase in the size of the original file and overall the overhead is
less. The result shows that the system recovers 98 % of the data during the decryption
process. Thus the algorithm consumes less memory resources as well as time resources
while maintaining security thus showing the effectiveness of the proposed technique.
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Figure 5. Decryption accuracy

6. Conclusion. This work gives the key modules of secure e-commerce payment system
based on SET protocol. By improving the principle of digital signature, the digital signa-
ture module is adopted to connect two messages sent to different recipients to realize dou-
ble digital signature, thus ensuring the payment safety of cardholders. The e-commerce
recommendation method based on payment encryption is given. In addition, a Mont-
gomery & NAF algorithm is proposed to improve the speed, performance and security
of the SET protocol. Experimental results show that the E-commerce payment system
based on the proposed SET protocol can recover 98 % of the data during the decryption
process. Thus, the algorithm consumes less memory resources as well as time resources
while ensuring security thus demonstrating the effectiveness of the proposed technique.
However, choosing the parameters of the elliptic curve is a critical issue. The selection
of parameters for security requires considering both security and performance and ensur-
ing that the points on the elliptic curve provide sufficient security strength. Therefore,
subsequent studies will address this issue with extended analyses.

REFERENCES
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