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Abstract. With the popularity of new media short videos and the acceleration of infor-
mation dissemination on the Internet, the security problem of short video files has become
increasingly prominent. The study of new media short video encryption technology can
explore safer and more reliable data protection methods and improve the overall secu-
rity of short video platform. Chaotic sequence cipher has the characteristics of complex
structure and large key space, which can effectively meet the characteristics of multime-
dia encryption, so the application of chaotic sequence in multimedia encryption has a
better application prospect. Aiming at the above problems, this work designs an improved
chaotic sequence generator using a two-dimensional generalised Logistic equation and
spatio-temporal two-dimensional discrete mapping. Various pseudo-random properties
of the generated chaotic sequences are detected using the single-bit frequency detection
method and the correlation detection method, and the simulation experiments illustrate
that the pseudo-random properties are excellent and have the advantage of better pseudo-
randomness compared with the existing common chaotic sequence generation methods. In
addition, the proposed new chaotic sequence generator is used to encrypt AVI video files,
which are commonly used in multimedia, using direct encryption. Matlab simulation ex-
periments demonstrate the excellent encryption effect of the proposed method. Compared
with the traditional direct encryption algorithm, the proposed method has the advantage
of better encryption speed.
Keywords: Chaotic sequences; Video encryption; Discrete-time systems; Logistic equa-
tions; Pseudo-randomness

1. Introduction. With the popularity of new media short videos and the acceleration
of information dissemination on the Internet, the security problem of short video files
has become increasingly prominent. The study of new media short video encryption
technology can explore safer and more reliable data protection methods and improve the
overall security of short video platforms [1,2].
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With the continuous development of society and the continuous progress of informa-
tion technology, people’s spiritual and cultural life is also more and more rich, a variety
of new media, new entertainment endless. The development of these emerging media in-
dustries are inseparable from the application of multimedia information technology, such
as youtube, volcano video, etc. [3,4]. In multimedia information technology, image data
files are mostly in the format of BMP, TIFF, etc., and video data files are in the format of
WAV, AVI, JPRG, etc., and the multimedia files in the above formats have been deeply
penetrated into all aspects of people’s daily life. However, video data files are likely to be
invaded or even interfered by illegal hackers during network transmission, such as stealing
video surveillance information [5,6], or maliciously tampering with the data, and so on.
These illegal behaviours can cause great harm to people’s privacy and security, and require
particularly high communication security due to the security, commercial and military do-
mains. In these fields, especially in the military field [7,8], once the data invasion, theft
or tampering in the process of communication transmission, it will cause unanticipated
impact on our country, and the importance of the security of multimedia information
becomes very important. Therefore, multimedia video file encryption algorithm has been
a hot research direction in the field of information security.

A large amount of high-quality original content and unique creativity emerge from
short video platforms, and the protection of intellectual property rights of these contents
is an important part to protect the rights and interests of creators. The research of
encryption technology can prevent infringement behaviours such as theft, tampering and
copying, and promote the development of creative industries [9,10]. New media short
video platforms store a large amount of user data and video content, which become
the target of hacker attacks and data leakage. Research on encryption technology can
increase the protection of data against unauthorised access and misuse and improve user
data security [11,12]. Short videos may contain sensitive details such as users’ personal
information and location information. Research on encryption technology can protect user
privacy and prevent unauthorised access and exploitation. The research and application
of encryption technology can improve the credibility and security of short video platforms,
increase users’ trust in the platform, and facilitate the development and growth of the
short video industry.

In summary, the study of new media short video file encryption technology has impor-
tant practical significance and application value, and plays a positive role in promoting
the sustainable development of short video industry by safeguarding intellectual property
rights, data security and user privacy.

In order to solve the problem of information security and protection of such body
multimedia, researchers and scholars at home and abroad have proposed many kinds of
solutions [13]. Among them, the most mainstream method is cryptography. The origin of
cryptography is relatively early, through the long-term evolution and development, up to
now, there have been a number of mature and secure encryption algorithms, such as DES,
RC2, RSA and other encryption algorithms. Although the above algorithms have high
security, they can only handle the encryption and decryption of simple data streams, such
as text data. When encrypting large amounts of data, such as multimedia video files, they
cannot effectively solve the problem of large correlation between data. In addition, the
efficiency of encryption must be taken into account during network transmission [14,15]. In
other words, traditional encryption algorithms cannot solve the real-time and correlation
requirements of multimedia video file encryption.

As an important branch of cryptography, chaotic sequence cipher shows the advan-
tages of strong initial value sensitivity, unusually complex structure and good pseudo-
randomness, which is more in line with the needs of multimedia encryption. Therefore,
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in this paper, an improved chaotic cryptography algorithm is proposed, which can gener-
ate a new pseudo-random key stream sequence according to the initial secret key. each
frame extracted from AVI video file is heterodyne operated with the new pseudo-random
sequence, and the encrypted file is obtained. Network transmission encryption experi-
ments of video files are carried out through Matlab simulation to verify the reliability and
advancement of the proposed encryption algorithm.

1.1. Related Work. Currently, research on multimedia video encryption algorithms fo-
cuses on the following directions:

(1) Encryption algorithm based on watermarking technique. Watermarking technology
plays an important role in video encryption. By embedding the watermark information
into the video, functions such as authentication, copyright protection and tracking of the
video can be achieved. Currently, some researches focus on how to design more covert
and robust video watermarking algorithms to resist various attack methods.

(2) Encryption Algorithm based on Chaos Theory: Chaos encryption algorithm uses
the chaotic properties to generate the key to encrypt the video data. This algorithm has
better randomness and unpredictability and can provide high security. Currently, some
researches focus on methods to improve the chaotic mapping algorithm, chaotic disruption
and chaotic diffusion to enhance the encryption strength and processing speed.

In the past five years, multimedia video encryption algorithm based on chaos theory is
an important research direction in the field of video encryption. Wang et al. [16] proposed
an image encryption method based on composite chaotic sequence and quantum chaotic
encryption. By introducing two chaotic mappings and combining the traditional quantum
chaotic encryption technique, the secure encryption of image data is achieved. Experi-
mental results show that the method has high security and encryption effect. Gayathri
and Subashini [17] proposed a video encryption algorithm based on spatio-temporal chaos
and block disambiguation. By introducing spatio-temporal chaotic mapping and block
disambiguation techniques, the spatial and temporal information of the video is obfus-
cated and rearranged to achieve the protection of video data. Experimental results show
that the algorithm can effectively prevent unauthorised access and analysis of the video.
Li et al. [18] proposed a video encryption algorithm based on three-dimensional discrete
chaotic system and DNA coding. By considering the video data as three-dimensional
data and using the chaotic sequences generated by the discrete chaotic system for dis-
ruption and encryption, DNA coding is also used for key management and protection.
Experimental results show that the algorithm has high security and encryption effect.
Elkamchouchi et al. [19] proposed a fast video encryption scheme based on chaotic com-
pression. The method achieves fast encryption of video data by converting the video data
into chaotic sequences using chaotic compression and adopting an encryption model based
on the disruption-diffusion structure. Experimental results show that the scheme has high
encryption speed and confidentiality.

In general, multimedia video encryption algorithms based on chaos theory in recent
years are mainly devoted to improve the encryption effect, encryption speed and security.
These methods achieve the security protection of video data through technical means such
as chaotic mapping, disorder operation and quantum encryption. However, more in-depth
research is still needed to address the security (pseudo-randomness) and practicality of
the algorithms.

Multimedia video encryption based on direct encryption algorithms is a research di-
rection in the field of multimedia security. Direct encryption algorithms achieve fast and
effective encryption of video by performing operations such as replacement, substitution
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and mapping of video frames, combined with random, chaotic or block disruption tech-
niques. Hosny et al. [20] proposed a fast video encryption method based on pixel chaotic
mapping and block disruption. The encryption protection of video data is achieved by
mapping video pixels to chaotic sequences and rearranging video frames using block disar-
rangement technique. The experimental results show that the method has high encryption
effect and encryption speed.

1.2. Motivation and contribution. Through the above analyses, it can be seen that
the direct encryption algorithm provides a certain degree of security and practicality while
maintaining the video quality. However, for the direct encryption algorithm, the real-time
nature of the encryption and decryption process and the ability to resist attacks still need
to be improved.

Therefore, in order to improve the security and encryption speed of encryption and
decryption of networked multimedia video files, this work designs an improved chaotic se-
quence generator using two-dimensional generalised Logistic equations and spatio-temporal
two-dimensional discrete mappings.

The main innovations and contributions of this work include:
(1) Based on the one-dimensional Logistic chaotic equation [21], we propose a model

of generalised Logistic equation, and design a two-dimensional generalised Logistic equa-
tion with a primary coupling term. Compared with the classical Logistic equation, the
chaotic sequence generated by the two-dimensional generalised Logistic equation has bet-
ter pseudo-randomness, which is more conducive to video encryption.

(2) The way of generating chaotic sequences from two-dimensional generalised Logistic
equations is improved by using spatio-temporal two-dimensional discrete mapping, so that
a new sequence of pseudo-random keystreams is generated based on the initial secret key,
which improves the encryption speed of the encryption algorithm.

(3) Direct encryption is used to encrypt the commonly used multimedia AVI video files,
and the frames extracted from the AVI video files are heteroscedastic using a new pseudo-
random sequence to obtain the encrypted files. Matlab simulation is used to conduct
network transmission encryption experiments to verify the feasibility of the proposed
encryption algorithm. Compared with the traditional chaotic encryption algorithm, the
proposed encryption algorithm has high speed and good diffusion performance.

2. Foundations of chaos theory.

2.1. Chaos theory and cryptography. The characteristics of chaotic system make it
not conform to the principle of probability statistics in terms of numerical distribution
and do not get a stable probability distribution characteristic.

Traditional cryptosystems are not suitable for video encryption due to the large compu-
tational overhead. Currently, many researchers have carried out research on multimedia
message encryption based on chaotic system. Compared with the DCT coefficient permu-
tation, the chaotic-based multimedia message encryption scheme overcomes the limitation
of the encrypted data size and reduces the probability of being attacked by the outside
world. The chaotic pseudo-random number generator can be used to encrypt the key
stream of H.264/AVC video files.

The principle of chaotic encryption and decryption [22] is represented in Figure 1,
where P denotes the message to be encrypted, C denotes the encrypted message, and
F denotes a suitable operation process which serves to generate the encrypted message
by performing a suitable processing on the message to be encrypted, P , and the key,
K ′. This process can be understood as an encryption algorithm, such as DES algorithm,
RSA algorithm, etc. In chaotic encryption, the process is also capable of choosing simple
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functions, such as mod operations. The most critical part in chaotic encryption is Σ(K ′),
the keystream generator. It can be considered as a chaotic system model [23], which
generates unpredictable sequences. Since chaotic systems are very sensitive to their initial
values, their initial values are usually chosen as the key, i.e., the key for the chaotic system
Σ(K ′) is Σ(0).

P
F(P,K)

 (K')

K'

 (0)

 (K*)

 *(0)

F(P,K*)
P*

Figure 1. Chaotic encryption/decryption schematic

The encryption method and decryption method based on the principle of chaos are
shown in Figure 2.

Encryptor Decryptor

Channel

Original 

ciphertext

Decrypted 

plaintextCiphertext

Key Key

Figure 2. Encryption and decryption based on the chaos principle

The encryption process based on chaotic sequence cipher is as follows [24]: Initialisation:
the appropriate initial state (seed) and chaotic system parameters are selected and set.

Generating chaotic sequences: a series of chaotic sequences are generated by itera-
tive operations on chaotic systems. The chaotic system can be a one-dimensional, two-
dimensional or higher dimensional mapping or flow, etc.

Key Generator: selects a specific number of bits from the generated chaotic sequence
as a key. These key bits can be selected according to certain rules, such as skip picking,
cross picking, extended picking, etc.

Plaintext Transformation: Converting the original data to be encrypted (plaintext)
into a form that can be processed by a computer, e.g. converting text into binary code
or vectorising video data.

Data encryption: The use of generated keys to perform anomalous operations or other
obfuscation on plaintext data. The encryption process can be performed for each data
bit or block.
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The decryption process based on chaotic sequence cipher is opposite, so the principle
of video encryption and decryption based on chaotic sequence cipher is shown in Figure
3.

Encryptor Decryptor

Plaintext mi Plaintext miCiphertext ci

Encryptor

Key stream 

generator of 

Encryptor

Key stream 

generator of 

Decryptor

Key stream ki
Key stream ki

Seed 

key K

Seed 

key K

Figure 3. Principles of video encryption and decryption based on chaotic se-
quence codes

Logistic chaotic equations have a wide range of applications in the fields of chaotic cryp-
tography and pseudo-random number generation. By adjusting the values of parameters
and initial states, different chaotic sequences can be generated for encryption, obfuscation
and other purposes. The one-dimensional Logistic chaotic equation is a common nonlinear
discrete mapping, which is mathematically represented as:

Xn + 1 = δ ·Xn · (1 − Xn) (1)

where Xn is the chaotic value at the current moment, Xn+1 is the chaotic value at the
next moment, and δ is a control parameter that specifies the behaviour of the chaotic
system.

In a one-dimensional Logistic Chaos Equation, Xn usually takes values in the interval
[0, 1]. When the parameter δ takes different values, the logistic chaos equation exhibits
different dynamic behaviours, including stable periodic orbits, complex periodic orbits,
and chaotic behaviours.

2.2. Discrete space-time systems. Discrete spacetime systems are the hotspot of
chaos research in the last decade [25], and have very important application prospects
in theories such as confidential communication and stochastic simulation. The spatio-
temporal two-dimensional discrete mapping in discrete-space-time system can contain
more initial parameters, compared with the low-dimensional chaotic system, the key space
of the spatio-temporal two-dimensional discrete mapping is much larger, so the applica-
tion of the spatio-temporal discrete mapping in multimedia encryption has an important
research value and significance.

There are two common types of discrete space-time systems: one-dimensional discrete
space-time mappings and two-dimensional discrete space-time mappings.

The mathematical expression for a one-dimensional time-varying discrete spacetime
system that strictly satisfies the conditions of the Devaney chaos definition [26] can be
expressed as:

xm+1,n = f(m,xm,n, xm,n+1, . . . , xm,n+k) (2)
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where m denotes the time variable and n denotes the spatial location variable. The
mathematical expression for spatio-temporal two-dimensional discrete mapping is shown
as follow: {

xm+1,n = f(m, ym,n, xm,n, xm,n+1)
ym+1,n = g(m,xm,n, ym,n, ym,n+1)

(3)

The comparison reveals that two-dimensional time-varying discrete spacetime systems
have a more complex structure and a larger key space.

3. Improved chaotic sequence generator.

3.1. 2D Generalised Logistic Equation. Logistic equation is a simple nonlinear equa-
tion [27]. With different control parameters for iterative calculation, the whole system
will show different characteristics. After many iterations of computation, a completely
different sequence of real numbers will be obtained [28]. Logistic equation can generate a
sequence of random numbers through iterative computation, and these random numbers
can be used in various encryption algorithms. Encryption is a means of security, although
the Logistic equation has certain advantages, but there are some security risks, such as
the existence of some blank windows in the chaotic region, and these blank windows are
not related to the initial value.

In order to design a more superior chaotic equation, researchers study the generalised
logistic equation based on the classical logistic equation.

xi+1 = f(xi) = kxm
i (1− xi)

n (4)

The range of variation of k is:{
1 ≤ k ≤ (1+n)n+1

nn ,m = 1
(m+n−1)

(m−1)m−1nn ≤ k ≤ (m+n)m+n

mmnn ,m > 1
(5)

Based on the generalised logistic equation, a two-dimensional generalised logistic chaos
equation with a primary coupling term is proposed in this work.{

xn+1 = u1xn (1− xn) + r1yn
yn+1 = u2y

2
n(1− yn)

2 + r2xn
(6)

where u1, u2, r1, and r2 denote the coupled dynamics parameters. By selecting different
combinations of control parameters, the dynamical behaviour of the system is compre-
hensively investigated.

The iterative plot of the two-dimensional generalised Logistic equation is shown in Fig-
ure 4. Where the vertical coordinates indicate the range of the output sequence distribu-
tion, and the horizontal coordinates indicate the range of values of the control parameters.
From the overall point of the iterative diagram obtained for the two-dimensional gener-
alised Logistic equation is very similar to the structure of the Logistic equation, and has
the properties that the classical Logistic equation should have. From a local point of view,
the chaotic interval of the 2D generalised Logistic equation has changed greatly, such as
the range of values of the control parameters has changed greatly, and the 2D generalised
Logistic equation is more superior than the classical Logistic equation. What’s more, the
chaotic density of the chaotic zone of the 2D generalised Logistic equation is higher and
the gap distance is reduced.

Segmented linear mapping is a kind of one-dimensional mapping, in this work, by
improving the general segmented linear mapping effectively, the segmented cosine function
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Figure 4. Iteration diagrams for two-dimensional generalised logistic equations

is obtained as follow:

yn+1 =


cos[yn/t], yn ∈ (0, t)
cos[(yn − t)/(0.5− t)], yn ∈ [t, 0.5)
cos[(1− yn − p)/(0.5− t)], yn ∈ [0.5, 1− t)
cos[(1− yn)/t], yn ∈ [1− t, 1)

(7)

where Jn is the sequence value of the initial chaos, t is the control parameter of the
system, and t ∈ (0, 0.5). The improved segmented cosine mapping has good chaotic
properties and complex dynamical behaviour.

3.2. Logistic mapping chaotic sequences based on Spatio-temporal two-dimensional
discrete mapping. In this paper, spatio-temporal two-dimensional discrete mapping is
used to improve the way the two-dimensional generalised Logistic equation generates
chaotic sequences, so that a new sequence of pseudo-random keystreams is generated
based on the initial secret key. Therefore, a specific 2D time-varying discrete spacetime
system is used in this work with the following expression:{

xm+1,n = amym,n + bmxm,n + cmxm,n+1 mod (N)
ym+1,n = rmxm,n + smym,n + tmym,n+1 mod (N)

(8)

am = bm = (1 + (−1)m)/2 (9)

am = bm = (1 + (−1)m)/2, cm = tm = 1 (10){
rm = sm = 0,m = 3i
rm = sm = 1, others

(11)

where N is a positive integer, the value of N selected in this paper is taken as 256.
The Devaney chaos maps of the two-dimensional time-varying discrete spacetime system

are shown in Figure 5 and Figure 6. It can be seen that this system strictly satisfies the
Devaney chaos definition conditions.
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Figure 5. Devaney Chaotic Diagram (X-Y)

Figure 6. Devaney Chaotic Diagram (X-Z)

At this point,xk and yk are taken as the initial values of the two-dimensional time-
varying discrete spatio-temporal system and substituted into Equation (8), and the re-
sulting pseudo-random sequence is taken as the initial sequence.

4. Multimedia video encryption based on improved chaotic sequences. In this
work, the commonly used multimedia AVI video files are encrypted using direct encryption
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[29].The individual frames extracted from the AVI video files are subjected to a heterodyne
operation using a new pseudo-random sequence to obtain the encrypted file.

Firstly, the key data and the encrypted video data are read, such as the number of
frames of the encrypted video, the length and width of the frames. A new pseudo-random
keystream sequence is obtained after the initial sequence is de-duplicated by 256 pairs.
Read the video data, present each frame of the video and save it. Perform a different-or
operation on each pixel in the frame one by one to encrypt the entire video frame.

Extract the (R,G,B) components of each image frame, take the odd part of each row
of its component matrix (R1, G1, B1) and encrypt each pixel in the frame one by one, thus
encrypting the entire video frame. R1′ = R1 ⊕ x1(i)⊕ x2(i)

G1′ = G1 ⊕ x1(i)⊕ x2(i)
B1′ = B1 ⊕ x1(i)⊕ x2(i)

(12)

where i denotes the i-th set of matrices, and when i is greater than 5, recalculate from 1
again. Similarly, we also encrypt the even parts (R2, G2, B2) of the (R,G,B) components
of each original image frame. The even part of each component matrix of the encrypted
image is obtained using dissimilarity. R2′ = R2 ⊕R1′

G2′ = G2 ⊕G1′

B2′ = B2 ⊕B1′

(13)

Finally, the above steps are repeated for each frame in the video, thus completing the
encryption of the entire video.

The decryption process is similar to the encryption process and is the inverse of the
encryption process.

5. Experimental results and analyses.

5.1. Pseudo-randomness of chaotic sequences. Firstly, the performance of the chaotic
sequence is analysed quantitatively using the mutual correlation function of the sequence.
The smaller the value of the cross-correlation function, the better the pseudo-randomness
of the sequence under test. The mutual correlation function is defined as:

RXY (j) = (

p∑
i=1

xiyi+j)/p (14)

where xk and yk are 2 chaotic sequences of length p.
Using the Logistic equation for iterative computation, two chaotic sequences with 1,000

iteration values are generated, and the two sequences are tested for mutual correlation,
and the test results are visually represented in the form of an image, and the results are
shown in Figure 7. The chaos generated by the classical Logistic chaos equation has a small
mutual correlation, and its correlation coefficient is around 0.35, so the chaos generated
by classical Logistic chaos equation has good pseudo-randomness. Therefore, the chaotic
sequence generated by the classical logistic equation has good pseudo-randomness.

Then, two chaotic sequences with 1000 iteration values are generated by iterative com-
putation using the 2D generalised Logistic equation, and the inter-correlation of these two
sequences is tested experimentally, which is used to quantitatively analyse the nature of
the 2D generalised Logistic equation, and the results of the experimental simulation are
shown in Figure 8. The correlation coefficients of the two sequences generated by the 2D
generalised Logistic chaos equation are around 0.22, so the chaotic sequences generated
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Figure 7. Reciprocal correlation of Logistic equations

Figure 8. Reciprocal correlation of two-dimensional generalised Logistic equa-
tions

by the 2D generalised Logistic equation have higher pseudo-randomness than that of the
classical Logistic equation.

Secondly, the performance of chaotic sequences was tested using frequency counting
detection. Frequency count detection mainly detects whether the numbers of 0 and 1
in a binary sequence are close to each other, and in this way, it can judge whether the
sequence has a good balance of 0 and 1. The 0’s and 1’s in the sequence to be tested are
converted to -1 and 1 respectively to obtain the sequence to be tested Xi .

V =
|Sn|√
n
, Sn =

n∑
i=1

Xi (15)

After calculating the p value, if the resulting p value is greater than 0.01, it means
that the pseudo-random sequence to be detected can pass the frequency detection.

p−value = erfc(
V√
2
) (16)

where erfc is the residual error function.
The detection results are shown in Table 1. It can be seen that in the case of sequence

lengths of 1024,4096 and 16384, although the chaotic sequences generated by the classical
Logistic equation and the chaotic sequences generated by the two-dimensional generalised
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Logistic equation both pass the frequency detection, i.e., the p value is greater than 0.01,
the p value of the classical Logistic equation has a lower value, which indicates that the
two-dimensional generalised Logistic equation generates chaotic sequences with better
pseudo-randomness.

Table 1. Comparison of Frequency Detection Results

Sequence
length

Classical
logistic equation

Two-dimensional
generalised logistic equation

16384 0.4627 0.6171
4096 0.4918 0.8513
1024 0.0801 0.4918

5.2. Video encryption results analysis. In order to analyse and verify the encryption
method proposed in this paper, a multimedia video file is selected for specific experiments.
The experimental hardware environment is: Intel Core i5 2.2GHz processor, 6GB memory,
400GB hard drive, GTX1060 independent graphics card. The experimental software
environment is: Windows 7 operating system, Matlab 2012 (R2012a) simulation software.
Logistic chaotic mapping of the initial parameters x0 = 0.1, δ = 0.4.

The 25-th frame of the original AVI video to be encrypted is shown in Figure 9(a), and
the corresponding encrypted image frame after encryption is shown in Figure 9(b).

(a) Original frame (b) Encrypted frame

Figure 9. Video encryption simulation results

In order to validate the security of the proposed algorithm, the correlation between
neighbouring frames in the video is examined and is calculated as follows:

p = A(i, j)−B(x, j) (17)

Where A and B are the grey value matrices of two adjacent frames respectively, and p
denotes the correlation coefficient.

The correlation results of two adjacent frames before encryption are shown in Figure
10(a), and the correlation results of two adjacent frames after encryption are shown in
Figure 10(b).

As can be seen from Figure 9 and Figure 10, the encryption method based on the im-
proved chaotic sequence generator can effectively complete the video file encryption. In
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(a) Before encryption (b) After encryption

Figure 10. Correlation analysis simulation results

addition, the better encryption security is reflected in the lower correlation of neighbour-
ing frames after encryption, that is to say, the better diffusion performance is maintained.
Under the same experimental conditions, the time performance comparison of video en-
cryption/decryption with chaotic pseudo-random number generator is shown in Table 2,
which shows that the method in this paper has better encryption speed.

Table 2. Acceleration / decryption time comparison.

Total encryption
time/min

Total decryption
time/min

Chaotic pseudo-random
number generator

28.2 28.3

Improved chaotic
sequence generator

23.5 23.6

5.3. Pixel variation and diffusivity analysis. In video encryption attack resistance
analysis, information entropy (entropy) is often used to measure the security and attack
resistance of encryption algorithms [32]. Information entropy is a measure of the ran-
domness or uncertainty of data and is often used to assess the level of randomness of the
ciphertext generated by an encryption algorithm. In this work, the information entropy
of two multimedia videos before and after encryption is calculated, as shown in Table 3.
The results show that the information entropy of the improved chaotic sequence generator
both reaches 6.8747, and the encryption effect is better.

NPCR (Normalised Pixel Change Rate) [33] and UACI (Unified Average Changing
Intensity) [34] are two metrics commonly used to evaluate the performance of image
encryption algorithms. In this work, the computation of these two metrics, NPCR and
UACI, can evaluate the performance of image encryption algorithms in terms of pixel
change and diffusivity, providing a quantitative basis for performance evaluation.

NPCR =

M∑
i=1

N∑
j=1

D(i, j)

M ×N
× 100%, D(i, j) =

{
1, C1(i, j) = C2(i, j)
0, C1(i, j) ̸= C2(i, j)

(18)

UACI =

M∑
i=1

N∑
j=1

|C1(i, j)− C2(i, j)|

255×M ×N
× 100% (19)
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Table 3. Entropy before and after encryption.

Frame rate
Video A Video B

Original Encrypted Original Encrypted
1 2.7505 6.8747 2.443 6.8744
2 2.8572 6.8747 2.453 6.8744
3 2.8483 6.8745 2.4499 6.8751
4 2.9364 6.8749 2.4542 6.8749
5 2.939 6.8745 2.4662 6.8748
6 2.9078 6.8746 2.4771 6.8743
7 2.9038 6.8747 2.5053 6.8744
8 2.897 6.8745 2.5421 6.8742
9 2.8555 6.8749 2.5819 6.8745
10 2.8507 6.8745 2.608 6.8741
11 2.8292 6.8744 2.6225 6.8746
12 2.8327 6.8749 2.6711 6.8745

where C1(i, j) and C2(i, j) are the pixel values in row i and column j of different
encrypted video frames, respectively.

Taking video B as an example, the average NPCR (Number of Pixels Change Rate) and
average UACI (Unified Average Changing Intensity) after multimedia video encryption are
shown in Table 4. It can be seen that compared to other video encryption algorithms, the
multimedia video encryption method based on improved chaotic sequences has a higher
NPCR and UACI, which indicates that it is more capable in terms of pixel variation and
diffusivity.

Table 4. NPCR & UACI of video frames.

Encryption algorithm NPCR UACI
Encryption based on

improved chaotic sequences
99.5061 33.3601

[30] 99.5214 33.3512
[31] 99.0545 33.1071

6. Conclusion. In order to improve the security and encryption speed of encrypting and
decrypting multimedia video files on the network, this work designs an improved chaotic
sequence generator by using a two-dimensional generalised Logistic equation and spatio-
temporal two-dimensional discrete mapping. Firstly, the model of the generalised Logistic
equation is proposed on the basis of the one-dimensional Logistic chaos equation, and a
two-dimensional generalised Logistic equation with a primary coupling term is designed.
Then, a time-varying discrete space-time system is used to improve the way of generating
chaotic sequences for the two-dimensional generalised Logistic equation, which improves
the encryption speed of the encryption algorithm. Finally, a commonly used multimedia
AVI video file is encrypted by direct encryption, and the Matlab simulation results show
that the chaotic sequences generated by the 2D generalised logistic equation have better
pseudo-randomness compared with the classical logistic equation, which is more conducive
to the encryption of the video file. Compared with other chaotic encryption algorithms,
the proposed encryption algorithm has higher encryption speed and good diffusion per-
formance. Because the proposed encryption algorithm is the most secure full encryption
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algorithm, the encryption of the sound in the video is not well handled. Further research
will be carried out to address this issue.
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