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Abstract. Vulnerable links or parts are the root causes of large-scale blackouts in power
systems. How to forecast the vulnerable links accurately and disconnect the links that can
cause fault propagation is invaluable for strangling large-scale cascading failures. There-
fore, this paper proposes a link isolation algorithm in power network based on joint vulner-
ability index based on the link vulnerability ranking. Extensive simulation analysis verify
the accuracy of the algorithm. The fragile links could be isolated effectively. Moreover
the structure optimization of the power network could be guided through the algorithm,
which could prevent the blackout failure.
Keywords: Power network, Complex network, Link isolation, Vulnerability.

1. Introduction. The recent analysis indicate that the most large-scale outages [1] begin
only with a few components, but the faults spread and lead to a wider range of cascading
failure instantly owing to the vulnerable links [2, 3]. Therefore, the vulnerability analysis
of power networks [4-8] is especially critical and could bring forward guidance on the
construction and optimization of power systems.

Nowadays, vulnerability analysis methods can be classified into structure based schemes
and state based schemes. To keep the security of power systems, many researchers adopt
complex network theory to analyze the structure vulnerability from a topological perspec-
tive [9]. Pure complex network theory based schemes find out risk links or nodes through
certain metrics, such as centrality. After several decades, people have successively put
forward many centralities [10], such as degree, betweenness, and closeness, and so on.
Most of these schemes perform random and intentional attacks on complex networks to
measure system vulnerability [11]. Actually, these schemes ignore different node types in
the power system, including generation nodes, transmission nodes, and load nodes. Fur-
thermore, these schemes also ignore that transmission lines have different materials with
different line parameters and voltage levels. In addition, the power flow should follow
Kirchhoff’s law. In a word, these metrics do not take into the physical characteristics and
operational constraints of the power system into account [12]. Considering this point,
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some extended electrical centralities [13] based on branch impedance, branch power limi-
tation, and source or load capacity have been proposed to further enhance vulnerability
analysis. However, all of these schemes do not consider the physical characteristics of
power system.

State based schemes consider utilizing DC or AC power flow equations to analyze
vulnerability, including the constraints of power flow equations, total reserve capacity
constraints, active and reactive power flow limitations of generators, current carrying ca-
pacity of transmission lines, and node voltage levels [14]. However, because of the rapid
development of high-voltage interconnected power grids, state based schemes should solve
AC power flow equations with a huge computational burden. Thus, the maximum flow
method is applied to power grid planning and introduced into the vulnerability of the
power system. This is because the maximum flow method can approximately consider
operational constraints like AC or DC equations, such as transmission line capacity, node
voltage level, generator output, and so on. Reference [15] improved the maximum flow
method to identify the fragile line in western Denmark. As a further extension of the
power system vulnerability analysis based on complex network theory, there are numer-
ous methods for analyzing the vulnerability of power systems that consider component
dependencies. In contrast, these methods can fully consider the dynamic characteristics
of post fault power transfer and transmission capacity conversion. Reference [16] respec-
tively use the improved structural pore theory and the depth of k-shell decomposition
method to identify fragile lines. In reference [17], a fast screening method based on Page
Rank was derived to identify fragile lines by considering directed weighted graphs. Refer-
ence [18] evaluated this vulnerability by using cascading fault maps. Key components are
identified through a state fault network formed by cascading fault chains and loss data
[19].

Link isolation control is an effective means to avoid the spread of power grid faults [20-
22]. There are few technical achievements related to link isolation in current researches.
Most of them adopt artificial isolation or isolation through management area. Other
automatic isolation schemes still have no effective technical means. The traditional ap-
proach is to carry out splitting method when a fault occurs, then the entire grid would
be isolated into several parts of independent operation. Broadly defined, the splitting
solution could be divided into two categories: passive and active. Currently, the criteria
for passive splitting mainly include current-based, impedance-based, voltage-based, and
phase-based. The defects of passive splitting are obvious. In the case of forced splitting,
the internal power will be unbalanced in some power islands. Then the generator or load
have to be shed, which cause a great impact on the load. Therefore, the active splitting
method has gradually become a research hotspot recently [23-25]. Reference [23] proposed
a method of searching splitting sections based on scheduling partitions, dividing the sys-
tem into several sub-regions, and only needed to search connecting lines of instability
regions and the rest to obtain feasible solution space. Reference [24] searched weakly con-
nected lines as candidate space based on slow coherency theory. Reference [25] pointed
out that commonly used splitting control strategy based on slow coherency or oscillation
center positioning can achieve better results only in system with significant coherency
grouping or relatively fixed oscillation center. It was proposed that for a system where
coherency grouping is not obvious, maintaining the power supply for important load can
be implemented as a control target, and an adaptive splitting framework was proposed.
However, real-time fault information is usually not considered during prescreening, so the
pre-selected sections may not match actual grids response. It seems that most of the cur-
rent active splitting methods demand a high computational complexity owing to the power
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angle characteristics of the generator set. It cannot meet the timeliness requirements, so
that the majority of scholars gradually begin to explore new thoughts [26-28].

In view of the above situation, this paper proposes a link isolation method based on
vulnerability analysis, which abandons the power angle characteristics of the generator
and fully utilizes the complex network vulnerability analysis results. The calculation
process becomes very brief. Simulation results show the effectiveness of the proposed
algorithm.

2. Basic Vulnerability Indicators for Power Grids. A grid with N nodes and M
transmission lines could be described as a complex network G(V,E), where V is the set
of nodes, E is the set of links, |V | = N and |E| = M .

2.1. Second-order centrality index. Kermarrec et al. proposed a distributed second-
order centrality based on a single random walk on the network [29], where each node only
needs to know its immediate neighborhood without any global information. The node
hosting the random walk selects the neighbors randomly and, and transmits the random
walk to the selected neighbors depending on the degree of the two nodes. When a random
walk is received on the node vi, the neighbor vj would be randomly and uniformly selected
from Γi (the set of adjacent nodes of vi). The degree value dj of the node vj could be
calculated out, and the random number p ∈ [0, 1] is generated uniformly. If p ≤ di/dj, the
random walk would be forwarded to vj, otherwise the random walk still remains at vi. If
it is the first visit to the random walk of vi, the array Ξi would be created, otherwise the
return time r since the last access would be calculated out and added to Ξi. If |Ξi| ≥ 3,
the standard deviation σi(K) could be calculated as:

σi(K) =

√√√√ 1

K − 1

K∑
k=1

Ξi(k)2 − [
1

K − 1

K∑
k=1

Ξi(k)]2 (1)

In practice, the second-order centrality calculation proposed by distributed computing
is fast and accurate to identify key nodes. The change in the frequency of the random walk
access node could be acquired through above algorithm. After the third recorded return
time, node vi will calculate the standard deviation of the K values in Ξi. These return
times are independent, we have a strong law of large numbers: limK→∞ σi(K) = σi. Once
the random walk has been run on the graph for a sufficient amount of time, according to
the detailed analysis given in [29], the standard deviation σi based on unbiased random
walk can be easily calculated by:

σi =
√

2Σj∈V T (j, i)− |V |(|V | − 1) (2)

Where T (j, i) is the entry of the expected time matrix T of size N×N , T (j, j) represents
the expected time between two consecutive accesses to node j, and for j ̸= i, T (j, i)
represents the expected time from node j to node i for the first time, and V is a set of
nodes with |V | = N . Thus, the value of σi can represent the relative importance of the
nodes in the graph: the lower the value, the higher the importance of the node. Therefore,
the Second-order Centrality (SOC) can be finally defined as:

C
(SOC)
i =

min1≤j≤N{σi}
σi

(3)
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2.2. Traditional link betweenness indicators. The betweenness index is mainly to
characterize the role of nodes in the information flow, and its value combines the pro-
portion of the paths with node vi in all the shortest paths between pairs of nodes. The
betweenness of vi could be calculated as follows:

Cb(vi) = Σs<t
gst
nst

(4)

Where gst(vi) represents the number of the shortest path from vs via vi to vt, and nst

represents the total number of all the shortest paths from vs to vt. For normalization, the
maximum possible value of the betweenness must be calculated, which corresponds to the
most extreme case, that is, any two other nodes are selected as the starting point and the
ending point, and the shortest paths are all passed by a fixed node. Thus the maximum
value could be acquired as (N−1)×(N−2)/2. The index could be normalized as follows:

CB(vi) =
2Cb(vi)

(N − 1)(N − 2)
(5)

3. Comprehensive State Vulnerability Index. On behalf of take both the structural
and state vulnerability of the power network into account, this paper proposes a compre-
hensive vulnerability index, which utilizes the normalized link betweenness as structural
vulnerable degree, and the link load level as the state vulnerable degree. The proposed
comprehensive vulnerability index can be defined as the average of the link normalized
betweenness and load level. The specific formula is as follows:

F (eij) = 0.5[Cb(eij) + L(eij)] (6)

Where the link betweenness Cb(eij) and the load level L(eij) could respectively indicate
the structural and state vulnerability. The link betweenness is defined as the proportion
of the link eij which must be passed among all the shortest paths in order to evaluate the
incidence of the link on the structure. The betweenness of link eij can be expressed as
Equation (5). The load level of the link is defined as the ratio of the link active power
flow to the maximum link active power flow:

L(eij) =
P (eij)

Pmax

(7)

In the above formula, the larger L is, the larger the load is. Actually the load level
may be outage (L = 0), light, normal, heavy or full (L = 1) load. L should be calculated
based on actual operating parameters. However, owing to the limited response time, the
proposed algorithm ignores the load change caused by the outage of other links when
performing fault isolation.

Here, the second-order centrality of each node (shown as Equation (3)) could be only
utilized as an auxiliary means to reconfirm the vulnerable link.

4. Link Isolation Algorithm Based on Grid Vulnerability. The proposed link iso-
lation algorithm combines the comprehensive state vulnerability index with the node
second-order centrality index and the traditional link betweeness index. Firstly, the link
is selected as the object of vulnerability assessment. The vulnerable link set would be
constructed to identify link vulnerability through comprehensive state vulnerability, link
betweeness and node second-order centrality. Secondly, the link isolation algorithm is uti-
lized to isolate the link for preventing the accident from spreading over a large area when
a fault occurs at the link belonging to the estimated vulnerable link set. Since the state
and structure are considered simultaneously, the comprehensive index proposed is closely
related to the operating state at each moment. Therefore, the comprehensive index must
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be updated in the whole operating period of the power system, also the vulnerable link
set would be updated at different instants.

The specific isolation procedures are as follows:
Step 1: Calculate the comprehensive vulnerability of each link and the second-order

centrality of each node
Step 2: Generate the vulnerable link set The main idea of this step is to utilize the

calculated comprehensive index and the second-order centrality of each node to evaluate
the vulnerability of the power network links, and place the link that may cause cascading
fault into the vulnerable link set. The vulnerable link set is detected and updated at any
time. When the operating state of the power network changes, the link set may change.

The set generation process is as follows:
1) Build complex network based on the topological relationship of power network;
2) Sort respectively the links based on the calculation of the comprehensive vulnerability

index as Equation (6) and sort respectively the nodes based on the calculation of the
second-order centrality as Equation (3);

3) Attack each link in sequence according to the link rankings until the connectivity of
the network (the ratio of the number of normal working links to the total number of links)
falls to the preset threshold T1, and then classify the attacked links into the temporary
link set, and restore the power network.

4) Remove each node in sequence according to the node rankings until the connectivity
of the network (the relative size of the largest connected branch) drops to the preset
threshold T2(T2 > T1), and classify the attacked node into the temporary node set.
5) Eliminate those links in the temporary link set whose starting and ending nodes are

not present in the temporary node set, and finally form the vulnerable link set.
Step 3: Check whether the fault link is in the vulnerable link set.
If the fault link does not belong to the vulnerable link set, this illustrates that this

fault could hardly cause a cascading failure, thus link isolation isn’t required. If the fault
link belongs to the vulnerable link set, the following link isolation operation would be
performed.

Step 4: Detect the connectivity of links in the vulnerable link set.
This step is to minimize the isolation scope. If several links in the vulnerable link set

could constitute a connected set, the isolated area would be quite large, otherwise the
fault would be spread to the area where is vulnerable, and the consequences would be
uncontrollable. To this end, the proposed solution is: when the links in the vulnerable
link set could constitute a connected set, all these links need to be isolated; when they
are not fully connected, check respectively whether it leads to cascading faults through
simulative isolation of the links. If not, the link would be disconnected and disposed as
one of the perimeter link set C2. Otherwise, the link should not be separate, and the node
of the link should be placed in set C1.

Step 5: Generate a preliminary fault area node set C1 and perimeter link set C2.
The number of elements in C1 obtained in the previous step is denoted by l (that is,

the number of parent nodes). Here, the link in the vulnerable link set is sorted based on
the comprehensive vulnerability indicator. The detailed process is that when the links
are attacked in turn, the vulnerability indicator F of the attacked link is recorded at this
time if the ratio of the number of running links to the number of unattacked links is less
than a given threshold. Then the nodes in C1 would be traversed, and sequentially be
estimated whether the vulnerability index of each link connected to the current node is
less than F , and if so, the link would be inserted into C2, otherwise the connected node
would be inserted into C3. Since the number of parent nodes in C1 before failure isolation
is l, this step is based on exhaustive search. For the current parent node, if the number
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Table 1. Comparison of the attacking results based on single index and
combined index when the first 9 lines are attacked for IEEE 118 power grid

Attacked links Link betweenness Load level Comprehensive indicator Random
1 97.8 98.4 97.9 98.4
2 84.4 97.9 96.8 97.9
3 80.7 97.3 94.6 97.3
4 79.6 97.3 89.8 96.8
5 79.0 96.8 81.7 96.2
6 75.3 95.2 59.7 95.7
7 74.2 27.4 41.9 95.2
8 67.2 18.3 41.4 94.6
9 61.8 18.3 38.2 94.1

of subnodes in C3 is m, then the subordinate subnodes of any node in the set would
be searched out respectively to estimate that whether the vulnerability index of the link
connecting the two nodes is less than F . If so, the link would be placed in C2. Otherwise,
the subordinate subnode would be classified into C4, and then C3 is updated with C4 and
C4 is cleared. Until C3 becomes an empty set, the parent node traversal operation would
terminate.

Step 6: Generate a set of nodes outside the failure zone C5.
By taking the perimeter node as the root node, the exhaustive operation is adopted to

generate the out-of-failure node set C5 on condition of the adjacency matrix generated by
the link indicator, and also to operate separately the isolated nodes, the full load parts or
the full power generation parts. For the out-of-failure nodes in the perimeter link set, the
frequency of occurrence in the perimeter would be check out: If the frequency is equal
to the node degree, it is known that an isolated point appears, which would be classified
into the fault node set, and the relevant link would also be deleted from the perimeter
link set. If some of the nodes belong to the generator node set or none of them belongs to
the generator node set, these nodes would be set into the fault node set, and the relevant
perimeter link would be deleted.

Step 7: Check the power difference between the isolated parts and then perform appro-
priate fine-tuning on isolation area.

The power difference inside each isolation zone would be calculated. If the difference
can reach the basic balance within each isolation zone, the isolation algorithm terminates,
otherwise appropriate changes must be considered.

5. Simulation Analysis. The IEEE118 power system is adopted as the simulation
model, and its topology is shown in Figure 1. The network consists of 118 nodes, 186
lines, 19 generator sets, total power generation of 4377.4 MW, and total load of 4242 MW.

5.1. Effect of comprehensive vulnerability indicator. The link attack simulation is
carried out by utilizing the traditional single index and the comprehensive index proposed
in this paper. The results in Table 1 compares the remaining connectivity of the single
indicators and the comprehensive indicators under the condition that the links in the top
ranking of the indicators are attacked, and compares it with the result of random links.

Obviously if the number of attack links increases to 4.8% of the total links, the remaining
connectivity is reduced to about 62% after the link with large betweenness is attacked,
while the remaining connectivity after random attacks on the link is only reduced to
about 91%. Therefore, the link betweenness could be effectively utilized to estimate the
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Figure 1. The topological structure of IEEE 118 power grid

link vulnerability; however, when attacking the link with different betweenness, it does
not indicate that the link with larger betweenness has greater influence on the power grid,
hence only the link betweenness cannot distinguish the critical links that could induce
cascading failure. For the attack degree based on load level, only when the link ranking in
the first 1-7 is attacked, the remaining connectivity is quickly reduced, but the reduction
is rapidly reduced after the 7th link fails, the fault of the first six links has not yet led
to a large reduction in connectivity. Therefore, the load level can be utilized to detect
which link is with large vulnerability, but the identification of the subsequent link is not
good. For the comprehensive index, the recognition effect works well. If the number
of attacked links increases to 4.8%, the remaining connectivity is reduced to about 40%
when attacking the previous nine links ranking by comprehensive index.

It can be seen that the link with greater comprehensive index will produce greater im-
pact on the power grid. Therefore, the comprehensive indicator proposed in this paper can
identify the key links that will lead to cascading failure, which means that the indicators
can be utilized to estimate the vulnerable links. Due to the small probability of large-scale
power outages, there are fewer components that can generate large-area accidents. The
conclusions of the above-mentioned vulnerability analysis are basically consistent with the
reality. Excluding those links that are prone to generate large-scale power outages, the
remaining links still own different effects on power system connectivity. It shows that the
comprehensive vulnerability can not only find out the vulnerable links but also distinguish
other links. Therefore, the comprehensive indicator is utilized as the isolation indicator.
Through the above described algorithm, we can set T1 = 0.3 and T2 = 0.4, and finally the
vulnerable link set is acquired as e38-65, e30-38, e8-5, e65-68, e8-9, e9-10.
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5.2. The effect of the isolation algorithm. After acquisition of the vulnerable link
set, the link e8-9 and link e30-38 failure in the set are taken as examples to carry out the
link isolation simulation test.

1) If link e8-9 fails
When link e8-9 fails, e38-65, e65-68 are connected to e30-38, and e8-5, e8-9,e9-10 are

connected, also the two sets of links are connected via link e8-30.If the link e8-30 is
separated, the split of e8-30 does not cause other links to fail. Therefore, the link e8-
30 needs to be split. After carrying out a series of processing on the system with the
algorithm described above, the isolation results are shown in Figure 2.

Figure 2. The isolation results when the line e8-9 failed in the IEEE 118
power grid

From Figure 2, the split link set is e8-30, e12-14; e12-16; e13-15, and the power difference
of each part is shown in Table 2. The failed link is isolated in the upper left corner.
Without considering the network loss, Table 2 shows that the power generation is 3842.4
MW, the load is 3823 MW, and the unbalance rate is only 0.44% in the reserved area. It
is basically in equilibrium and can operate independently without optimization measures.
Moreover, there are only four links in the split link set, therefore the network recovery
after the failure is relatively simple.

2) If the link e30-38 fails
When the link e30-38 fails, the link e8-30 is connected to the e38-65, e65-68, e30-38,

and e8-5, e8-9, e9-10 links. After the link e8-30 is split, it is found that the split e8-30
still does not cause other links to fail, so the link e8-30 needs to be split. By performing
a series of processing on the system described above, the isolation result can be finally
obtained as shown in Figure 3.
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Table 2. The power difference of various parts after isolation when the
line e8-9 failed

area
Power generation

MW

Load

MW

Power difference

MW

unbalance rate

%
isolation area 535 419 116 2.65
reserved area 3842.4 3823 19.4 0.44

total 4377.4 4242 -

Figure 3. The isolation results when the line e30-38 failed in the IEEE
118 power grid

From Figure 3, the split link set is e30-8, e17-16, e15-13, e15-14, e77-82, e80-96, e80-99,
e97-96, e98-100, and the power difference of each part is shown in Table 3. In Figure
3, the failed link is located in the middle zone, and the upper left corner section and
the lower right corner section are reserved areas without failure. As shown in Table 3,
the unbalance rate of the reserved area 1 and the isolated area are respectively 1.76%
and 1.49%. The parts are basically balanced and no optimization is required. However,
the amount of electricity generated in the reserve area 2 is slightly lower than the load,
therefore a small number of small load components need to be cut so that the three parts
can continue to operate separately during the fault operation. In addition, there are only
9 links in the split link set, which is only 4.84% of the IEEE 118 system owning 186 links,
so the network recovery after the failure is relatively simple.
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Table 3. The power difference of various parts after isolation when the
line e30-38 failed

area
Power generation

MW

Load

MW

Power difference

MW

unbalance rate

%
reserved area 1 535 458 77 1.76
reserved area 2 939 946 -7 -0.16
isolation area 2903.4 2838 65.4 1.49

total 4377.4 4242 - -

The analysis of the above two examples shows that the comprehensive index and the
corresponding link isolation algorithm proposed in this paper are effective.

6. Conclusions. In this paper, for the application of vulnerability analysis, the link is
selected as the vulnerability assessment object. Comprehensive state vulnerability, link
interface and node second-order centrality constitute indicators together to identify link
vulnerability and construct the vulnerable link set. Secondly, the link isolation algo-
rithm is utilized to isolate the fault link in vulnerable link set to prevent the accident
from spreading over a large area. The simulation experiment is carried out in IEEE118
power system. The results show that the comprehensive vulnerability is more effective
in identifying vulnerable links. Then, the link isolation process is simulated based on
the vulnerable link set generated by comprehensive vulnerability. The proposed isolation
algorithm could not only isolate the failed part, but also ensure the power balance of each
part. Hence the algorithm is effective and feasible, and can effectively assist to prevent
the power outage accident in power grid.
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