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ABSTRACT. Euzisting Vehicular Ad-hoc Networks (VANETs), while enabling vehicles to
communicate with each other, share data, and connect to external networks, also face
a large number of data security challenges, such as data leakage and hijacking, cyber-
attacks, and malware. For the security and privacy of vehicle user data in Internet of
Vehicles (IoV), this paper proposes a blockchain-based IVPPA scheme for pseudonym
privacy protection in IoV using a blockchain to assist the security of VANETSs authen-
tication and key certificate protocols. Firstly, Elliptic Curve Cryptography (ECC) and
secure hash functions are introduced in the message signing and authentication scheme
technique. Second, the hash operation is performed on the vehicle certificate and the
certificate hash value and the certificate are stored on the blockchain, and the mutual au-
thentication between the vehicle and the roadside unit (RSU) is realized by querying the
hash value on the blockchain, which improves the effectiveness of the mutual authentica-
tion between the entities. Finally, the improved Merkle Patricia Trie (MMPT) is used
to store and manage the pseudonyms assigned to the vehicle efficiently, thus avoiding
the tracking of the vehicle path and the leakage of the vehicle information. Simulation
experiments show that this scheme has significantly lower average latency in computing
overhead and byte size in communication overhead than the comparison scheme, in which
the communication overhead is only 232 bytes, which is about 50% of the highest over-
head of the compared schemes, and has better authentication performance and stronger
feasibility in the context of vehicle networking.

Keywords: Internet of vehicles, Identity authentication, Message authentication, Change
of pseudonym, Blockchain

1. Introduction. In 2022, the number of global IoT devices is expected to grow by 18%
and will reach 14.4 billion. Global IoT device shipments have been on a growth trend
as supply demand accelerates further [1], with the automotive network is a major factor
in its rapid development. The emerging paradigm of Internet of Vehicles (IoV) has been
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proposed to support the development of intelligent transportation systems [2, 3, 4], which
integrates technologies such as vehicle self-organizing networks and the Internet of Things
to enhance its capabilities, playing an important role in helping to avoid traffic accidents,
alleviate traffic congestion, and provide diverse services. Generally speaking, IoV consists
of a TA network authentication model, including On Board Units (OBUs), Road Side
Units (RSUs) and Trusted Authority (TA) [5, 6]. IoV refers to a new generation of in-
formation and communication technology to achieve a comprehensive network connection
of vehicle-to-pedestrians (V2P), vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I),
and vehicle-to-network (V2N), to improve vehicle intelligence and autonomous driving
capability, to reduce the accident rate, to improve traffic efficiency, and to provide users
with intelligent, comfortable, safe, energy-saving and efficient integrated services [7].

Despite many potential benefits of IoV, it still faces some potential privacy issues [8, 9].
As the wireless communication characteristics of IoV, it is vulnerable to malicious attacks
while driving on the road. In the absence of an efficient authentication architecture,
attackers can easily damage drivers on IoV. For example, malicious vehicles with false
content spread on the road may lead to traffic jams or traffic accidents and a series of
hazards. Attackers trick or tamper with RSUs to gain access to sensitive information
about other vehicles.

To address and protect the issue of vehicle security and privacy, a blockchain-based
IoV pseudonym privacy authentication (IVPPA) schema is proposed. If a vehicle uses
its true identity to communicate with other entities in IoV, it may be vulnerable to
malicious attackers tracking vehicle routes and disclosing vehicle information. Therefore,
in the authentication of this scheme, the vehicle uses a set of pseudonym IDs assigned
by the TA for the vehicle during all communications and sets up an expiration time for
pseudonym replacement, which effectively prevents the attacker from stealing the real
identity of the vehicle. The main contributions of this paper are as follows:

(1) In order to ensure the privacy of vehicle user data, entities need to authenticate each
other and reach key agreements to enhance security. Introducing the inherent characteris-
tics of blockchain such as tamper-evident, an authentication scheme using digitally signed
certificates [10] is proposed to effectively authenticate the vehicle. After that, the hash
of the vehicle certificate is calculated and a certificate transaction is created to generate
a new block to be attached to the blockchain to maintain information about the vehicle.

(2) By assigning a set of pseudonyms to each vehicle to ensure better pseudonym
finding and updating operations, the Modified Merkle Patricia Tree (MMPT) [11] is used
to efficiently store the pseudonyms of vehicles and the status of the pseudonyms to achieve
vehicle anonymity.

(3) Each RSU assists vehicles in their respective regions in changing their pseudonyms
based on the expiration time specified by their pseudonym to avoid tracking vehicle paths
and leaking vehicle information. After the expiration of the validity period, each vehi-
cle will communicate with the RSU and reactivate a new pseudonym from the group
pseudonym.

The rest of the paper is presented as follows: Section 2 briefly reviews some related work.
Section 3 presents the knowledge and preliminary data required for this paper. Section
4 provides a secure and effective authentication framework for vehicles using blockchain
assistance. Section 5 analyzes the security and privacy of the scheme. Performance
evaluation of the proposed scheme is discussed in Section 6. Finally, we conclude using
concluding remarks.

2. Related work. Authentication between entities plays a critical role in secure message
propagation. PKI-based anonymous authentication protocol was first proposed by Raya
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et al. [12] in 2007, Certificate Authority (CA) based on the scheme protocol, all legitimate
vehicle nodes in the system are equipped with unique public-private key pairs,and issue
corresponding certificates for these public keys, the vehicles randomly select a set of
stored keys and certificates when communicating signing the message. However, in this
protocol, the vehicle not only needs to pre-load and periodically update a large number
of public-private key pairs and certificates, but also needs to maintain a larger Certificate
Revocation List (CRL, Certificate Revocation List), so the vehicle needs to store a large
number of certificates, and in the process of authentication, the RSU has a huge amount
of communication.Authentication between entities plays a critical role in secure message
propagation. Kondareddy et al. [13] proposed a scalable CRL distribution method to
quickly distribute CRLs to all OBU nodes with as little communication overhead as
possible, but the method does not prevent a revoked vehicle from continuing to post
messages within the system until all of its pseudonyms have expired. Azees et al. [14]
proposed an efficient anonymous authentication scheme based on bilinear mapping, in
which a method is designed for vehicles and RSUs to self-generate anonymous certificates
through the pre-existing assigned parameters without the need for storage by a trusted
authority TA, thus improving computational efficiency. In addition, TA can trace the real
identity of malicious vehicles and revoke it, and the revoked vehicle information is placed
in the Identity Revocation List (IRL, Identity Revocation List) maintained by TA, which
is a process that satisfies the conditional privacy preservation but is computationally
efficient.

Compared with PKI-based schemes, in group signature-based schemes, legitimate group
member vehicles have private keys and group keys, and can sign messages with their own
private keys on behalf of the whole group without disclosing private information. Liu. [15]
et al. proposed two verification modes,single and batch verification, in order to reduce
the computational pressure on the vehicle unit (OBU). The scheme first establishes a list
of ring members, and then generates a group signature secret of ring members through
bilinear mapping, which ensures the legitimacy of the system’s vehicle identity by adding
an accountability authority. However, the scheme does not completel-y solve the problem
of auditing malicious vehicles, which can lead to the failure of the verification session.
Zhang et al. [16] utilizes the identity of the vehicle, i.e., the vehicle does not need to be
preloaded with a key pair and corresponding certificate, eliminating the need for large
storage and thus reducing the overall processing overhead. In addition, it alleviates the
need to manage certificates and CRLs,However, the scheme does not satisfy traceability
requirements and these schemes are also vulnerable to emulation and replay attacks. Xie et
al. [17] proposed an authentication scheme based on conditional privacy preservation that
utilizes id-based signatures to ensure the reliability and integrity of messages in VANETS.
Authentication between entities plays a critical role in secure message propagation.

In a blockchain-based privacy-preserving approach, Kang et al. [18] realized data shar-
ing and information security in the IoV by using mobile edge computing and blockchain,
but the authentication scheme does not support two-way authentication, so the secu-
rity is lower than the two-way authentication scheme. Wang et al. [19] proposed a
blockchain-based scheme for computing vehicle trustworthiness and implementing cross-
domain authentication. This method can reduce the amount of computing and com-
munication loss in the subsequent authentication process, but the amount of computing
in the initial authentication process is still relatively large. Yao et al. [20] proposed
a distributed blockchain-assisted lightweight anonymous authentication mechanism that
achieves anonymity and grants vehicle users the responsibility to protect their privacy.
However, all entities in the scheme are assumed to be trusted, which is difficult to imple-
ment in real life. Wang et al. [21] proposed an efficient, blockchain-based decentralized
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authentication mechanism for oV, which can well solve the centralization problem in
traditional centralized authentication,but does not protect the privacy information of the
vehicle and does not provide a complete security analysis of it,and the vehicle is very
vulnerable to security attacks such as identity transfer.

3. Problem Description. This section will introduce the system model, prerequisite
knowledge, and security objectives required for this paper. Table 1 below shows the
symbols and descriptions used in this paper.

TABLE 1. System Symbols and Descriptions

Notation Description

Vi The ith vehicle

RSU; The ith RSU

RID,, The true identity of the RSU;

RIDy, The true identity of the V;

Al Dy, Initial anonymous identity of V;

pkra, skra Public and Private Keys of the TA
pkrsu,, Skrsy, Public and Private Keys of RSU;

pkv;, sky, Public and Private Keys of vehicle V;
pkpca,, skpca, Public and Private Keys of vehicle PCA;
OT A RSU; Signature signed by TA secret key for RSU;
Cregsu, Certificate of RSU; generated by TA
OTAYV, Certificate of V; generated by TA

I Message concatenation

Tr A timestamp of RSU

H A one-way hash function

PIDy, ... Initial pseudonym assigned to Vehicle V
PIDy,,., Pseudonym currently used by Vehicle V
PIDy, .. New Pseudonym activated for Vehicle V
teap Initial Pseudonym Expiration Time of V
thew Current Pseudonym Expiration Time of V
t ow Newly Activated Pseudonym Expiration Time of V
ts Message generation timestamp

K, Session key between vehicle V and RSU

3.1. System model. The required system model architecture, entity types, and the main
functions and related technologies of each entity in this paper are shown in Figure 1.

(1) TA: Each region is managed by a TA, which will issue public parameters and define
the code of conduct in the system initialization and is a trusted entity in this paper. It is
also responsible for issuing certificate tasks for registered nodes, managing the blockchain
network and maintaining block generation.

(2) Pseudonym Certificate Authority (PCA): Pseudonym service is provided for legal
vehicles in the system, and vehicles can apply for pseudonyms to PCA only after obtaining
certificates.

(3) RSU: Data management node with storage, computing, communication, and other
functions, installed by official agencies on traffic sections. Each RSU maintains an MMPT
that is responsible for storing and verifying the pseudonyms of vehicles.
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(4) OBU: The on-board unit is embedded in the vehicle and broadcasts traffic-related
information, location identifiers and driving status, etc. The vehicle is also equipped with
multiple sensors, TPD, and communication modules.

3.2. Blockchain technology. A blockchain is a chain composed of one block after an-
other, as shown in Figure 2. Certain information is stored in each block, and the block
contains two parts: the block header and the block body [22, 23]. Blockchain as a tamper-
evident distributed ledger [24], its unique temporality, invariance, unforgeability, trans-
parency, and audibility can automatically record time-stamped vehicle information and
interconnect through block hashes, potentially avoiding data tampering and enabling
traceability of transactions under the distributed ledger, which helps in accurate audit-
ing. Moreover, blockchain relies on modern cryptography technology, which can provide
better security and privacy for IoV. In blockchain-based IoV, each user can manage his
key, and each block node only needs to store the encrypted slice of user data. At the same
time, all peer nodes are synchronized and replicated with each other, so that even if one
or more nodes are damaged, the service can run smoothly, making IoV more resistant to
destruction.

3.3. Safety objectives. The solution in this paper should meet the following security
and privacy protection requirements.

(1) Correctness and integrity of certification. For correctness attributes, it is always
possible to verify that the authorized vehicle is indeed a legal entity. For integrity at-
tributes, to ensure the security of the communication, both the vehicle and the RSU need
to be able to recognize if there is a change in the received message and to verify the
correctness of the received message.

(2) Anonymity and conditional privacy of the vehicle. The IoV has openness, so vehi-
cles must interact with other entities anonymously during communication, and no entity
within the network (excluding TA) can obtain the true identity of a network participant,
that is, the true identity of the participant is confidential to any entity outside of TA.

(3) Unlinkability. No entity can link two or more received messages to the same vehicle.
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(4) Non-repudiation. When transmitting data, the information carried by the vehicle
must have its own characteristics and cannot be replicated by others to avoid being denied
after the transaction occurs.

(5) Resistance to Sybil attacks. By assigning a certain number of pseudonyms and
expiration times to vehicles, attackers can be prevented from using multiple pseudonyms
in parallel to simulate witch attacks on multiple vehicles.

(6) Resistance to message injection attack. Using certificates and calculating the hash
value of certificates, the blockchain maintains the security of messages.

4. Blockchain-based pseudonym IVPPA scheme.

4.1. Scheme Overview. In this paper, the identity trust relationship of the vehicle
is established using TA network model. An authentication scheme using digital signa-
ture certificates is proposed to effectively authenticate vehicles, and the vehicle certificate
and the hash value of the certificate are used as blockchain nodes to maintain the rele-
vant information about the vehicles; at the same time, vehicle pseudonyms are allocated
and inserted into the MMPT maintained by RSU to achieve the storage and status of
pseudonyms. Figure 3 shows the basic process of vehicle identity management and au-
thentication, with each stage described in detail below.

4.2. System initialization.

4.2.1. System parameter generation.

(1) TA selects an additive group G of order ¢, which consists of the point £ : y* =
23 + az + b(mod p) on the elliptic curve and the points at infinity O, where a,b € F,, p
and q are two large prime numbers, and P is its generator. Then TA selects four secure
one-way hash functions: Ho: G x {0,1}* — Zx, Hy : {0, 1}* — Z7 Hy : G x G — Z7, H3 :
10,1} x {0, 1}* x G x G x {0, 1} — Z.

(2) TA randomly selects an integer skr4 € Z) as the private key and then calculates its
public key pkra = skra x P. Publish public parameters (G, p, q, a, b, pkra, Hy, Hy, Hy, H3)
to all entities and record them on the blockchain, preserving their keys. In addition,
PCA generates its key pair {pkpcai, Skpcai}, where the public key is published on the
blockchain.
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4.2.2. RSU registration.

(1) Suppose the real identity of RSU; is RID,, , and RSU; sends RID,, to TA through
a secure channel; After receiving the registration request from RSU; , TA first detects in
its own database whether RID,. is registered or has been cancelled. If so, TA ignores this
message; Otherwise, TA will proceed to the next step.

(2) After the check is successful, the TA selects a random number skrsy, € Z; as the
private key of the RSU;, and then calculates the public key pkrsy, = skrsy, X P. That
is the public and private key pair {pkgrsv,, skrsu,} of the RSU; .

(3) TA signs RSU; with its private key, ora rsy, = Sig (pkrsuv, || DA, skra) , and gener-
ate a certificate Cregsy, (I Drsu,, 014 rsu,, Cr;), Cr, is the valid period of the certificate,
and I Dggy, is the true identity of the RSU; .

(4) TA provides {pkrsu,, skrsu, } and its certificate Creggy, to RSU; through a secure
channel.

4.2.3. Vehicle registration.

(1) Suppose the real identity of the vehicle is RIDy,, and V; sends < RIDy, > to the
TA through a secure channel; After receiving the registration request from V; , TA first
detects in its own database whether RIDy; is registered or has been cancelled. If so, TA
ignores this message; Otherwise, TA will proceed to the next step.
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(2) For vehicle users with real identity RIDy, , TA randomly selects a a; € Z; and
generates an anonymous identity A7 Dy, for them through Equation (1) to protect identity
privacy.

AIDy, = RIDy, ® H; (a;) (1)

TA secretly saves the registration information table registry = {a;, RIDy;, AIDy,} as the
identity information of the vehicle.

(3) TA selects a random number sky, € Z as the private key of V; and calculates the
public key pky, = sky, x P, which is the public private key pair (pky;, sky;) of V;. TA signs
Vi with its private key, oray, = Sig(pky;, skra), and generate a blockchain certificate
Crey; (AIDy,,or4yv;, Cvi), Where Cy; is the valid period of vehicle V; certificate, which is
hashed to obtain Hy(Crey;). The TA sends pky,, skv;, and Ho(Crey;) to the V; for storage
in the OBU.

(4) TA will then initiate a transaction offer with the vehicle certificate Crey, and
the Hy(Crey;) corresponding to the certificate, create the correct transaction block and
attach it to the identity chain, after which the identity chain verifies the legitimacy of the
certificate. After the legitimacy verification is completed, if the certificate is legitimate,
the node will generate a new block with the legitimate certificate not currently included
in the block as a transaction in the blockchain and broadcast it to the entire network.
Then the identity chain returns the message of successful authentication to the user, at
which point the user has successfully registered. If the certificate is not legal, the user’s
registration fails and the vehicle cannot access the car network.

4.3. Process description of vehicle pseudonyms.

4.3.1. pseudonyms Generation. To protect the privacy of the vehicles, the vehicles will
not use its true identity during communication. There are multiple ways to generate
pseudonyms for vehicles, however, this issue is not discussed in this paper.

Any vehicle with a valid registration certificate can request a new pseudonym from the
PCA nearest to its location. When a vehicle V; needs pseudonym service after registering
with a TA, send a pseudonym request and the vehicle certificate hash Hy(Crey,) to the
local PCA:

PID,,{Did, N;, AID;, Tiye,} (2)

Where Did represents the domain identifier, N; represents the number of pseudonym,
T represents the current timestamp and the anonymous identity AIDy; given to the
vehicle by the TA. After receiving the request, PCA performs verification and pseudonym
assignment. PCA based on the vehicle certificate hash value received from the blockchain,
PCA verifies that the vehicle is legitimate if the obtained hash value Hy(Crey;) is equal
to the hash value sent by the vehicle. The PCA then generates a set of pseudonyms
{PID;,...,PID,} for each vehicle based on the vehicle’'s anonymous identity AIDy;
stored in the vehicle’s OBU and sends {PID;,...,PID,} , PIDy, . . and t.;, to all
RSUs in the region, where PIDy, . € {PID,,...,PID,}, t., is the expiration time of
the PIDy, . .The OBU stores its own public and private key pairs, hash values of vehicle

intial
certificates, a set of pseudonyms and PIDy, ,. .

Each RSU maintains an MMPT, which is used to store and update the pseudonyms
of vehicles. When vehicle V; uses PIDy, . to communicate with the first encountered
RSU;, PCA sends {PID,,...,PID,}, PIDy,, , and pky, to all RSUs in its region.
After receiving this message, RSU; connects pky, with the pseudonym and inserts the
pseudonym into the MMPT along with the state of the pseudonym. The initialization
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PIDy

o Status is set to 1, and the status of other the remaining pseudonyms is set to
0.

4.3.2. Pseudonym-based lookup and insertion operations in MMPT. MMPT is a data
structure that improves the combination of two tree structures, Merkle Tree and Patricia
Tree. The scheme uses an MMPT to store pseudonyms, where each node is represented
by a key-value pair.

(1) Empty node: used to represent the empty string.

(2) Branch nodes: denoted by the prefix 1. There can be up to 16 child nodes, one
corresponding to each hexadecimal number from 0 to f.

(3) Leaf nodes: leaf nodes have no children and are denoted by the prefix 2. Each
leaf node contains each pseudonym assigned to a vehicle (remaining pseudonym segment,
status); the status of that pseudonym (1 or 0) indicates whether the vehicle is currently
using that pseudonym.

(4) Extended node: The extended node has a prefix of 0. Its key field contains a partial
path (shared nibble) that allow pointing to the next node.

Figure 4 shows the MMPT storing these four pseudonyms and their states, and Table
2 represents an example list of the four pseudonyms contained in the vehicle and their
current states. In the MMPT, the root node is an extended node containing the “shaerd
nibble” and “next node” fields. The “shaerd nibble” is the public key of the vehicle
connected to the pseudonym, and the “next node” field points to the branch node after
it.

lookup : a??df337\“-,_‘ - insert : 7d9gf781

.
Root : Extension node 0
prefix shared nibble :‘:‘;te
0 af81dad?

Branch node 0
prefix| 0 | 1 | 2 | 3 | 4 56 718 |/9|a|b|c|d|e]|f
1

prefix key-end status prefix shared nibble :zzte prefix key-end status
2 9al1f35 0 0 d9 2 77df337 0

Branch node 1

prefix 0 | 1|2 | 3| 4 5|6 71819 |al|lb|lc|d|elf

/ N

prefix key-end status prefix key-end status

2 49b65 0 2 781 1

FiGure 4. MMPT for storing pseudonyms

The lookup operation is based on vehicle pseudonyms traversing down the lookup from
the root node of MMPT in order. The second pseudonym in Table 3 “a77df337”, can be
found after “af81da42” to continue to the next level, which is the leaf node 1 shown in
Figure 4, which is used to store the remaining pseudonyms and their current status. So, if
you want to find an MMPT pseudonym, you have to start from the root node and then go
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TABLE 2. Pseudonyms and current status

Pseudonym Status

19a11£35 0
a77df337 0
7d949b65 0
7d98£781 1

to the next node according to “shared nibble” and the remaining pseudonym segments.
Eventually, when you reach the leaf node, you will find the pseudonym and its state.

To insert the vehicle’s pseudonym into MMPT for maintenance, it should first be in-
serted from the root node, followed by determining the prefix value and nibbles of the
current node. if the slot after the node is NULL, a new leaf node or an extended node
is generated and the remaining fields of the pseudonym are written into the node; if the
slot is not NULL, it will be traversed to the next given node to continue the lookup. For
example, in Figure 4, first, insert the pseudonym “7d98f781” from the root node, then
connect it to the public key “af81dad42” of the vehicle, and check that the current root
node has a prefix of 0, which is an extended node. Next iterate branch node 0, because the
slot corresponding to the next prefix 7 in branch node 0 is not NULL, and the number
of remaining fields in this pseudonym is greater than 1, therefore, iterate to extension
node 1. the Next Node of current extension node 1 point to branch node 1, and the slot
corresponding to prefix 8 in branch node 1 is NULL. finally, the slot corresponding to
the next prefix 8 in branch node 1 Finally, a new leaf node 3 is generated under the slot
corresponding to the next prefix 8 in branch node 1, and the status is set to 1, indicating
that this is the pseudonym used by the current vehicle.

4.3.3. Mutual authentication of vehicle and RSU.
(1) The RSU broadcasts messages regularly, for an RSU; in a domain DA, the message
is
Msg, = (pkrsuv,, DA, 074 rsv,, Tr) (3)

After the vehicle receives the Msgl, it first checks if it is a new domain. If it is, the vehicle
validates RSUi according to Equation (4).

. ?
veri fy (pkra, ora rsv;, Pkrsu;) = 1 (4)
(2) If RSU; is valid, all messages sent by vehicles must be signed and confirmed before
being received by RSUs or other vehicles to ensure the integrity of the message.

a) The vehicle randomly selects a r; € Z, and calculates R; , H; , and Sig; as in
Equations (5), (6), (7)

Ri=r,xP (5)
H; = Hs (PIDy,,,,...pky,, Ri,t;) € Z} (6)

where 4 is the current timestamp of the message signature.
b) Then, the vehicle sends the signature message M sg, to the RSU,.

Msgy = {HO (Crey,), PIDy,,,...vky., Ri, s, Sz’gi} (8)

c) After receiving a signed message from a vehicle, check the freshness of the timestamp
t, and delete this message if it is not fresh.
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d) If ¢4 is valid, calculate H;.

H; = Hs (PIDy,,,,...pky,, Ri,ts) € Z} (9)
and verify whether Equation (10) holds.

When the Equation (10) is satisfied, the receiver accepts the message Msg, , and vice
versa, the receiver rejects the message.

(3) After receiving the message, RSU; queries the blockchain for the hash value Hy(Crey;).

a) If there is no query result, the RSU; fails to authenticate the V; .

b) If the query result obtained is revoke, the V; certificate is in the revocation state and
the authentication fails.

¢) If the hash value found is equal to the hash value sent by the V; | the RSU; response
authentication is successful.

d) After successful authentication, RSU; will generate a session key Ky, encrypt the
random number K; with K , encrypt K, and pky, with V; public key pkrsy,, and send
the message Msgs to V.

Msgs = (Epkvi (Ks, pkrsu,) , Er, (K1), K1> (11)

(4) After the vehicle receives the message, the vehicle uses its own private key sky, to
decrypt to obtain K and pky, and check the validity of K, thus completing the mutual
authentication of V2R. After the initial authentication, the vehicle and RSU; will get the
session key K between them, and the session key can be updated once in a certain time
interval by setting the valid time duration of K.

(5) After authentication, RSU; connects the public key pky, of the vehicle to the
PIDy, and sets the status of the PIDy, to 1 in MMPT. Also, RSU sets a new

intial intial

expiration time t,,,, for the PIDy, . and signs it.

4.4. Update pseudonym status. Helps vehicles in its area to change their pseudonyms
by setting the expiration time of the vehicle pseudonyms. If the expiration time of a
pseudonym expires, the vehicle needs to send a pseudonym change request to the RSU in
its region in order to reactivate a new pseudonym from the set of pseudonyms received
by the PCA. Algorithm 1 gives the update on the pseudonym status through the RSU.

4.5. Vehicle withdrawal. When a vehicle performs a malicious act, performing identity
revocation ensures effective identity management of the vehicle, including the ability for
the RSU to revoke all pseudonyms of a misbehaving vehicle based on revocation before
the pseudonym expiration time, while notifying the TA of the revocation of the vehicle’s
certificate.

If the vehicle is in the process of communication, RSU detects the malicious vehicle,
then all the pseudonyms and vehicle certificates of the vehicle should be revoked. First,
find the pseudonym PIDy,, . currently used by the vehicle, find the prefix node with the
longest identical path in the MMPT according to the lookup operation, and record it as
“node”.

(1) If node is an extended node

If the prefix node and the node match exactly, the corresponding node is deleted directly.
If the prefix node and node do not match exactly, the that is, delete the extended node
and do a recursive call to delete its prefix.

(2) If node is a branch node

The node with the corresponding subscript flag in the child list is deleted, and after
the deletion, the branch node is replaced as a leaf node or extension node. Then RSU
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Algorithm 1: Pseudonym state update algorithm
InplIt: (E (PIDVCU.T‘T7 PI‘DVnew7pk‘/i7 ts) ) Ks) ) P]Dchrrv tnew
Output: PIDy, ,. ., thew

1 RUS decrypts messages with K;

2 Checks the freshness of the received message using ts;

3 if ¢, is valid then then

4 Looks up into MMPT for PIDy,, . and PIDy,,,;
5 if PDy,, . ,PDy,. € MMPT then
6 Sets the status of these pseudonyms to 0 and 1 respectively;
7 Sets expiration time ¢/, for PIDy, _ ;
8 Sends (E (E (P‘[DVnew t;ww) 7kaSUi) ,ts) ,Ks) to ‘/z’;
9 else

10 ‘ Does not update and ignores the message;

11 end

12 else

13 ‘ Drops the received message;

14 end

sends the request message M sg, for revoking the vehicle certificate, which is signed by
pkra and sent to TA.

Msg, = omsg, phra {revoke, H (pky |oT A, V;)} (12)

After receiving the request to decrypt the message using its private key and verifying
the legitimacy of the RSU, the TA looks up the vehicle certificate and certificate hash
corresponding to that vehicle from the blockchain to perform the deletion operation and
broadcasts the vehicle revocation message to all entities.

5. Security and privacy analysis. Next, we analyze the security features of the [IVPPA
protocol and prove that our designed protocol is anonymous and private, non-repudiation
and unlinkable, and resistant to replay attacks, man-in-the-middle attacks, tampering
attacks, and Sybil attacks.

(1) Simulation attack: Enemies may disguise themselves as participants in the entire
communication, such as a vehicle, RSU, etc.

Challenge 1 (Simulation attack on a vehicle): When Enemy E1 disguises himself
as a legitimate vehicle, he can forge a vehicle certificate C'rey, to make the system subject
believe that he is legitimate.

Resistance: Enemy E1 attempts to forge the authorized vehicle. When communicat-
ing with each other in the RSU, authentication is performed through the RSU. To calculate
the hash value of the certificate Hy(Creg;), enemy E1 needs to guess the real identity of
the legal vehicle RIDv; , the signature signed by the TA private key, and the timestamp
of the certificate. Since the true identity of the vehicle is known only to the TA, and the
anonymized identity Al Dp; is calculated from Equation (1) AIDgy = RIDg & Hy (a;).
If the enemy E1 executes a one-way hash function to calculate the hash value of the
certificate and sends it to RSU without knowing these identity parameters, RSU believes
that the received hash value does not match the hash value saved by the blockchain,
resulting in authentication failure. Similarly, no enemy can forge a vehicle corresponding
to Ho(Cregy). Therefore, this scheme can be a good defense against vehicle simulation
attacks.
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Challenge 2 (Simulation Attack on RSU): When enemy E2 disguises himself as
an authorized RSU, he can forge a certificate C'rergy, to convince the vehicle that it is
legitimate.

Resistance: RSU broadcasts messages regularly, and when the vehicle receives the
broadcast message Msg; = (pkg2, DA, 0ra g2, Tra) sent by E2, the vehicle verifies the

credentials of E2 by running Equation (4) verify (pkra, ora g2, pkp2) £ 1. Since E2 is
not authorized by the TA, the verification process fails and the legitimate vehicle does
not send any message to the enemy E2. When the vehicle verifies the RSU, the RSU
sends the vehicle the certificate issued by the TA signature, and the session key K. the
vehicle first verifies whether the certificate is issued by the TA registration and since no
one can forge the TA signature, the authentication fails; At the same time to forge K,
enemy E2 needs to guess the random number K, which will cause the authentication to
fail, because the value of K is wrong,the vehicle then ignores the message.

(2) Privacy Analysis

a) Anonymity and privacy of the vehicle: Firstly, the real identity of the vehicle is never
used in the communication process, only the trusted institution TA knows it. Secondly,
the vehicle uses a pseudonym for communication, and the hash value of the anonymous
identity of the vehicle is stored in the blockchain, which ensures that the real identity of
the vehicle is not obtained. Finally, the pseudonym is changed frequently by setting the
expiration time of the vehicle pseudonym to ensure the privacy of the message sent by
the vehicle.

b) Non-repudiation: The vehicle uses pseudonyms to send messages during communi-
cation, including pseudonym expiration times signed by the RSU. Since the vehicle uses
the pseudonyms in its stored pseudonym group to communicate with the RSU, the vehicle
cannot reject the messages it sends

¢) Unlinkability: Vehicles change frequently during communication by means of pseu-
donym expiration times, and since vehicles change their pseudonyms simultaneously,
it reduces the chance of linking messages sent by the same vehicle using two different
pseudonyms.

d) Resisting Replay Attacks: When an entity receives a message during communication,
each message uses a timestamp to ensure the validity of the message, and by adding a
timestamp t,, the entity can detect whether the message is fresh or not.

e) Resisting man-in-the-middle attacks: Entities authenticate each other during a ses-
sion to prevent man-in-the-middle attacks. For example, the RSU and PCA authenticate
the vehicle through the hash of the vehicle certificate; the vehicle is authenticated through
the RSU’s certificate and session key.

f) Resistance to tampering attacks: firstly, the hash of the vehicle certificate is calcu-
lated by multiple parameters, and it is difficult for an adversary to guess the parameters
and calculate the correct hash value; Secondly, the hash value of the vehicle certificate is
stored in the blockchain, and the tamper-proof nature of the blockchain can effectively
protect the value from malicious acts; Finally, for digital signatures used in vehicles, only
a valid signature can be generated with a legitimate and valid pseudonym and key, This
ensures that tampering attacks are difficult to achieve during the communication of the
system.

g) Resistance to Sybil attacks: In the scheme of this paper, each vehicle stores a set
of pseudonyms and the current expiration time of the pseudonyms. When the vehicle’s
pseudonym expiration time expires, the RSU in the area where the vehicle is located
communicates with the vehicle to change the pseudonym and reset a new expiration time.
Thus, only one vehicle’s pseudonym is valid at a time to resist witch attacks.
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6. Performance evaluation. For comparison, the experiments are deployed on a desk-
top based on Python 3.7 using an Intel 17-8700 processor with a 3.20GHz clock frequency
and 8GB of RAM. For ECC-based vehicle authentication, the order of the additive group
G and the prime number p is set to 256 bits, resulting in a length of 512 bits for the ele-
ments in group G. In addition, SHA-256 is chosen as the hash function. The performance
in terms of computation and communication overhead will be analyzed and compared
with existing similar schemes, including Anil’s [25], BASA [26], and EPA-CPPA [27].
In the computational overhead, the type and number of computations that need to be
performed for message signing and message verification in these scenarios are analyzed.
In the communication overhead, the number of message bytes that need to be added for
vehicle-generated broadcast messages in these scenarios is analyzed.

6.1. Computational Overhead Analysis. In the mutual authentication phase of the
vehicle and RSU, the main operations in authentication are elliptic curve point multiplica-
tion, elliptic curve point addition, and hash function. In the operation of the bilinear pair
cipher, let T}, denote the time required to perform the bilinear pair operation. Let T;7
and Ty denote the operation times required for scalar multiplication and addition in the
bilinear mapping, respectively. In the operation of elliptic curve cipher, let 17 and T},
denote the operation time required to perform scalar multiplication and point addition
on ecc in the additive group G, respectively; T,, indicates the execution time of exponen-
tiation operation and let T}, denote the time required to perform the cryptographic hash
function operation.

BASA scheme is based on bilinear pair cipher, in the message authentication process,
The vehicle performs 1 bilinear pair operation, 1 bilinear pair multiplication operation, 1
exponentiation operation and 1 one-way hash function operation on the message signature
is 173, + 17, b’;} + 17, + 1T},; Message validation requires the execution of 2 linear pair
operations, 2 bilinear scalar multiplication operations, 1 bilinear pair addition operation,
1 exponentiation operation operation and 2 one-way hash function operations, and the
total computational overhead for message validation is 273, + 2ng + 1Tb‘; + 17¢, + 2713,

The message authentication scheme proposed in this paper is based on elliptic curve
cipher, in the message authentication process, the vehicle performs 1 elliptic curve scalar
multiplication operation and 2 one-way hash function operations on the message sig-
nature, and the computational overhead of the message signature is 177 + 27}; the
message authentication needs to perform 3 elliptic curve scalar multiplication operations,
1 elliptic curve point addition operation and 2 one-way hash function operations, and the
computational overhead of the message authentication is 377" + 17 4 2T1}. Similarly,

the computational overheads in other schemes can be calculated, and the computational
overheads of this paper’s scheme and the comparison scheme are listed in Table 3.

TABLE 3. Comparison of computational overhead

programs Message signature Message Authentication

Anil’s 17 + 1Ty, 3T + 272 .+ 2T,

BASA 1Ty, + 1T, + 170y + 1Ty, 2Ty, + 2T, + 175, + 11e, + 2T,
EPA-CPPA 1707 4 2T, AT + 115 +2T)

IVPPA 177"+ 27, 3T+ 1T+ 2Ty,

As can be seen from Figure 5, the computational overhead increases linearly with the
number of vehicles, and the BASA scheme has the largest computational overhead. The
average delay of the scheme in this paper is smaller, and vehicles with limited computa-
tional power can handle these overheads even under heavy traffic conditions.
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6.2. Communication overhead analysis. In calculating the communication overhead,
only the size of the message signature is considered. Assume that the size occupied by
the elements in group G is 64 bytes, let the element timestamp in Z; occupy a byte size
of 4 bytes, and the one-way hash function occupies a byte size of 32 bytes.

In the EPA-CPPA scheme, the structure of the signature message generated by message
Mi is {MZ, PI.DZ7
PK;;, R;,T;, Sig,;}, where T; is timestamp, PID; is Vehicle pseudonym, PK;; is public
key, R; is parameters and Sig, is Signature. so the communication overhead of the EPA-
CPPA scheme is 64 x 5 + 32 = 324bytes.

In this scheme, the vehicle generates the message signature structure as {Hy(Cre,,),
PIDy,,, .- kv, R,
ts, Sig;}, where ¢ is the timestamp, vehicle pseudonym PIDy, .., € Z%; R;, Sig;, pky; €
G, and {Hy(Cre,,) is the hash operation, so the communication overhead of the message
signature is 64 x3+4x2+32
=232bytes. Similarly, the computational overhead in other schemes can be calculated,
and the computational overhead of this paper scheme and the comparison scheme are
listed in Table 4. The analysis shows that the message structure of this scheme is better
and has lower additional communication overhead.

TABLE 4. Communication Overhead Comparison

programs Message signature Message Authentication
Anil’s {671, vpky;, vpks,, M, R;, T;, PID;, k; '} 456bytes
BASA {M,w,N,r, h,sk.} 292bytes
EPP-CPPA {M,,PID,, PK,;, R;,T;, Sig;} 324bytes
IVPPA {Hy(Cre)y,, PIDy, ., ., pky;, Ri,ts,Sig;} 232bytes

6.3. Additional overhead for cross-domain information synchronization. In this
paper, we use blockchain technology to achieve cross-regional information sharing and
solve the problems of vehicle registration and cross-regional information update caused
by the inability to synchronize data among multiple nodes. The consensus process assists
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each node to achieve the synchronization of ledger data, which contains information about
each management area, public keys, auxiliary parameters, and false distribution records.
Although this data is not used directly in the V2V authentication system, it has an impact
on the registration process of the authentication system and the sharing of information
across domains. Figure 6 evaluates the additional latency using chain code deployment
analysis, the results show that when the sending rate increases, the check time of the
peer nodes and the sequencing time of the sequential nodes increase, which leads to an
increase in the average delay as well. In addition, when the number of domains increases,
the number of peer nodes also increases, which means that the average latency of peer
nodes is greater than the number of other domains in the case of 8 domains. Also, in
Figure 7 the maximum throughput of write data is shown, it decreases gradually as the
number of domains increases, due to the increase in the number of communication rounds
in the consensus.
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FIGURE 6. Average latency of write data

7. Conclusion. The scheme in this paper utilizes blockchain technology to establish a
trust relationship with vehicles through the TA network authentication model to achieve
efficient and privacy-preserving authentication in a virtual network. It is demonstrated
that the proposed authentication is resistant to entity simulation attacks and achieves
security features such as anonymity, privacy, non-repudiation, and unlinkability. In addi-
tion, the computational overhead, communication overhead, and additional overhead of
cross-domain analysis with the introduction of blockchain are performed and compared
with other authentication schemes. The simulation results show that the scheme is a
promising and efficient authentication scheme with better feasibility in the Internet of
Vehicles. Future work will focus on how to further improve the efficiency of certification
and achieve mass certification of vehicles by RSU.
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