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ABSTRACT. Image fuzzy enhancement is a research hotspot in the field of image process-
ing, which aims to recover enhanced beginning clear images from degraded images. Based
on the research of traditional particle swarm optimization algorithm and fuzzy enhance-
ment algorithm, an image fuzzy enhancement method based on membrane computing
particle swarm algorithm is proposed. Firstly, in order to make full use of the sparse
characteristics of the clear image, the coefficient decomposition under wavelet domain
and tightly supported wavelet domain is performed on the image respectively. Then, a
joint optimisation model is constructed using L1 parametric constraints to achieve pretzel
noise cancellation. Next, the MMH-PSO algorithm is designed by improving the particle
swarm algorithm using membrane computing and Metropolis-Hastings sampling. Based
on the simulated annealing algorithm temperature drop process, Metropolis-Hastings sam-
pling is used to add randomness to the particle swarm algorithm so that it has the ability
to jump out of the local optimum. The use of membrane computing enhances the par-
allelism of the particle swarm algorithm and can reduce the time complexity in solving
complex problems. Finally, MMH-PSO is used to simultaneously search out the magni-
tude of the two fuzzy parameters in the traditional fuzzy enhancement algorithm in order
to improve the accuracy of the algorithm. The experimental results show that the pro-
posed algorithm has better SSIM values than the traditional fuzzy enhancement algorithm,
which effectively improves the image quality and makes the image edge information more
abundant.

Keywords: Image enhancement; particle swarm algorithm; membrane computing; sim-
ulated annealing algorithm; pretzel noise

1. Introduction. In the field of higher education, experimental teaching is an important
part of cultivating students’ practical ability and innovative thinking. With the rapid
development of Information Technology (IT), the traditional experimental teaching mode
is facing challenges such as uneven resource allocation, slow equipment updating and high
maintenance cost [1, 2]. In order to improve the efficiency and quality of experimental
teaching, colleges and universities are in urgent need of an experimental management
system that can achieve the optimal allocation of resources, support remote access, and
have the ability of flexible expansion [3].
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At the present stage, experimental management systems in universities generally face
problems such as inflexible resource allocation, difficulties in updating and maintenance,
and low utilisation [4, 5]. As experimental equipment and resources are usually fixedly
configured, it is difficult to adapt to the frequently changing needs of different courses and
research projects, resulting in an unbalanced distribution of resources in time and space
[6]. In addition, the slow replacement of experimental equipment makes it difficult to keep
up with the pace of technological development, which affects the quality of experimen-
tal teaching and students’ learning experience. In terms of maintenance, decentralised
equipment management and complex network configurations increase the maintenance
workload and cost [7, 8]. These problems limit the efficiency and effectiveness of experi-
mental teaching and urgently need to be solved by technological innovation.

In this context, the convergence of cloud computing and Software-Defined Network-
ing (SDN) technologies provides new solutions for university experiment management
systems. Cloud computing provides powerful data processing and storage capabilities,
making the management, analysis and sharing of large-scale experimental data more ef-
ficient. Meanwhile, SDN technology provides a more flexible and controllable network
environment for experiment management systems through its flexible network resource
configuration and management [9, 10]. The application of these technologies not only
improves the efficiency and security of experiment management, but also promotes the
optimal allocation of educational resources, accelerates the pace of educational informa-
tisation, and provides strong technical support for the development of higher education.
Cloud computing provides elastic resource management and on-demand services, while
SDN enables dynamic adjustment of network traffic and resources through centralised con-
trol and network programmability. The introduction of such systems not only enhances
the speed of setting up experimental environments and the utilisation of experimental
resources, but also meets the needs of different experimental courses through flexible net-
work configuration, while reducing the complexity and cost of experimental management.

1.1. Related work. Current research in the area of dynamic resource management for
cloud computing platforms typically focuses on optimising the allocation and utilisation of
computing resources in cloud environments. The main areas of interest include: resource
allocation algorithms [11], scalability [12], performance optimisation [13], energy efficiency
[14], virtualisation [15] and reliability [16].

Islam et al. [17] proposed an empirical prediction model based on neural networks and
linear regression for adaptive resource allocation in cloud environments. The model aims
to provide adaptive resource management for cloud hosted applications. It was found
that although the approach improves the adaptability of resource allocation, the latency
introduced in hardware resource allocation and the accuracy of the model under differ-
ent conditions need to be further explored. Addis et al. [18] developed a hierarchical
approach for resource management of very large cloud platforms, which was designed
based on mixed integer nonlinear optimisation. By dynamically adapting cloud resource
allocation to meet performance requirements and minimise energy costs, the study high-
lights the complexity of dynamic resource management in large-scale cloud service centres.
Garcia et al. [19] investigated the dynamic resource management problem in cloud com-
puting by improving resource utilisation through improved allocation and migration of
virtual machines and server consolidation strategies. The study revealed the challenges
in achieving effective server consolidation and VM allocation to reduce carbon emissions
and improve resource utilisation. Mazumdar and Pranzo [20] focused on dynamic re-
source management of CPU and memory in cloud data centres using specific algorithms
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to conserve underutilised resources. The paper states that finding the most efficient al-
gorithms to prevent underutilisation and wastage of resources is a key challenge in this
area. Wu et al. [21] proposed an efficient dynamic system resource management approach
to handle dynamic network loads in cloud computing environments through an optimal
load balancing controller. It is shown that the method has advantages in terms of control
accuracy and stability, but the ability to manage system noise under different workload
modes needs further verification. Alzhouri et al. [22] explored a dynamic resource manage-
ment model in the cloud point-of-sale market with the aim of expanding cloud revenues
by managing excess resources. The challenge of this research is to optimise cloud re-
sources when responding to random customer demands and strategies. Aldossary [23]
conducted a comprehensive literature review focusing on dynamic resource management
in cloud computing environments including VM consolidation and resource provisioning
techniques. The study highlighted the need to consider the additional costs of migration,
scaling time and energy overheads to balance the limitations of these techniques. Swain
et al. [24] conducted an extensive survey on resource management schemes in cloud en-
vironments, especially machine learning based resource allocation strategies. The paper
discusses various challenges such as processing/overload handling, resource wastage and
VM migration and points out the importance of determining effective Virtual Machine
Placement (VMP) to minimise resource wastage and operational costs.

1.2. Motivation and contribution. In traditional IT lab management systems, net-
work configuration and management are usually performed manually, which is not only
time-consuming but also error-prone. A policy-driven SDN system automates network
configuration and management through a centralised control platform, making the de-
ployment and modification of network policies more flexible and efficient. In addition,
resource allocation in traditional IT lab management systems tends to be static, which
means that resources may be over-allocated to cope with peak loads, resulting in low
resource utilisation during off-peak hours. To address the above issues, this paper de-
signs a policy-driven SDN system and proposes an auto-scaling algorithm for dynamic
management of cloud resources. The main innovations and contributions of this work
include:

(1) Proposes a policy definition that employs a ternary structure based on Subject,
Action and Condition, providing clear semantics and easy implementation. Resource
allocation policies follow this structure to enable dynamic allocation and optimisation of
computing, storage and network resources. Policy prioritisation and conflict resolution
mechanisms ensure consistency and predictability of system decisions.

(2) A system processing flow algorithm is proposed that can receive experiment task re-
quests submitted by users, dynamically allocate resources and configure the SDN network
topology. By monitoring resource usage and dynamically adjusting resource allocation, it
ensures the smooth execution of experimental tasks.

(3) For the load characteristics of virtual network labs, an improved prediction algo-
rithm combining wavelet transform and Wavelet-MLE is proposed to effectively capture
the self-similarity and suddenness characteristics of the load. An auto-scaling algorithm
based on the prediction results automatically adjusts VM resources to meet the load de-
mand and optimise resource utilisation. The cost model evaluates the resource utilisation,
quality of service and operation cost for cost optimisation.

2. Concepts and technologies related to IT laboratory management systems.

2.1. Cloud computing technology. Cloud computing, as an emerging information
technology service model, is centred on the provision of dynamically allocable and scalable
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computing resources and services through the network. The IT laboratory management
system in the cloud computing environment can make full use of the elasticity and scalabil-
ity of the cloud to provide more flexible and efficient support for experiment management.
The service model of cloud computing mainly includes three kinds: Infrastructure as a
Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS). In the IT
lab management system, the appropriate service model can be selected according to the
actual needs in order to achieve the optimal allocation and management of resources.

Cloud computing deployment models include private, public, hybrid and community
clouds. IT lab management systems can adopt private or hybrid cloud models to ensure
data security and resource exclusivity, while also taking advantage of the elasticity and
shared nature of public clouds.

2.2. IT laboratory management system. IT lab management system is a compre-
hensive information system applied in I'T lab environment for coordinating and managing
lab resources, experimental processes, user rights and so on. The system aims to improve
the utilisation of laboratory resources, simplify the experimental process and guarantee
the security of experimental data.

The main objectives of I'T lab management system include: improving the efficiency of
lab resources utilisation, simplifying the lab management process, enhancing the quality
of experimental teaching, and guaranteeing the stability and security of the experimental
environment. The main functions of I'T lab management system include: lab resource
management, experimental process management, user rights management, experimental
data management, network traffic monitoring, etc. We can dynamically allocate comput-
ing resources according to user demand, as shown below:

R=f(C,U,T) (1)

where R denotes the amount of resources allocated, C' denotes the resources requested by
the user, U denotes the user type, and T" denotes the time.
Minimising cost while meeting quality of service (QoS) requirements [25].

Cost = a - (lliesourceysag6 + Overhead) (2)

where o is the cost factor, Resourceyg.ge is the resource usage, and Overhead is the
management overhead.

In addition, we need to ensure that the performance of the service meets the QoS
requirements of the users.

QoS = f(Latency, Throughput, Availability) (3)

where Latency denotes latency, Throughput denotes throughput, and Awvailability de-
notes availability.
Efficiently migrate and replicate data in a cloud environment to ensure data consistency
and reliability.
ReplicationFactor = ceil(W/T) (4)
where W is the write load and 7' is the replica threshold.

2.3. Introduction to Software Defined Networking. SDN is an innovation in net-
work architecture, the core idea of which is to control the behaviour of network hardware
through software applications, thus achieving dynamic programmability of the network.
In IT lab management systems, SDN technology can provide more flexible network con-
figuration and management to adapt to changing experimental needs.

The SDN architecture consists of three main components: the SDN controller, the
southbound interface, and the northbound interface. The SDN controller is responsible
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for issuing network configuration commands, the southbound interface is used for commu-
nication between the controller and the network hardware, and the northbound interface
is provided for network applications and services. In I'T lab management systems, SDN
technology can be applied to scenarios such as the creation of virtual lab environments,
the monitoring and control of network traffic, and the dynamic allocation of experimental
resources. SDN provides multiple advantages in cloud-based IT lab management systems,
which are mainly reflected in the following aspects:

(1) Centralised management: SDN allows network administrators to manage the en-
tire network through a centralised controller, rather than dispersing it across individual
physical devices. This centralised management simplifies network configuration and mon-
itoring, making it more efficient to manage large amounts of virtual network resources in
a cloud environment.

(2) Flexibility and programmability: The programmability of SDN allows network ad-
ministrators to dynamically adjust network configurations by writing scripts to adapt to
changing cloud resources and user requirements. This flexibility means that the network
can respond quickly to changes in computing resources, such as the startup and migration
of virtual machines.

(3) Policy-driven network control: With a policy-driven approach, SDN allows admin-
istrators to define high-level network policies without concern for the underlying imple-
mentation details. This enables users who are not network experts to control network
behaviour through policies, improving the availability and security of lab resources.

(4) Resource optimisation: SDN helps to optimise the use of network resources by
dynamically allocating network bandwidth and routing policies to accommodate different
workload demands. This improves resource utilisation and reduces resource wastage in
cloud computing environments.

In summary, SDN brings higher management efficiency, flexibility, security and resource
utilisation to cloud-based IT lab management systems, helping to build a more robust
and reliable network environment.

2.4. Auto-scaling resource allocation technology. Virtualisation technology, which
is the foundation of cloud computing and SDN technology, allows multiple virtual ma-
chines to run on a single physical server, providing IT lab management systems with
the ability to isolate and dynamically allocate resources. Automation technology enables
IT lab management systems to automate many management tasks, such as environment
deployment, resource allocation, and performance monitoring, which greatly improves
management efficiency and accuracy.

Auto-Scaling (AS) resource allocation technique is a technique that dynamically adjusts
resources based on the actual workload of an application [26, 27]. This technique is
particularly important in cloud computing environments as it helps systems to maintain
performance and cost efficiency in the face of changing loads. The auto-scaling principle
consists of five main related computations as shown below:

(1) Load balancing calculation

C(t)

where L(t) is the average load at time t; C(t) is the total computational demand
(workload) at time ¢; and N(t¢) is the number of resource instances at time ¢. This
method is used to determine the average load that each resource instance should carry at
a given point in time.
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(2) Calculation of resource requirements

C(t)
— 6
TmaX < )

where R(t) is the resource requirement at time ¢; C'(¢) is the total computational require-
ment at time ¢; and 71, is the maximum load that a single resource instance can handle.
This method is used to calculate the number of resources the system needs without ex-
ceeding the maximum load of a single instance.

(3) Automatic Scaling Decision Calculation

Nnew = Ncurrent + I'OUIld (R(t> - Ncurrent) (7)

where N,y is the adjusted number of resource instances; Neyrent 1S the current number
of resource instances; and R(t) is the resource demand at time ¢. This method is used to
decide the number of resource instances to add or reduce based on the current demand
and existing resources.
(4) Calculation of the rate of change of load within the time window
lo — 11

where L(t1) and L(ty) are the loads at time t; and to, respectively; and to — ¢; is the
length of the time window. This method is used to measure the rate of change of the load
within a given time window to facilitate scaling decisions.

(5) Cost-benefit calculations

R(t) =

LoadChangeRate =

Per formance_Gain

Cost_B it = 9
ost-Benefi Cost_Increase (9)

This equation is used to evaluate whether the performance improvement from adding
resources outweighs the increase in additional cost. If Cost_Benefit > 1, scaling is
considered beneficial; if Cost_Benefit < 1, other optimisation strategies may need to be
considered.

The key to auto-scaling resource allocation techniques is the ability to accurately assess
the real-time load on the system and dynamically adjust resources based on the load to
keep the system running efficiently and cost-effectively. With the above equation, I'T lab
management system administrators can better implement auto-scaling strategies.

3. Policy-driven SDN system design.

3.1. Policy definition. At the heart of software-defined networking (SDN)-based ex-
periment management systems in cloud computing environments is policy definition [28,
29]. Policy definitions allow users and administrators to describe network behaviours and
resource management rules in a high-level manner without delving into the underlying
network configuration details. In this study, policy definitions are the core mechanism for
implementing SDN control logic, which allows the system to express network behaviour
and resource management rules in a declarative manner. Policy definitions not only sim-
plify network management, but also improve network flexibility and programmability.
The SDN controller converts policies into specific network configuration and routing
decisions to achieve effective management of network resources in the experiment manage-
ment system. The definition and management of policies is the key to achieving efficient,
reliable and secure experiment management in cloud computing environments. A policy
consists of three main parts: Subject, Action and Condition. The Subject usually refers
to a user or application in the network, the Action defines the operations that can be
performed by the Subject, such as reading, writing, or communicating, and the Condition
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describes the specific environment or state that needs to be satisfied for the action to
be executed. This ternary structure makes policies both semantically clear and easy to
implement and verify. The generic structure of a policy description is shown below:

Policy(p) = {Subject(s), Action(a), Condition(c)} (10)

where Policy(p) denotes a specific policy, Subject(s) denotes the subject of the policy
(e.g., a user or an application), Action(a) denotes an action that is allowed or denied by
the policy, and Condition(c) denotes a condition that needs to be met before the action is
executed. Equation (10) provides a common structure for network policies, making policy
creation and management more intuitive.

Resource allocation policies are defined based on the policy description Equation (10),
which specifies which resources should be allocated to specific users or tasks. By combining
policies with resources, the system is able to achieve dynamic allocation and optimisation
of computing, storage and network resources.

ResourcePolicy(r) = Policy(p) — Resource(res) (11)

where ResourcePolicy(r) denotes a resource-related policy and Resource(res) is a specific
network resource (e.g., bandwidth, number of connections, etc.). Combine generic policies
with specific resources to achieve fine-grained control over resources.

Since there may be multiple concurrently applicable policies, a mechanism is needed
to resolve potential conflicts. The policy priority equation provides a way to specify the
priority order of policies. Higher priority policies will override lower priority policies,
ensuring consistency and predictability in system decision making.

Priority(pr) = Policy(p) — PriorityV alue(val) (12)

where Priority(pr) denotes the priority of the policy, Policy(p) is the specific policy, and
PriorityV alue(val) is a numeric value used to decide which policy is to be executed first
when multiple policies are applicable at the same time. A policy with a high priority will
override a policy with a low priority.

When two or more strategies conflict with each other, a conflict resolution equation
is used to determine which strategy should be executed. This is usually based on the
priority of the strategy, but other factors such as the age or origin of the strategy may
also be considered. Equation (13) is used to resolve strategy conflicts when two or more
strategies apply under the same conditions.

Con flict Resolution(Policyy, Policy,) = Max(Priority(pry), Priority(prs)) (13)

where Policy; and Policy, are potentially conflicting policies; Priority(pri) and Priority(prs)
are their priorities, respectively. By comparing the priorities and selecting the higher one,
the system is able to execute the policies consistently.

In order to ensure that the policies are effective in achieving the desired goals, the
effectiveness of the policy execution needs to be evaluated. The evaluation equation allows
administrators to quantify the effectiveness of a policy and adjust the policy accordingly
to improve the overall performance and resource utilisation of the system.

AchievedGoals(g)
TotalGoals(tg)

where E f fectiveness(e) denotes the effectiveness of the strategy execution, AchievedGoals(g)
is the number of goals reached by the strategy execution, TotalGoals(tg) is the total num-
ber of goals set, and Timeliness(t) is the timeliness indicator of the strategy execution.
Equation (14) helps the administrator to evaluate whether the policy achieves the ex-
pected results and adjust the policy in time to improve the management efficiency.

Ef fectiveness(e) =

x Timeliness(t) (14)
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With the above policy definitions, the SDN system can flexibly adjust network resources
according to user demands and system status to achieve efficient experiment management
and optimisation. In practice, the policy definition needs to be tightly integrated with
the SDN controller so that it can respond to environmental changes and user demands in
real time.

3.2. System processing flow algorithm. The main function of the proposed algorithm
is to manage the SDN-based experimental resources in the cloud computing environment.
It can dynamically deploy computing, storage and network resources and configure the
SDN network topology according to the demands of the experiment tasks submitted by
users to ensure that the experiment tasks can be executed smoothly.

Specifically, the workflow of the proposed algorithm is as follows: firstly, it receives
the experimental task request submitted by the user, and analyses the resource demand
required for the experiment. Then, query the available resources under the management
of the current SDN controller, and match the resource requirements with the available re-
sources. If the available resources can satisfy the experimental requirements, the resources
are directly allocated and the SDN network topology is configured; if the resources are
insufficient, the dynamic scaling mechanism is triggered to increase the resources and re-
allocate them. During the execution of the experiment, the algorithm also continuously
monitors the resource usage and dynamically adjusts the resource allocation. At the end
of the experiment, all previously allocated resources are released.

The pseudo-code of the processing flow algorithm of the system proposed in this work
is shown in Algorithm 1.

Algorithm 1 System processing flow

Input: Experiment task request
Output: Experiment resource allocation plan
Get the experiment topology
Get the requirements for computing, storage, and network resources
Query the SDN controller status
Get the available computing, storage, and network resources
Match the resource requirements with the available resources
if the resources meet the experiment requirements then
Allocate the computing, storage, and network resources
Configure the SDN network topology
return the experiment resource allocation plan
else
Trigger the dynamic scaling mechanism
for each resource type do
Call the scaling-up algorithm to increase the resources
end for
Re-allocate the computing, storage, and network resources
return the experiment resource allocation plan
. end if
: Monitor the experiment running status
: Dynamically adjust the resource allocation
: Release the resources after the experiment ends

DO = = = = = e e e s e
S e B S ANl R O sl

As shown in Figure 1, there is a network management module in the cloud manager.
When the cloud manager needs to create or make use of network resources, it needs to
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call the network management module. The network management module then invokes
external SDN controllers through the SDN plug-ins in it [30]. Since there are multiple
SDN controllers (e.g., Floodlight, POX, Ryu, etc.), different SDN controllers are invoked
by installing different plug-ins in the network management module. In this case, the
invocation is typically done through a RESTful API, where the SDN plugin sends an
HTTP request.

SDN

B AP cal plug-in
— D
| === | -
aprcal [ I =
- - - Cloud management

Cloud manager database

"

Network information ~ SDN controller
database

Figure 1. API Calls between Cloud Database and SDNs

4. Algorithms for dynamic management and auto-scaling of cloud resources.

4.1. Load Prediction in Cloud Environments. In cloud computing environments,
dynamic allocation and scheduling of resources requires predicting future system loads
to determine whether resources need to be expanded or contracted. Load prediction is
a key part of the auto-scaling algorithm. In this paper, we analyse the self-similarity
of load patterns for the characteristics of virtual network labs and propose an improved
prediction algorithm.

4.1.1. Lab load characterisation. Users of the virtual network lab generally request ser-
vices in an obvious bursty and cyclical manner. As shown in Figure 2, we monitored the
actual load of the virtual network lab system for a week and found that its load pattern
has the following characteristics.

(1) Burst load. During certain specific time periods of the day, there will be a dramatic
increase in load, such as the morning peak from 8:00-10:00 and the evening peak from
19:00-21:00. These peaks correspond to the times when students are attending labs and
self-study sessions.

(2) Periodicity pattern. The daily load curve is basically repeated, showing obvious
periodic characteristics. Meanwhile, on weekends, the load will also drop significantly.

Load

[

0 Time

Figure 2. API Calls between Cloud Database and SDNs
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4.1.2. Laboratory load prediction method. In order to be able to effectively predict virtual
network laboratory loads with self-similarity and burstiness, this paper proposes an im-
proved prediction algorithm that incorporates self-similarity modelling based on wavelet
transform and burstiness features of wavelet maximum likelihood estimation (Wavelet-
MLE). The Wavelet-MLE algorithm flow is as follows.

Step 1: Decompose the original load data sequence by wavelet transform, and get the
approximate sequence and detailed sequence with different scales.

Step 2: Use maximum likelihood estimation to estimate the self-similarity parameter
H corresponding to each detail sequence, and build the fractional Gaussian noise model.

Step 3: According to the self-similarity parameter H estimated for each detail sequence,
wavelet maximum likelihood prediction is performed on the detail sequences.

Step 4: The predicted detail sequence and approximate sequence are wavelet recon-
structed to get the predicted value of future load.

The improved algorithm is able to capture the suddenness and self-similarity charac-
teristics of the load sequence well, and the prediction performance is better than the
pure wavelet prediction or ARIMA and other statistical models. The specific prediction
methods are as follows:

Let the original load sequence be X, and perform wavelet decomposition to obtain an
approximate sequence A; with scale j and a detail sequence D;: the

J
X=A,4+) D, (15)

j=1
For each detail sequence Dj, estimate its self-similarity parameter H;, and build the
following fractional Gaussian noise model.

1 k—kj;
Di(k) = — " ay, ¢< mHj’ ) (16)

m.
J i=1 j

where ¢(z) is the normalised fractional Gaussian noise function. After estimating each
a;; and k;; using the Wavelet-MLE method, the future values of the detail series can be
predicted.

Finally, the predicted detail sequence is wavelet reconstructed with the approximate
sequence A to obtain the predicted values of future loads.

A

X(m) = Ay(n) + " Di(n) (17)

By predicting the future load, it provides a basis for dynamic scheduling and auto-
scaling of resources. The design of the auto-scaling algorithm based on load prediction
will be introduced next.

4.2. Auto-scaling algorithm based on load prediction. Based on the predicted
future load scenarios, this paper proposes an auto-scaling algorithm for automatically ad-
justing VM resources to meet the load demand and optimise resource utilisation. The goal
of the auto-scaling algorithm is to minimise the cost while meeting the quality-of-service
requirements. A key objective in designing an auto-scaling strategy is to optimise cost,
which includes but is not limited to reducing unnecessary resource allocation and elimi-
nating resource wastage. To achieve cost optimisation, a cost model is used to evaluate
the economic benefits of different scaling strategies. The cost model is evaluated based
on the following aspects: (1) Resource utilisation: improving resource utilisation reduces
idle resources and thus reduces the overall cost. (2) Quality of Service: Ensure that the
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quality of service is within the acceptable range to avoid unavailability of service or long
response time due to scaling operation. (3) Operation cost: The scaling operation itself
also incurs costs, including the creation, destruction and migration of virtual machines.

Firstly, the initial load is empirically predicted and VM clusters are started. Then, the
number of resource requests, the number of VM clusters, the number of running services,
and the average utilisation of the VM clusters are collected. Future load requests are
predicted using a load predictor. Next, the number of VM instances is adjusted based on
the prediction results and current resource status. Finally, cost optimisation is performed,
evaluating all possible resource adjustment options and selecting the lowest cost option
for implementation.

The objective of cost optimisation is to find the optimal allocation of resources to reduce
operating costs. The cost function C' can be expressed as:

Ctotal - CYresource + C(service + Coperation (18>

where Clota denotes the total cost; Chresource represents the resource cost, which is related
to the resource utilisation rate and the resource price; Cyqrvice denotes the quality of service
cost, which is evaluated based on the time of unavailability of the service and the scope of
the impact; Coperation 18 the operation cost, which relates to the execution cost of scaling
operations.

Auto-scaling algorithms based on load prediction consider self-similarity and time series
properties of loads. Self-similarity refers to the fact that time series have similar statistical
properties on different time scales. By analysing the historical load data, we can discover
the self-similar characteristics of the load and use these characteristics to build a prediction
model. The quantitative description of self-similarity is shown below:

H(o) = e 53 (19)

where H(q) is the Hurst exponent, ¢ is the time scale, and S(t) is the standardised
coefficient of variation at time scale t. Hurst exponents close to 0.5 indicate that the time
series are self-similar.

The auto-scaling algorithm uses the Wavelet-MLE algorithm to predict future loads
and dynamically adjusts resources based on the predictions. The core of the auto-scaling
algorithm is to minimise the total cost of ownership while guaranteeing the quality of
service.

Suppose L(t) denotes the system load at time ¢ and Lypyeqict(f + At) denotes the pre-
dicted future load. When Lpyegict(t + At) exceeds the threshold Ty, a scaling operation
is performed; when Lpeqict(t + At) is below the threshold Tyown, @ scaling operation is
performed. The decision of the scaling operation can be expressed as follows.

Expansion: If Lyeqict(t + At) > Ty, then add N resource units.

Reduction: If L egict(t + At) < Thown, then reduce by N resource units.

Here, N is determined based on the cost optimisation model and the quality-of-service
requirements to ensure that the cost is reduced as much as possible while satisfying the
quality of service. With the above approach, an auto-scaling strategy that can both
predict future load changes and automatically adjust resources based on the cost opti-
misation model can be implemented to effectively manage the dynamic resources on the
cloud computing platform.

5. Experimental results and analyses.
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5.1. Experimental setup. The experiments are conducted through the Openstack cloud
platform. In the neutron network management module of Openstack, external SDN con-
trollers can be supported through plugins. Since the proposed SDN system is developed
based on Floodlight, it is also recognised by the Openstack Floodlight plugin and can be
well integrated with the Openstack platform [31, 32]. The version of Openstack used for
the experiments is the Havana version, deployed on top of three nodes.

The server hardware configuration for each node is DELL PowerEdge R720, CPU: Intel-
Xeon E5-2650, 32GB RAM. The operating system of each server is Ubuntu 12.04 LTS
64 bit. The roles of the three servers are as follows: the first one is used as a Cloud
Controller and some Openstack core services; the second one is used as a neutron network
management node and a compute node; and the third one is dedicated as a compute node

5.2. The impact of SDN on multiple users. Figure 3 illustrates the amount of load
increase for the two types of CPUs in the system as the number of users increases. The
horizontal coordinate represents the number of users in either actual number or percent-
age. The vertical coordinate represents the increase of CPU load in percentage (%).
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Figure 3. Increase in system load when increasing the number of users

The rapid increase in CPU load with the increase in the number of users indicates
that it is closely related to the number of users and requires additional resources with
the increase in users. The relatively smooth increase in CPU load for the SDN system
compared to the system without SDN suggests that the increase in the number of users has
less of an impact on these components. Specifically, SDN services require less resource
investment as the number of users increases, which means that resource planning and
expansion plans do not need to focus on services that are closely related to the increase
in the number of users.

5.3. The impact of Auto-scaling. Figure 4 shows the three methods for accumulating
the total cost at different time intervals. The results show that horizontal scaling is the
worst method which shows 13% more cost than the auto-scaling method. Lightweight
scaling and auto-scaling of virtual resources take different cost considerations at different
levels, so that both methods consume relatively similar resources and costs most of the
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time. Even so, the cost of the method in this paper is 3% lower than the lightweight
scaling method.
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Figure 4. Total costs at different time intervals

6. Conclusion. This work designs a policy-driven SDN system and proposes an auto-
scaling algorithm for dynamic management of cloud resources. Firstly, a policy definition
is proposed that employs a ternary structure based on Subject, Action and Condition.
The resource allocation policy follows this structure to achieve dynamic allocation and
optimisation of computing, storage and network resources. Second, a system processing
flow algorithm is proposed that can receive experiment task requests submitted by users,
dynamically allocate resources and configure the SDN network topology. Finally, for the
load characteristics of virtual network labs, an improved prediction algorithm combining
wavelet transform and Wavelet-MLE is proposed to effectively capture the self-similarity
and suddenness characteristics of the load. The auto-scaling algorithm based on the
prediction results automatically adjusts the VM resources to meet the load demand and
optimise the resource utilisation. Experimental results show that SDN services require
less resource investment as the number of users increases. The cost of the auto-scaling
algorithm is also 3% lower than the lightweight scaling algorithm.
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