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ABSTRACT. Aiming at the problem that the current neural network models used for
video anomaly detection have poor storage capacity, which leads to the easy loss of feature
information and reduces the detection accuracy, the research on neural network storage
capacity is carried out, and the spatio-temporal memory guided dynamic balanced edge
learning video anomaly detection network (SMDNet) is designed. Based on ConvLSTM,
the spatio-temporal memory module (ConvLSTM-SMM) is proposed to compensate for
the problem of insufficient neural network storage capacity and applied to video anomaly
detection based on deep learning framework. The designed spatio-temporal memory
module continuously updates the feature parameters in the memory network by querying
the features, and matches the updated feature parameters with the query features to
store them, so as to obtain new feature parameters to enhance the spatio-temporal
features of the network. At the same time, in order to ensure the stability of the training
network, based on edge learning, the Dynamic Balanced-edge-learning Model (DBM) is
proposed, which uses the spatio-temporal memory module to guide the dynamic balanced
edge learning, and adopts different sample spacing in different training phases of the
samples to help the network to get the appropriate edge distance in different training
periods, so that the detection accuracy can be improved. For the traditional video
anomaly detection methods rely on a single data source. We will combine multiple
sources of data, including video images, sensor data, etc. The experimental validation
part is carried out on the most challenging public datasets (Avenue, ShanghaiTech), and
the experimental results show that the designed spatio-temporal memory-guided edge
learning video anomaly detection algorithm has improved the video anomaly detection
rate and superior detection performance.

Keywords: Video anomaly detection; Temporal memory; Dynamically balanced edge
learning; LSTM

1. Introduction. With the development of the information age, human society has
brought about some drawbacks while moving towards progress. The current social form is
gradually showing a trend of polarisation, although social conflicts have eased compared
with those of a few decades ago. However, due to the advancement of the current era,
there are more and more kinds of social risks and new conflicts are becoming more and

more complicated. It is obviously difficult to solve the new problems if the old methods
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are still used. For the safety of people’s health, property, etc., people are slowly start-
ing to use electronic surveillance device. However, today’s traditional cameras do not
meet the current needs of society. For this series of problems, designing a video anomaly
monitoring system with strong detection capability is the best solution. This system can
obtain target information through real-time monitoring, automatically detect abnormal-
ities appearing in the target and send out alarms. If the system can have a substantial
increase in detection accuracy relative to traditional detection methods, it can automati-
cally eliminate the problems of manpower verification as well as multiple cameras. This
will not only improve the completion of surveillance, but also save many human and ma-
terial resources. However, even if the above points are achieved, there are still serious
challenges to be faced. The first one is the determination of abnormal behaviours. In dif-
ferent scenarios, abnormalities are defined differently and therefore need to be redefined
in different environments. Secondly, in many cases, anomalies and normality may be just
a fraction of a second away, and anomalies may occur in some few frames in the same
video, which is very difficult to detect. Finally, anomaly data is very difficult to collect.
When applying neural networks, the more anomaly data is available the better for video
anomaly detection research. However, anomalies are not common in daily life, so it is
difficult to collect such data. Therefore, there is still a need for more scholars to invest
in the research direction of video anomaly detection in order to promote its development
and better application in the current society.

1.1. Related work. Anomaly detection in video has been studied by many scholars as
it has a wide range of applications in real-world scenarios such as intelligent surveillance,
violence alerts, and evidence investigations, etc. In the 1960s, Grubbs [1] defined an
anomaly as “a significant departure from the rest of the sample in the same category”.
Since anomalous events are rare in common environments, anomalies are often defined
as patterns of behaviour or appearance that differ from common patterns in previous
work [2, 3]. In anomaly detection, most of the studies have addressed the problem under
the assumption that anomalies are rare or invisible and also behaviour that deviates from
the normal pattern is considered as anomalous. They attempted to encode the regular
patterns and identify anomalies as outliers through various statistical models. In early
studies on the detection of abnormal behaviour in crowds, manual feature descriptors [4, 5]
were often used to represent pedestrian appearance and motion features, and low-level vi-
sual features, such as gradients [6] and optical flow [7], were acquired by specific methods.
With the significant improvement of computer performance and the successful application
of deep learning in computer vision [8], many scholars have begun to try to apply deep
learning to the field of video anomaly detection. In traditional video anomaly detection
with handmade features, discriminative handmade feature extraction is required. Adam
et al. [9] used exponential distributions to describe regular local histograms of optical
flow. Deep learning approaches have proven their success in many computer vision tasks
as well as anomaly detection. These include deep selfencoder based [10], Recurrent Neu-
ral Network (RNN), Convolution Neural Network (CNN), etc. In the last decade, deep
learning has made significant progress in anomaly detection, allowing spatial and tem-
poral features of objects to be learnt by performing convolutional operations on video
frames and detecting various anomalies through temporal and spatial correlations. In
recent years, Generative Adversarial Network (GAN) can generate data that is similar
to the original data, which can be referenced for anomaly detection tasks. And more
and more researchers apply GAN to video anomaly detection. Chen et al. [11] proposed
an end-to-end pipeline called NM-GAN which assembles an encode-decoder reconstruc-
tion network and a CNN-based discrimination network in a GAN-like architecture. Deep
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Neural Networks learn spatial features well, while Recurrent Neural Networks (RNN)
and Long Short-Term Memory (LSTM) are commonly used for modelling sequence data.
Some scholars proposed Convolutional Long Short-Term Memory (ConvLSTM), whose
core is the same as LSTM, taking the output of the previous layer as the input of the next
layer. The core difference is that the multiplication is replaced by convolution. It not only
has the characteristics of LSTM in acquiring temporal features, but also extracts spatial
features through convolution, thus acquiring spatio-temporal features. How to reduce the
demand of network models on computational resources in deep learning is an important
issue. Currently, research is mainly conducted in hardware and software. The following
designs are often adopted: (1) Computational offloading [12], i.e., the model is placed in
different parts of the edge nodes and the cloud according to the complexity, and the model
is jointly optimised; (2) Specialised design [13], i.e., the use of field-programmable gate
array (FPGA) to accelerate sparse matrices; (3) Dynamic model selection [14], which im-
proves resource utilisation and reduces device power consumption by generating multiple
different convolutional kernels for each layer of the network, and dynamically selecting
the appropriate number of convolutional kernels based on device requirements and user
constraints. However, there are many problems in hardware design. The following meth-
ods are generally used: (1) Compact model [15]: by selecting a reliable compact model,
the model framework is avoided to be bloated while satisfying the accuracy. (2) Tensor
decomposition [16]: neural networks have many redundant parameters, through matrix
decomposition and other methods to reduce the redundancy of the network, reduce the
size of the network, from where to accelerate the network model inference. (3) Knowledge
distillation [17]: improves the performance of the student model by transferring knowl-
edge from a larger, more complex model (called the “teacher model”) to a smaller, simpler
model (called the “student model”) so that the smaller model can maintain a certain level
of performance while having a smaller model. (4) Model quantisation [18]: compresses
the original network by reducing the number of bits in the weights, with the disadvantage
of losing some network accuracy. (5) Network thinning [19]: includes weights and neuron
pruning, the former reduces the association between neurons and the latter reduces the
neurons. These methods are less expensive and easier to deploy into devices compared
to hardware design, which can make the model run faster on the same hardware device,
thus improving the performance and efficiency of the model.

1.2. Motivation and contribution. Although video anomaly detection algorithms based
on deep learning have made great progress, there are still some shortcomings, for example,
how to effectively save video information, especially saving key information in the video
is one of the keys to the detection task. The video anomaly detection task requires the
network model to have strong storage capacity, while the general neural network model
has poor storage capacity and feature information is easily lost. In addition, the fea-
tures are often very similar within the network, and the features of the same type of video
frames are very similar. Commonly used edge learning methods use fixed edge constraints
as well as distance formulas, which can lead to poor sample separation. Since the final
result of anomaly detection is binary in nature, the result can only be either anomalous
or normal. Whether it is the lack of network information storage capacity, the inability
to correctly distinguish normal or abnormal in similar videos, or the poor edge separation
effect, this will lead to errors in the final detection results. This paper discusses the deep
learning-based video anomaly detection algorithm feature storage and separation ability
to explore and research, by improving the network model storage and sample separation
ability to improve the detection accuracy of the network model by analysing the existing
model storage capacity and sample separation ability of the shortcomings of this paper,
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this paper proposes spatio-temporal memory-guided dynamic balanced edge detection al-
gorithm. Combining the ConvLSTM with the memory module enhances the information
reliability, and at the same time, through the dynamically balanced edge learning module
DBM, the dynamic balance of the distance between different samples is maintained in
the sample space, which achieves the purpose of improving the detection accuracy of the
network model.

2. Analysis of relevant principles.

2.1. Video anomaly detection descriptions. Anomalies in a scene usually refer to
the fact that certain events do not match the normal situation when they occur in a par-
ticular environment [20]. Since anomalous events are usually rarer than normal events,
the number of negative examples (anomalous events) is usually smaller than the number
of positive examples (normal events) in anomaly detection. In addition, anomalous events
usually contain many different types of anomalies, which all increase the difficulty of de-
tecting anomalous events. Another challenge is that the categories of human activities
are well-defined, e.g., walking is walking and running is running. However, the concept
of localisation of anomalous events is more ambiguous because anomalous events involve
a wide variety of activities. In addition, the impact of fixed and dynamic cameras on
anomaly detection can be very different. Due to the over-complexity of dynamic studies,
in this paper, we only study video anomaly detection with static cameras. Video anomaly
detection and localization depend on the complexity of the environment and the type of
anomaly. The environment can be divided into the following types: sparse congestion
(10 square feet per person), moderate congestion (4.5 square feet per person), and dense
congestion (2.5 square feet per person) [21]. Video anomalies can be divided into single
entity anomalies (such as wandering, intrusion), dual entity anomalies (such as fighting),
and group anomalies (such as crowd dispersion caused by stampedes or explosions). Dif-
ferent types of anomalies have varying temporal and spatial complexity. Local abnormal
activity refers to activities that significantly deviate from their neighboring activities in
time and space. Global abnormal activities refer to activities that occur in an abnormal
manner on a global scale [22]. Inter-point anomalies are usually defined as a distribution
of a data point in a data set that is significantly different from other data points and
can be considered as a random irregularity. Some data points deviate significantly from
others, resulting in context-specific anomalies.

2.2. Video anomaly detection methods. Semi-supervised methods combine the ad-
vantages of both supervised and unsupervised methods, using both labelled and unlabelled
data for training. Active learning, on the other hand, is an approach that progressively
reduces the amount of labelled data required, maximising the use of the labelled budget
by querying and labelling the unlabelled data. Generative features of GANs with active
learning capabilities have been successfully applied for outlier detection [23].

2.3. Network infrastructure. Convolutional layer is one of the most important compo-
nents of many neural networks, which extracts features from the input data by using a set
of learnable convolutional kernels. Convolutional layer is one of the core components in
neural networks and is mainly used to extract features from the input data. As Equation
(1) is the formula usually used for convolution:

y=F(Wxa+b) (1)

where = denotes the input data, * denotes the convolution operation, W denotes the
convolution kernel, b denotes the bias vector, and y denotes the output feature map.
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The commonly used neuron activation functions are Tanh as in Equation (2) and Sig-
moid function as in Equation (3), which are saturated nonlinear functions, which makes
the convergence rate slow when training the network using gradient descent algorithm.
In contrast, using a non-saturated function as an activation function, such as the rectified
linear unit (Relu) in Equation (4), can significantly speed up training. Relu is a simple
nonlinear function that ensures that the output is always positive by thresholding the
input. In the model of this paper relu is used as the unique activation function for all
layers except the output layer. Where = in the format all denotes the input and the left
side of the equation denotes the output.

tanh(x) = Zi;—ji (2)
Ste) = ®)

f(z) = max(0, z) (4)

The output layer is different from the other layers in that its output is presented as a

probability sum of 1, which indicates the confidence level of the selected category, with a

higher probability value indicating a higher level of confidence. Commonly used functions
are softmax, tanh function.

e

K
> e
k=1

where z; denotes the jth element of the input vector, K denotes the length of the vector
z, and the softmax function converts each element in the vector z to a probability value
such that the probability values of all the elements sum to 1.

Inverse convolution is a common operation used to convert the output of a generator
into an image. Inverse convolution is an inverse operation that converts a low-dimensional
feature mapping into a high-dimensional feature mapping, this operation is also known
as transpose convolution or inverse convolution layer.

The inverse convolution layer is usually used in Generator, the inverse convolution
layer plays a vital role in GAN, it can convert the low-dimensional feature maps into
high-dimensional feature maps.

()

softmax(z;) =

v=fW"*y+0) (6)

where W7 denotes the anti-convolution kernel, * denotes the convolution operation,

f(y) denotes the output of the previous layer, b denotes the bias term, and = denotes the
result of the anti-convolution.

2.4. ConvLSTM. Each LSTM unit in ConvLSTM consists of three gates (input gate,
output gate, and forgetting gate) and a memory unit for controlling the flow of informa-
tion and preserving the previous state. In addition, ConvLSTM includes a number of
convolutional layers that are used to perform convolutional operations on the input data
to extract spatio-temporal features.

The core essence of ConvLSTM is the same as LSTM, which takes the output of the
previous layer as the input of the next layer. The overall operation is shown in Equations
(7) to (11).

Itzo_(m*Xt+Ui*Ht—l+bi) (7)
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Fy=o0(Wy* X+ Us* Hiy +by) (8)

Op = o(Wy % X, + Uy % Hy_1 +b,) (9)
Ci=F0C_1+ I otanh(W, %« X; + U. * H,_1 + b,) (10)
Hy = Oy ® tanh(Cy) (11)

Symbol conventions: X; is the current input feature map, W; is the convolution kernel,
I, is the output of the input gate, H; ; denotes the hidden state of the previous time,
b; denotes the bias term, o denotes the sigmoid function, * denotes the convolution op-
eration, F} denotes the output of the oblivion gate, O, denotes the output of the output
gate, Wy, Uy, by, W, U,, b, denote the convolution kernel and bias term of the oblivion
gate and output gate respectively. C; denotes the cell state at the current time step, ®
denotes element-by-element multiplication, W.., U, b. are the convolution kernel and bias
term used to update the cell state, and H; denotes the output at the current time step.

3. Spatiotemporal memory guided dynamic balanced edge learning for video
anomaly detection.

3.1. Temporal memory module. LSTM can obtain excellent temporal information.
The details are as follows:

The deep spatio-temporal features obtained by ConvLSTM are used as input informa-
tion for querying features in the spatio-temporal memory module SMM, which are divided
into several low-dimensional feature vectors, denoted as Q% (i € [1,K]). Q) is read by
different image channels C' (different pixels correspond to different image channels) of
size 1 * 1 % C. The obtained @’ is fed into the SMM, and new Q! data are stored while
updating the memory features P,, in the SMM. (m = 1,2,...,10). Initially the stored
data P,, in the ConvLSTM-SMM is replaced with a random value, and the memory P,
is updated with different @} after starting the training. (where K = H x W, H is the
height of the image, W is the width of the image, C' is the number of image channels, and
t denotes the number of frames corresponding to the video frames.)

(1) Reading feature information

Figure 1 shows the process of ConvLSTM-SMM reading and storing feature information.
After multiplying the feature vector @) output by the query feature module with the
feature information P,, (m = 1,2,...,10) stored in the memory module, the similarity
between the feature vectors is calculated to obtain the matching probability ry,, between
Q% and the corresponding P,,. The calculation process is shown in Equation (12), where
the total matching probability r, is 1. The feature vector after reading in new feature
information is denoted as Ptk, and its calculation process is shown in Equation (13),
completing the reading of feature information.

km (PTI:L)TQE
ry = —o - (12)
Sl (PRTQ;

Z ;T pk (13)

(2) Updating feature information
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P/ i % k1 r k2 V,k’m

o > ()<

Figure 1. Feature information reading into memory

The updating of feature information is similar to the reading of feature information as
described above, but the difference lies in the acquisition of matching probability. Each
P,, is assigned multiple @}, and we need to obtain the corresponding index set index for
each P,,, and the matching probability in each index set is denoted as V;. The current
index set is normalised to the maximum value, and the calculation process is shown in
Equation (14). Finally, the new updated data is obtained by softmax.

In this paper, the ratio of the update parameter P (memory) to the query reading
parameter ) (query) is chosen as P : @) = 10 : 2000. For the mth item of memory infor-
mation, the mth item of memory information can be updated by finding the corresponding
query index of the mth item.

Since more than one @} can be assigned to the same memory information P,,, there
may be more than one query to update a single memory information. The update is
performed as in Equation (15), where v’ is obtained from Equation (16). (D}" denotes
the index set of the mth query feature in P).

D Shi Ve
Vk,m
P = —t (15)
max V"’
k' €D
P™ = L2porm | P+ ) VI"Q) (16)
ieD

In the data preprocessing stage the samples are classified as normal samples, abnormal
samples, so the data processed in the SMM network are either all normal samples or all
abnormal samples. The acquired feature vector PF is concatenated with Q; along the

dimensions of channel C' to obtain new feature information, which is later fed to the
decoder and the DBM.
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3.2. Dynamic equilibrium edge learning. The DBM proposed in this paper divides
all the samples into 3 parts, anchor and positive are taken from the normal samples
and negative is taken from the abnormal samples, after the features are obtained by the
coding network, the features are fed into the DBM. Edge Learning uses the constraints
to increase the distance between the normal samples and the abnormal samples, so that
the abnormality detection is easier to differentiate the abnormal samples.

Since there are only two kinds of samples in the anomaly detection study, normal
and abnormal samples, the dynamic balanced edge learning studied in this paper uses a
ternary loss function for parameter calculation. As mentioned earlier, training with the
ternary loss function makes the same kind of samples (positive) closer to the anchor and
different kinds (negative) further away from the anchor, where the anchor is a randomly
selected sample from the training data. In other words, the ternary loss function can
minimise the distance between the anchor and the same type of samples, and maximise
the distance between the anchor and different types of samples, so as to better distinguish
between normal and abnormal samples. The distance between samples is calculated using
Euclidean distance.

Excessively large values of edge constraints make the model training more difficult,
which in turn results in non-convergence of the network. So, in the initial stage of training,
the training data sample distribution is relatively uniform, and the distance between
the samples is relatively close, using a fixed and smaller edge of the method to open
the distance between the different categories of samples; when most of the samples to
distinguish the distance, the traditional edge of the fixed constant method fails, you need
to use new edge constraints method, increase the maximum edge constraints. In terms of
edge constraints this paper proposes to use the form of segmentation function to set the
edge constraints to replace the original fixed edge conditions. For the edge constraints
are set as shown as follow.

margin loss = max(0, || f* — f7[5 — [[f* = f"[3 + ¥) (17)
a=[f"=f",b=1f" = f"| (18)
a—b (1<a—0b<15)
v=4{15 (15<a—b) (19)
1 (a—b<1)

Different formulas can be used to achieve different training purposes between sam-
ples. Even if anchor, positive, negative is selected twice consecutively, the dynamic edge
constraint can continue to train the samples and increase the sample interval.

The edge constraint coefficient v is between 1 and 1.5. When the maximum value is
around 1.5, it almost reaches its threshold, and the overall framework efficiency can hardly
be improved.

Therefore, such an edge constraint will form a dynamic balance, which has the advan-
tage of not letting the samples always be fixed at the same edge, and constantly updating
the edge distance to help different samples to find the most suitable distance, the original
fixed edge constraint will make the training efficiency decline when the training reaches
a certain number of rounds because of the instability of training. The dynamic balanced
edge constraint solves this problem to some extent by improving the stability of training.

3.3. Loss function. The overall loss function can be expressed as in Equation (20):
L = Lpred + )\Lmargin + ’YLseparateness (20)

where A and ~ parameters are used 1, A and vy are the percentage of balancing its loss,
and the values can be modified in different environments. L,,.q is predict loss, Lyargin
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is margin loss, and Lgeparateness 1S separateness loss. The descriptions are given next,
respectively.

(1) Predict loss

Symbol convention: I denotes a predefined random anchor sample anchor, and nor-
mal frames are selected as the anchor in the experiment; I normal frame samples, I}
anomalous frame samples, " denotes the output obtained from prediction.

In the prediction network, cross-loss is used to measure the difference between the pre-
dicted value and the real value. In the experiment, we follow the principle of “supporting
normal samples and distorting abnormal samples”: if both I? and [* are normal samples,
adding I? to I™ (i.e., closer to normal samples), which is an abnormal sample with a larger
error, may distort the normal samples and increase the prediction error. The prediction
loss is calculated as in Equation (21):

Lpred(]la+T7 [ln+T) = ||Ila+T - Ila-i—TH + Sl+T||Il73rT - ]ﬁ&-TH (21)

The computation of prediction error is based on video clips, i.e., T frames are taken
consecutively from the test video to form a video clip. In the experiment, we set T' = 4.
In Equation (21), S; denotes the degree of abnormality {S; € [0, 1]}.

If there are more than two abnormal frames in a T-frame video segment it is defined
as an abnormal video segment and vice versa. In the experiment, in order to make the
prediction value close to the real value, I is not taken into account in the prediction error
calculation and S; = 1 is set.

(2) Separateness loss

Separateness loss is applied to the Spatio-temporal Memory Module (SMM) reading
and updating process, which serves to assign similar query features to the corresponding
memory information. The SMM will constantly and repeatedly update the information in
the memory when extracting the features, which makes the similarity of the neighbouring
memory information higher.

However, the anomaly detection task requires each item in the memory to be as far
away from each other as possible to reduce the error when dealing with various forms of
normal data, so the feature separation loss is invoked in the paper, and the formula for
the feature separation loss function is shown in Equation (22).

(1QF = Purl, = 1QF = Prall, + @) (22)

T K
Lseparateness

t=1 k=1

where T" denotes the length of the video frame, K = H W (multiplication of the number
of columns and rows of the frame), a is a fixed edge, and P,,, P,, denote the closest
memory information and the second closest memory information to the query vector in
terms of similarity, respectively. In order to distinguish the query vector from the closest
memory information in the storage space from other memory information.

Separation loss encourages the query vector to be close to the closest memory informa-
tion and at the same time away from the second closest memory information by means of
triple loss to help update the best memory information in the memory. In turn, it can solve
the similarity problem between different items in memory and enhance the information
discrimination in memory.

(3) Margin loss

As mentioned earlier, the dynamic edge module gives the calculation of the edge loss,
so the edge loss L,argin can be expressed as follow:

Linargin = max (0, |f* = f7ll; = [Lf* = £"1l5 + ¥) (23)
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3.4. SMDNet framework. By combining the features of DBM and ConvLSTM-SMM,
the memory items are updated in SMM, the spatio-temporal features are extracted al-
ternately and then combined with DBM to form SMDNet, and the normal frames and
abnormal frames are divided into different clusters and sent to the network for training,
so as to improve the performance of network detection, shown as Figure 2.

i_ | (T
= L -~

update %ﬂ

\ 4

\ 4

i code area

© residual module

[/ ConvLSTM
query feature group

memory feature group

Figure 2. SMDNet overall framework

4. Experimental design and analysis of results.

Table 1. Server information

Accessory Name Model

Operating platform Windows Server 2016

CPU Intel Xeon Bronze 3106

RAM 64G

GPU NVIDIA GeForce GTX 1080TI 11GB
Deep learning framework Tensorflow 1.14

Learning rate [0.0002, 0.00002]

Gradient descent method Adam

4.1. Experimental environment. All the algorithms in this paper use python code
and tensorflow deep learning framework. And all the experiments in this paper are done
in the same server environment, the server environment and configuration are shown in

Table 1.

4.2. Data processing. In this paper, video frame-level annotations and small batch
samples are used to mark the frame-level samples (frame-level). Firstly, the video is
edited into frames, and the adjacent video frames are selected to form a video segment,
usually a video segment length is 4. Due to the different sizes of different video frames,
the experiments need to resize all the video frames to [224, 224, 3], and the image channel
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is adjusted to RGB. According to the number of abnormal frames, the training set data is
divided into normal video segments and abnormal video segments. Divide the abnormal
data in the test set into K folds, each fold contains only some abnormal events, not all
of them. Usually, K = 10 or 5. In this paper, we choose to put the first fold into the
training set and the rest as the test set, which ensures that the test set must contain
the abnormal events that are not included in the training set, and the test set may also
contain the types of anomalous events that are observed in the training set.

4.3. Evaluation indicators. The evaluation index follows the commonly used index for
anomaly detection, AUC, i.e., the area under the ROC of the subject’s work characteristic
curve. A larger AUC area means a better performance. In this paper, we calculate the
AUC by calculating the anomaly score curve.

After the model is trained, the image judgement score Score is obtained by predicting
the quality of future frames, then the degree of abnormality is measured according to
the score, and finally the frame-level AUC is calculated according to the results of image
frame prediction and GT'. The quality of video frames is measured by Peak Signal to Noise
Ratio (PSNR), and the judgement score Score is calculated. The calculation formula is
shown as follows:

. 1
Ptutaft) = 101Oglo . ~ . (24>
SN S I, §) — L, )1
P,(I,, I,) P(I, I,)
= — B —— 2
Sﬂc X 9 Sy Y ( 5)

In Equation (24), I; is the current frame; 7,5 are the rows and columns of the pixel
position of the t-frame; N and M denote the number of rows and columns; and P denotes
the peak signal-to-noise ratio. In Equation (25), S denotes Score; X is the number of
normal samples in the dataset (GT = 0), and Y is the number of abnormal samples in the
dataset (GT = 1), and S,, S, are the corresponding scores in the corresponding dataset.

4.4. Ablation experiment. In order to verify the effectiveness of each module in the
network, this chapter carries out ablation experiments on the Avenue dataset, by demon-
strating the performance of Score as well as AUC for normal and abnormal samples.
According to the quantitative comparison of each module of the model, when the dif-
ference of Score Gap is bigger, the differentiation of the samples is higher, except for
the abnormal score, which is the lower the better, the higher the better. Table 2 shows
the impact of different module units on the overall framework. Bold indicates the best
performance.

From Table 2, taking the Avenue dataset as an example, it can be seen that the adopted
modules have unequally improved the performance of the network framework to a certain
extent, and an AUC of 94.1% is obtained when only ConvLSTM is available, which proves
the importance of ConvLLSTM for spatio-temporal feature extraction, and when DBM
is added based on this, the dynamically balanced edges, which characterise the normal-
normal samples and the normal-abnormal sample interval between normal-normal samples
and normal-abnormal is expanded again, so the AUC grows to 94.8% again. When DBM
is replaced by SMM, due to the advantage that SMM can store informative features, it can
be seen that compared to the previous two, the performance reaches 95.1%, and finally
all the modules are united, so that the final efficiency reaches 95.9% of the AUC, which
is still an advantage of this method in the ShanghaiTech dataset.

Figures 3 and 4 show the AUCs obtained for the Avenue and Shanghaitech datasets
at different rounds, respectively. in the case of Avenue, for example, the method in this
paper can achieve a more stable AUC of about 95% in a limited number of training rounds
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Table 2. The impact of different modules on the overall network framework

Datasets SMM Normal Abnormal Score AUC
ConvLS TM Memory DBM frames frames gap
Score Score
Avenue X X X 0.774 0.467 0.312  87.0%
Avenue v X X 0.811 0.290 0.524 94.1%
Avenue v X v 0.814 0.262 0.555  94.8%
Avenue v v X 0.799 0.201 0.596 95.1%
Avenue v ve v 0.833 0.188 0.642 95.9%
Shanghai X X X 0.634 0.473 0.181 77.0%
Shanghai v X X 0.738 0.569 0.171  77.3%
Shanghai v X v 0.725 0.543 0.183  77.6%
Shanghai v v X 0.731 0.554 0.179 77.4%
Shanghai v v v 0.726 0.533 0.190 78.2%
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Figure 4. AUC obtained in different rounds (ShanghaiTech)

in about 20,000 rounds (about 5 hrs.), and the AUC can eventually reach about 95.9%
by zigzagging through the continuous training. AUC.
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As a result, it can also be seen from the data in the above figure that the innovation
of this paper is in line with it, and the SMM gets better spatio-temporal features so as
to improve the overall evaluation efficiency. Moreover, according to the characteristics of
DBM, even when it reaches a certain AUC value, due to its dynamic edge characteristics,
it still tries to find a better weight ratio with the increase of the number of training rounds,
which helps the framework to improve the AUC to a certain extent, which is in line with
the argument in the previous paper.

Table 3. The impact of separation loss on performance

Separateness Avenue ShanghaiTech
Score gap AUC | Score gap AUC
X 0.516 95.3% 0.182 77.2%
v 0.642 95.9% 0.190 78.2%

It can also be seen from Table 3 that the calculation of loss function by adding SMM’s
separation of normal and abnormal samples to calculate-separation loss is favourable for
judging the score gap Score gap and AUC. Bold indicates the best performance.

4.5. Analysis of experimental results. This chapter investigates the use of ConvLSTM-
SMM, DBM combined with codec network and separation loss function for future frame
prediction task. By comparing the research model with existing anomaly detection mod-
els on the CUHK Avenue, ShanghaiTech dataset, the AUC, which is commonly used for
anomaly detection, is used as the accuracy assessment metric.
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Figure 5. AUC results for the Avenue dataset test

As can be seen from Table 4, compared to other network frameworks, the proposed
method in this chapter achieves a variable improvement in AUC in the Avenue and
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Figure 6. AUC results for the Shanghaitech dataset test

Table 4. Comparison of Abnormal Performance of Different Algorithms

Separateness Avenue Shanghai

Fast [24] 87.0% -

P w/o Mem 88.5% 70.5%
MLEP 92.8% 76.8%
Ours 95.9% 78.2%

ShanghaiTech datasets, respectively. In Figures 4 and 5, the reliability of the method
is also confirmed by the fact that the area under the curves is larger than that of the
other methods, and bold indicates the best performance.

In real-life scenarios, the technology can be used in intelligent surveillance systems, such
as among the cameras applied in schools or parks. When an abnormality is encountered,
the system will promptly issue an alarm and notify security personnel to take appropriate
measures to ensure the safety and order of the premises. Such an application can greatly
improve the efficiency and accuracy of surveillance and provide better protection for public
safety and personal property protection.

The principle is to first convert the video into video frames and learn the spatio-temporal
characteristics of the video frame segments through a network model. The learned infor-
mation is then used to predict the next frame and compare it with the real video frame.
This method can be applied to more than a dozen video surveillance systems to detect
abnormal behaviour in advance and avoid potential security risks by predicting future
frames.

5. Conclusions. In this paper, SMDNet method for video anomaly detection is pro-
posed. ConvLSTM method has the advantage of acquiring spatio-temporal features, but
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due to the storage capacity it leads to loss of information when compression of spatio-
temporal feature information is performed. In order to improve the storage capacity of the
ConvLLSTM method, this chapter proposes the ConvLSTM-SMM module on the basis of
the ConvLSTM method, and the extracted spatio-temporal feature information is stored
into the memory module. Then for the stability of training and to increase the upper
limit of the detection accuracy of the network model, dynamic balanced edge learning is
proposed, which makes it possible to continuously reduce the spacing of samples of the
same type and increase the spacing of samples of different types on the basis of edge
learning. The ablation experiment also proves the point of view of this chapter, SMM
gets better spatio-temporal features, thus improving the overall evaluation efficiency, and
according to the characteristics of DBM dynamic edges, it can still help the framework
to improve the AUC to a certain extent by increasing the number of training rounds.
Finally, the two methods are completed cascaded, which makes the two methods get good
compatibility in the model. And there is a good effect improvement in both datasets.
In further research, it is planned to try to improve the inference speed of the algorithm
under the precondition of keeping the original detection accuracy as much as possible, in
order to achieve better practicality.
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