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Abstract. With the popularization of the Internet and the wide application of software,
the existence of vulnerabilities may lead to serious security threats and losses. In this
context, intelligent software vulnerability identification technology has become the key
to guarantee the security of software systems. Traditional recognition methods disregard
the contextual information or word order in the vulnerability description, which seriously
reduces the accuracy of vulnerability recognition. Focusing on the above issues, this ar-
ticle suggests a vulnerability identification method for intelligent software development
relied on Question & Answer (Q&A) model and attention mechanism. Firstly, according
to the features of intelligent software development, BERT is adopted to extract the char-
acterization of input code vulnerability sequences, and a vulnerability Q&A model based
on BERT is constructed. On this basis, the attack operation is generalized and trans-
formed into a question, and the input vulnerability code snippets and their contexts and
query descriptions are subjected to word embedding operations, replacing these input
textual data information with fixed-length vectors. Then the query description and code
snippet interactive representations are obtained through the two-way attention mecha-
nism and fused as inputs to TextRCNN, which utilizes the vulnerability embedded words
to output the results of vulnerability identification. The experimental outcome indicates
that the recognition method designed in this article is with a low False Positive Rate
(FPR), False-Negative Rate (FNR), high accuracy, precision, recall, and F1 value, and
the vulnerability recognition effect is good.
Keywords: Intelligent software; Vulnerability identification; BERT; Q&A model; At-
tention mechanism

1. Introduction. Computer systems are the digital cornerstone of human life, empower-
ing the survival and development of people and businesses everywhere. However, software
vulnerabilities are prevalent in cyberspace, and attackers can exploit vulnerabilities in se-
curity policies or system implementations to gain unauthorized access and jeopardize
system security [1]. Advanced Persistent Threats (APTs) may even cross and combine
multiple categories of vulnerabilities, thus posing a huge threat to cyberspace security,
including well-known Internet companies and state organizations have suffered from vul-
nerability attacks [2, 3, 4]. However, due to the constraints of the developers’ own ability,
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experience, and the current level of cybersecurity technology, it is very difficult to avoid
some defects in the design and realization of the project. Moreover, the open-source code
allows these flaws to spread to a wider range. Application vulnerability identification is an
effective attack mitigation solution before vulnerabilities are discovered or even deployed
[5, 6]. Therefore, software vulnerability identification is a necessary and far-reaching task
for both software developers and users. In this paper, a new vulnerability identification
method is proposed, which combines question-answering model and attention mechanism
to better understand and deal with the context information and word order in vulnera-
bility description. The method of this study is not only innovative in theory, but also has
high application potential in the actual software development environment.

1.1. Related work. Satyanarayana and Sekhar [7] suggested a static analysis tool relied
on intermediate representations for identifying vulnerabilities in intelligent software, but
it runs slowly. Goseva-Popstojanova and Perhinschi [8] improved scalability by directly
inspecting the code functions, rather than the entire program, in order thereby identifying
vulnerabilities in the software. Shah et al. [9] et al. designed an automated testing frame-
work to identify multiple vulnerability types in intelligent software. Zhang et al. [10] et
al. used a hybrid approach of static and dynamic analysis for identifying vulnerabilities in
Android applications. Wang [11] analyzed the dependencies between software components
to identify the intelligent software development process Chowdhury and Zulkernine [12]
investigated software vulnerability indicators to predict the presence of vulnerabilities
in software systems. Rehman and Mustafa [13] created a database of vulnerable soft-
ware code by massively mapping the relationship between CVEs and GitHub commits
and labeled suspected vulnerabilities with a Support Vector Machine SVM classifier, but
the accuracy of identification was not high. Traditional machine learning vulnerability
identification methods require in-depth understanding of the characteristics of code vul-
nerabilities, and it is difficult to fully capture all vulnerabilities by manual means. Thanks
to the rapid growth of artificial intelligence technology, scholars have found that methods
such as the use of deep learning and natural language processing are more advantageous
in mining the deep characteristics of vulnerabilities. Huang et al. [14] use deep learning to
identify smart software vulnerabilities, and can detect four types of vulnerabilities related
to arrays, arithmetic expressions, pointers, and function calls, but the identification effi-
ciency is not high. Sun et al. [15] describe the source code based on the BERT model in a
question-and-answer style, and determine whether there is a specific type of vulnerability
in software. Chen et al. [16] extract the control and data dependency features between
the statements of the vulnerable code, and use a converter-based model to identify smart
software vulnerabilities, but ignores the code text context information. Wang et al. [17]
represent the text of software code in word vectors, and use a converter-based model to
identify smart software vulnerabilities. Li et al. [18] obtain the textual semantic infor-
mation of software code through BiGRU, and then use LSTM to enhance the learning of
textual local information to identify vulnerabilities. Wu et al. [19] proposed a software
code vulnerability identification method using the attention mechanism to deal with the
issue of loss of relevant information brought about by vector aggregation, and enhance the
efficiency and accuracy of identification. Sun et al. [20] used the BERT model to model
the similarity of question-answer pairs and combined it with the RNN deep integration
model for intelligent software vulnerability identification. We choose BERT model be-
cause it is excellent in understanding context and word order, which is very important in
the accuracy of vulnerability description.

1.2. Contribution. The intelligent software vulnerability identification methods sug-
gested by the above research scholars neglect the contextual information or word order in
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the vulnerability description, which reduces the accuracy of vulnerability identification.
To deal with this problem, this article designs an intelligent software development vul-
nerability identification method relied on Q&A model and attention mechanism. Firstly,
using the information domain stored in the Q&A, BERT is used to extract the charac-
terization of the input vulnerability code sequence, and the extracted characterization
is fused with the encoder and decoder of each layer in the Neural Machine Translation
(NMT) model to construct a BERT-based vulnerability Q&A model. Secondly, word
embedding is performed on the vulnerability code fragments and context information,
and the semantic feature matrices of code fragments, code fragment context and query
description are extracted from the word embedding process by self-attention network, and
then the interactive representations of query description and code fragments are obtained
by the bi-directional attention mechanism and fused together. Finally, the software vul-
nerability classification and identification model are constructed based on TextRCNN,
and the vulnerability classification is performed by using vulnerability embedding words
to classify the vulnerabilities. Experimental outcome indicates that the designed method
has better recognition performance and can be better applied to the field of intelligent
software development recognition.

2. Theoretical analysis.

2.1. Pre-trained language model BERT. BERT [21] is a pre-trained language model
that uses the Transformer architecture [22] and learns a deeply bidirectional language
representation through pre-training. Unlike previous language models, BERT can learn
a generalized language representation by pre-training on a large-scale unlabeled corpus,
which can then be fine-tuned to adapt to specific downstream tasks for example text
categorization, Q&A, etc.
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[SEP]
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[SEP]
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Figure 1. The model structure of BERT

The pre-training phase of BERT consists of two tasks: Masked Language Modeling
(MLM) and Next Sentence Prediction (NSP). The structure of the BERT model is shown
in Figure 1. The MLM task learns the language representation by randomly masking some
words in the input text so that the model learns to forecast the probability dispersion of
the masked words. The purpose of this is to allow the model to study more about the
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structure and semantics of the language. The NSP task allows the model to determine the
relationship between two given sentences. In this task, given a sentence A and a sentence
B, the model needs to determine whether sentence B is a reasonable successor to A, so
that the model can study the logical and semantic relationships between the sentences.

2.2. Attention mechanism. Attention mechanisms were firstly applied to machine
translation task [23], in the aspect of text input, some important words in the utter-
ance input account for a larger proportion of the decision-making on the utterance, but
these key parts often do not get more attention from the model, so it is necessary to use
the Attention Mechanisms to pay attention to the key parts, and to fuzzy and ignore
other irrelevant regions that have less influence or more noise on the classification results,
which can effectively enhance the accuracy of the model [24]. The essence of the attention
function is to weight the mapping of a query key to a set of key-value pairs, and finally
obtain the attention weights. Figure 2 illustrates the three computational stages of the
attention mechanism.
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Figure 2. Attention mechanism

In the first stage, the correlation weights between the query (Q) and each key value (K)
are first calculated. The common calculation methods are dot product similarity, Cosine
similarity and MLP similarity as indicated in Equation (1), Equation (2) and Equation
(3) respectively.

Si = F (Q,K) = Q ·K (1)

Si = F (Q,Ki) =
Q ·Ki

∥Q∥ · ∥Ki∥
(2)

Si = F (Q,Ki) = MLP (Q ·Ki) (3)

In the second stage, the results of the first stage are normalized by softmax function to
obtain the weight coefficients αi = softmax(Si) =

esim∑t
j=1 e

sim .

In the third stage, the attention value att =
∑t

i=1 αi ∗ V aluei is obtained by weighting
and summing each Value using the weighting coefficients αi from the second stage.
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3. BERT-based vulnerability Q&A model for intelligent software development.
Traditional Q&A models are mostly realized by question similarity matching based on
Q&A databases, nevertheless, this method is not efficient and needs high labeling cost
to build up the training dataset. Intending tot, the above issues, this article adopts two
parts, encoder and decoder, to form a downstream neural network machine translation
model. The encoder part mainly takes the output of the BERT model as the input of the
attention layer of the coder, and outputs a series of hidden units in a loop. The decoder
part mainly takes the output of BERT model as the input to the attention level of the
decoder, and takes the hidden units of the encoder as the input to the other attention
layer of the decoder, and then outputs the corresponding output units of each hidden unit
in a loop. The steps in detail are as bellow.

Step 1: Let the smart software vulnerability code fragment beX, and given any sentence
x ∈ X, input it into the BERT model to obtain the characterization output GB =
BERT (x), where GB,i ∈ GB is the characterization of the i-th wordpiece in x. Step 2:
Let Gk

E be the obscured representation of the k-th layer of the encoder, and G′
E be the

word embedding of the vulnerability code sequence x. For any i ∈ [kx], g
k
i is the i-th

element of Gk
E, and kx is the length of the sentence x. For layer k, Equation (4) can be

obtained.

g̃ki =
1

2

(
atts(g

k−1
i , gk−1

E , gk−1
E ) + attB(g

k−1
i , GB, GB)

)
, ∀i ∈ [kx] (4)

where atts and attB represent two attention modules with different parameters, and
their calculations are indicated in Equation (5) and Equation (6), respectively.

atts(g
k−1
i , gk−1

E , gk−1
E ) = softmax

(
gk−1
i (gk−1

E )T√
dk

)
gk−1
E (5)

attB(g
k−1
i , GB, GB) = softmax

(
gk−1
i (GB)

T

√
dk

)
GB (6)

where softmax denotes the activation function and dk is the dimension of the input vector
of the smart software vulnerability code.

Subsequently, each g̃ki is further processed using a feed-forward network (FFN) [25],
which is represented as follows.

FFN(x) = V2max(V1x+ b1, 0) + b2 (7)

where V1 and V2 denote the weights of the first and second layers of the encoder, re-
spectively; b1 and b2 denote the bias terms of the first and second layers of the encoder,
respectively. FFN is a key component in the BERT model, which is located at the
end of each Transformer encoder layer. Each encoder layer of BERT model consists of
Self-Attention Mechanism and FFN. The self-attention mechanism enables the model to
capture the dependencies between different positions in the input sequence, and FFN
further transforms and abstracts these dependencies. Here the output value of the k-th
layer will be obtained as Equation (8).

Gk
E = (FFN(g̃k1), ..., FFN(g̃kkx)) (8)

The encoder will eventually output Gk
E from the last layer, where K is the total amount

of layers of the encoder.
Step 3: Let Sk

d be the k-th hidden state of the decoder before time step t, and have
Sk
d = (skt , · · · , skt−1). It is worth noting that s01 is a special marker representing the

beginning of the software exploit code sequence, and s0t is the word embedding of the
predicted exploit code word at time step t − 1. For the k-th layer, firstly, calculate the
self-attention skt of the obscured state of the k−1-th level before the time step t, secondly,
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calculate the self-attention skt with GB and Gk
E respectively, and sum the outputs of these

two attention layers to get skt . Finally, input skt into the nonlinear transformation layer
FFN to get the skt of each layer, i.e., skt = FFN(skt ), and then get the t-th predicted
vulnerability code word yt by softmax. and the computation equations of skt and s̃kt are
as indicated in Equation (9) and Equation (10) respectively.

skt = atts(s
k−1
t , Sk−1

d , Sk−1
d ) (9)

s̃kt =
1

2
(attB(s

k
t , HB, HB)) + attE(s

k
t , G

K
E , G

K
E )) (10)

where atts, attB and attE represent the self-attention model, the BERT-decoder attention
model and the coder-decoder attention model, respectively. The skt of each layer can
be obtained through skt and s̃kt . The final skt is mapped to a linear transformation and
softmaxed to obtain the t-th predicted word ŷt. The decoding process will continue until
the end-of-sentence identifier is encountered.

4. Intelligent software development vulnerability identification based on Q&A
modeling and attention mechanisms.

4.1. Software vulnerability code word embedding based on BERT Q&A mod-
eling. Intending to the issue that existing identification methods do not fully consider the
contextual semantic features, leading to low identification accuracy, this article designs an
intelligent software development vulnerability identification method relied on Q&A model
and attention mechanism. Firstly, based on the BERT Q&A model, word embedding is
performed on the vulnerability code fragments and context information, secondly, the
semantic feature matrix of code fragments, code fragment context and query description
after word embedding is extracted by the self-attention network, and then the interac-
tive representations of the query description and code fragment are obtained through the
bidirectional attention mechanism and fused, and finally, the software vulnerability classi-
fication and recognition model is constructed based on TextRCNN, and the vulnerability
embedding word embedding is utilized to identify vulnerabilities. The overall process is
indicated in Figure 3.

The integration of attention mechanism and BERT model is realized in BERT’s self-
attention layers, which are the core components of BERT architecture. In BERT model,
the attention mechanism allows the model to consider other words in the input sequence
when processing a word, thus capturing the contextual relationship between words. This
mechanism is very important for understanding complex language structures and semantic
information. In this article, based on the above BERT Q&A model, the attack operation
is generalized into a question, and the input vulnerability code snippet and its context and
query description are subjected to word embedding operation, which replaces these input
textual data information with fixed-length vectors. For a given vulnerability code segment
Di = di1, ..., d|di| and its textual contexts Ti = ti1, ..., t|Ti| , Ti+1 = (ti+1)1, ..., (ti+1)|Ti+1|
and corresponding query description Q = q1, ..., q|q|, the designed question and software
code vulnerability descriptions are organized into a suitable sequential shape. The output
answer consists of sequential words in the vulnerability description.

BERT introduces a start vector S ∈ Rc and an end vector E ∈ Rc. Use Pi to compute
the dot product between the context and the start vector S, and then apply the Softmax
function to the dot product S ·Ti to obtain the probability that the i-th word is the start
of the answer. The probability that the j-th word is the end of the answer is calculated
using Pj. The score of a candidate answer is defined as Si,j = S · Ti + E · Tj and is used
as the answer when the maximum score span of j ≥ i is reached.
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Finally, the corresponding word embedding of each word in the pre-trained question
query text sequence of BERT is used to construct its corresponding sequence encoding
vector, and the embedding vector of the vulnerability code words is obtained as follows.

deil = ED · dil(l ∈ [1, |Di|]) (11)

where ED ∈ Rc×WD is the matrix of vulnerability code word embeddings pre-trained by
BERT and c is the dimension of the word embeddings.
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Figure 3. The entire process of the suggested method

4.2. Semantic feature extraction based on attention mechanism. After mapping
the sequential words of the vulnerability code snippets and their contexts and query de-
scriptions to word embedding vector representations, the underlying fine-grained features
of the code snippets and their contexts and query descriptions can be encoded by sum-
marizing the embedding vector representations of the words in the forward and backward
directions of the text sequences through self-attentive networks based on self-attentive
mechanisms. For the code fragment De

i = Ce
1 , ..., D

e
|Di| after word embedding, after con-

structing word embeddings for each word using the above steps, each word has the same
representation dimension c, and then De

i is converted into a query vector QDi
∈ R|Di|×c,

a key vector KDi
∈ R|Di|×c, and a value vector Wv ∈ R|Di|×c, where QCi

= De
i · V T

Q ,

KCi
= De

i · V T
K , and VCi

= De
i · V T

w , by three different weights VQ ∈ Rc×c, VK ∈ Rc×c, and
Vv ∈ Rc×c.
After completing the above steps, the semantic features of the software vulnerability

code sequence are captured using the self-attention mechanism, which is computed as
bellow.

contextDi
= att(QDi

·KDi
) · VDi

(12)

where att(·) is a scaled dot product attention model.

att(QDi
·KDi

) = softmax((QDi
·KT

Di
)/
√
c) (13)

where
√
c is a temperature factor that prevents the gradient of the model from dis-

appearing during the training phase, and it has the same representation dimension c.
softmax(·) is a normalization function, which is the matrix used to obtain the attention,
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and after completing these steps, by applying the contextDi
-vector to a simple fully-

connected feed-forward neural network in the position direction, we can obtain the final
output wDi

∈ R|Di|×c, which is indicated in the following equation.

wDi
= Relu(contextDi

· V1 + b1) · V2 + b2 (14)

where V1 ∈ Rc×f , V2 ∈ Rf×c, b1 ∈ Rf , b2 ∈ Rc, where f is the dimension of the obscured
level in the feedforward neural network and Relu(·) is the activation function.

Based on the sequence information encoded in the software vulnerability code fragment,
for the query description sequence Qe = qe1, ..., q

e
|Q| that has been word-embedded, Qe is

first transformed into a query vector QQ ∈ R|Q|×c, a key vector KQ ∈ R|Q|×c, and a
value vector VQ ∈ R|Q|×c, and then a self-attention mechanism is utilized to capture
the semantic characteristics of the query description sequence. Finally, the final output
wQ ∈ R|Q|×c is obtained by applying the output of the self-attentive network vectors to a
simple feed-forward fully connected layer.

contextQ = att(QQ ·KQ) · VQ (15)

wQ = Relu(contextQ · V1 + b1) · V2 + b2 (16)

Similarly, for contexts T e
i and T e

i+1 after word embedding of the vulnerability code
fragment, the semantic information of the context sequence is captured using the self-
attention mechanism. The final outputs wTi

∈ R|Ti|×c and wTi+1
∈ R|Ti+1|×c are obtained.

The software vulnerability code snippets and their query descriptions can be obtained
after passing through the self-attention network layer with their semantic feature matrices
wDi

and wQ. The interactive attention matrix G ∈ R|Di|×|Q| is computed by introducing
the parameter matrix U ∈ Rc×c learned by the neural network, which is given by the
following equation.

G = tanh(wDi
UwQ) (17)

An average pooling operation is performed along rows and columns on G to obtain
semantic vectors fD ∈ R|Di| and fQ ∈ R|Q| for vulnerability codes and query descriptions,
as indicated below.

fD = [fD
1 , ..., fD

|Di|] (18)

fQ = [fQ
1 , ..., f

Q
|Q|] (19)

After that, softmax function is used on semantic vectors fD and fQ to generate at-
tention vectors aD ∈ R|Di| and aQ ∈ R|Q| for vulnerability code fragments and query
descriptions. A dot product is implemented between the feature matrices wDi

, wQ and
the attention vectors aD, aQ to generate the common attention representations rD, rQ ∈ Rc

for the vulnerability code and query description, respectively. Similarly the context fea-
ture matrices wTi

and wTi+1
of the exploit code fragment are average pooled to obtain the

final representations of the text context f τ
Ti
∈ Rc and f τ

Ti+1
∈ Rc. f τ

i , r
D, rQ and f τ

Ti+1
are

treated as four words of a sequence I and fused using Bidirectional Gated Recurrent Units
(BiGRUs) to obtain the final fused feature Hi ∈ R2u, where H denotes the hidden layer
state of the sequence and u denotes the length of the hidden layer of each unidirectional
GRU.

4.3. Classification identification output. Since the RNN model is able to excellently
capture the long-range dependencies of vulnerability descriptions. Thus, TextRCNN is
chosen as the classifier for the identification stage of this paper [25]. The final fused feature
Hi is inputted into Bi-LSTM to obtain the obscured state vector. The loop framework
of Bi-LSTM can get the left side of the word when the text is scanned forward, and the
right side of the word when it is scanned backward, and finally understand the meaning
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of the word by the left and right information of the word and itself. The characteristic
representation of word i is learned as indicated in Equation (20).

Xi = [Cl(Hi); e(Hi);Cr(Hi)] (20)

where Cl(vi) denotes the information to the left of word i and Cr(vi) denotes the infor-
mation to the right of word i.

Hi is fed into the fully connected level, and the maximum pooling level is used to
obtain the text feature representation to seek the most significant potential semantic
information in the vulnerability description, and the text representation is computed as
shown in Equation (21). Then all the pooled feature values are stitched together and the
output of the model is calculated using a linear function as in Equation (22). Finally,
Equation (23) is applied to calculate the probability of each type to identify the output
vulnerability types.

Y = max
1≤s≤n

vi = max
1≤s≤n

(tanh(V1Xi + b1)) (21)

O = V2v + b2 (22)

Pi =
exp(O)

n∑
l=1

exp(Ol)
(23)

5. Performance testing and analysis.

5.1. Comparative performance analysis of different identification methods. For
the purpose of estimating the performance of intelligent software development vulnerabil-
ity identification methods based on question-answer models and attention mechanisms,
this article conducts comparative experiments on the identification of intelligent software
vulnerabilities on the SARD dataset [26], which is a software assurance reference dataset
from the National Institute of Standards and Technology (NIST, USA). SARD dataset
contains 6 vulnerability types and 92328 vulnerability samples. The vulnerability sam-
ple dataset is separated into training, validation, and testing sets by 6:3:1. SCVD [19],
ASVC [20] and the recognition method designed in this article, OURS, are trained and
tested respectively.

To test the accuracy of recognition more effectively, this article adopts ten-fold cross-
validation, where the dataset is split into 10 parts, and nine parts of the data are taken
in turn as training and one part of the data as testing. The dimension of each code text
feature vector is 64. The size of the feed-forward neural network input data batch samples
is set to 64. In this paper, the learning dropout rate is set to 0.5. In order to calculate
the gradient descent of the model more efficiently, the ADAM [27] algorithm is used in
this paper, in which the studying rate is set to 0.001.

To evaluate the performance of the recognition methods designed in this paper, compar-
ative experiments on the test set of SCVD, ASVC and OURS methods will be conducted
using the False Positive Rate (FPR), False-Negative Rate (FNR) [28], Accuracy (Acc),
precision Prec, recall Rec, and reconciled mean F1 [29] as the measures of recognition
performance. Table 1 demonstrates the results of comparison experiments on the com-
prehensive performance of vulnerability recognition of OURS method and SCVD and
ASVC methods.

The proposed method, OURS, far exceeds the SCVD and ASVC methods in all cat-
egories. In the comparison of these three methods, SCVD has the highest false positive
rate. Second, when identifying complex program codes of intelligent software, some secu-
rity codes of the SCVD method may match the rule descriptions and be wrongly identified
as vulnerabilities, thus the accuracy rate is not high, which requires manual confirmation
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Table 1. Vulnerability identification performance comparison of different meth-
ods

Method FPR FNR Prec Rec F1
SCVD 0.092 0.107 0.793 0.849 0.820
ASVC 0.061 0.069 0.871 0.836 0.853
OURS 0.027 0.031 0.942 0.968 0.955

and cannot achieve high usability in reality. The recall rate of the ASVC method is not
high, which may be due to the fact that the vulnerability data is not clearly defined or
the vulnerabilities are hidden in complex codes, although the BERT model is used to
model the similarity of vulnerabilities, the fine-grained features of the vulnerability code
are not extracted. From the results, the F1 score of OURS on the dataset is 0.955, which
is improved by 16.46% and 11.96% compared to the SCVD method and ASVC method,
respectively. In general, the OURS method shows better performance in identifying in-
telligent software vulnerabilities.
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Figure 4. Comparison of accuracy of different recognition methods

The trend of the training accuracy of different vulnerability identification methods on
the dataset is indicated in Figure 4. From the results in the figure, it can be seen that
with the increase of the number of training iterations, the training accuracy of each model
gradually increases, OURS tends to stabilize after 30 epochs of training and shows the
best training accuracy of 97% on various programming language datasets, while the SCVD
method has an accuracy of 85% after 35 epochs of training, and the ASVC method has
an accuracy of 87% after 35 epochs of training. Because the OURS method adds the
BERT model on the basis of the traditional software vulnerability identification method,
and fully extracts the features of the context of the vulnerability code to improve the
process of extracting the entities of the vulnerability code feature domain, and constructs
the vulnerability code fragments that contain more semantic and syntactic information,
it has the fastest pre-fitting speed on all kinds of datasets.
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5.2. Comparison and analysis of time expenses. Figure 5 indicates a comparison
of the average time overhead of SCVD, ASVC and OURS methods. It can be seen that
the time overheads of OURS and SCVD and ASVC vulnerability identification methods
are generally higher in the model training and preprocessing phases, while the time differ-
ence in the identification phase is smaller. However, because the OURS method adopts
the BERT model structure and implements the extraction of vulnerability code and its
context and query information features in the preprocessing stage, it relies on the deep
learning model for classification in the preprocessing stage, which has a higher time over-
head compared to the other methods. In the training phase, the training is performed
by bidirectional loop gating units, which reduces the training time. Finally, contextual
information or word order features are fully integrated in the vulnerability description of
the OURS method, which significantly reduces the recognition time.
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Figure 5. Comparison of time expenditure

6. Conclusion. Intending to the issue that existing intelligent software vulnerability
identification methods disregard the contextual information or word order in the vul-
nerability descriptions, which reduces the accuracy of vulnerability identification, this
article suggests an intelligent software development vulnerability identification method
relied on the Q&A model and attention mechanism. First, adopting BERT to extract the
characterization of the input vulnerability code sequences, and then fusing the extracted
characterization with the encoders and decoders in each layer of the neural machine trans-
lation model to construct a BERT-based vulnerability question-answer model. On this
basis, this article performs word embedding of vulnerability code fragments and context
information, extract the semantic feature matrix of code fragments, code fragment context
and query description after word embedding process through self-attention network, then
obtain the interactive representation of query description and code fragments through the
bidirectional attention mechanism, and fuse them as inputs to TextRCNN, and output
the vulnerability classification results by using the vulnerability embedded words. The
suggested method has better performance in FPR, FNR, accuracy rate, precision rate,
recall rate and F1 value, which verifies the efficiency of the designed method.
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