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Abstract. The application of convolutional neural networks in facial template protec-
tion has been widely studied, but existing schemes usually have security vulnerabilities,
especially face challenges in achieving non-repudiation, and cannot meet high security
and compliance requirements.This study proposes a face template protection scheme that
combines BLS signature with SHA3-512 hash algorithm. The aggregation function of
BLS signatures has been elegantly utilized to optimize storage efficiency and verification
time during the verification of multiple signatures. By comparison, the scheme has ad-
vantages in ensuring the integrity and tamper resistance of biometric templates, and is
suitable for biometric systems that require high security and privacy protection.
Keywords: deep convolutional neural network , privacy protection , BLS , SHA3-513

1. Introduction.

1.1. Background. With the widespread application of face recognition technology in
security authentication and privacy protection, it is crucial to protect the security and
integrity of face template data. Currently, Convolutional Neural Networks have become
a key technology in face recognition systems due to their strong capability in extracting
facial features and generating stable feature vectors. By applying a series of convolutional
and pooling operations, CNNs are able to capture complex patterns in facial images,
making them ideal for biometric template generation and protection. And in terms of
security, the SHA3-512 hash algorithm is widely used for the encryption protection of
biometric data due to its strong anti-collision and data integrity protection capabilities.
However, with the continuous development of information technology and the strict im-
plementation of laws and regulations (such as the General Data Protection Regulation),
the protection mechanism that relies solely on the hash algorithm can no longer meet the
growing security and non-repudiation requirements [1,2]. Therefore, based on the existing
SHA3-512 hash algorithm, this paper introduces the BLS signature algorithm to further
enhance the non-repudiation and legal compliance of the face recognition system.

1942
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In 2017, Equifax, one of the world’s largest credit reporting agencies, experienced a
massive data breach, compromising the sensitive information of 143 million American cit-
izens shown in Figure 1. Despite using encryption technology, Equifax lacked an effective
non-repudiation mechanism, making it difficult to trace the specific intrusion path and
access records. This deficiency hindered the company’s ability to defend itself legally,
leading to over $700 million in financial losses and severe reputational damage. This inci-
dent shows the critical role of non-repudiation in information security, as even encrypted
data can cause significant legal and financial risks without it [3].

Figure 1. Amount of data leaked

Figure 2. Economic loss
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Figure 2 shows another example occurred in India, where Aadhaar, a biometric system
for national identity authentication, suffered from widespread identity fraud due to its
lack of non-repudiation, which led to frequent identity theft, misuse of personal data, and
raised alarm among the population about system security and the government [4].

These examples demonstrate the importance of non-repudiation, especially in scenarios
involving sensitive data. While SHA3-512 effectively protects data integrity, it falls short
in preventing repudiation issues. Therefore, this paper proposed to enhance the non-
repudiation of the face recognition system by integrating the BLS signature algorithm,
aiming to implement its security [5].

1.2. Research Motivation. In today’s information security environment, it is very nec-
essary to ensure the non-repudiation and authenticity of biometric data. Although SHA3-
512 can effectively prevent data tampering, it does not guarantee non-repudiation. BLS
signature can provide non-repudiation, and has the advantages of strong aggregate sig-
nature ability and efficient verification, which can provide significant help in the field of
biometric data protection. This study aims to combine BLS signatures with SHA3-512 to
enhance the security and non-repudiation of face templates, meet strict legal compliance
requirements and protect face template data.

1.3. Contribution of this paper. This paper innovates on the existing face template
protection technology and adds the BLS signature algorithm to the original SHA3-512
hash algorithm to enhance the security and non-repudiation of the system.

The integration of the BLS signature algorithm into face template protection, as pro-
posed in this paper, represents a novel approach that has not been widely explored in
current research. Most existing studies focus on other biometric template protection
methods, such as fuzzy commitment or cancellable biometrics, which primarily ensure
template security and privacy. The main innovation of this paper lies in applying the
BLS signature algorithm to face template protection, where the hashed binary code is
BLS-signed and sent to the server for verification. Hashing ensures data security, while
the signature confirms the face image’s legitimacy, protecting against tampering and pro-
viding non-repudiation.

In terms of the implementation of the specific code, I successfully reproduced the code of
the original research using SHA3-512 for face template protection, and introduced the BLS
signature algorithm on this basis. The Python code was implemented and successfully
run, proving the feasibility of combining BLS signature with SHA3-512. Although non-
repudiation was not verified through physical experiments due to technical and equipment
limitations, the inherent properties of the BLS signature algorithm theoretically guarantee
non-repudiation. Additionally, the aggregation feature of BLS signatures was leveraged
to minimize storage requirements and accelerate verification, enhancing system security
and offering new directions for future biometric data protection applications.

2. Preliminary knowledge.

2.1. Research on the protection of original face templates. In the referenced study,
the authors used the SHA3-512 hash algorithm to protect face template data [6]. In the
specific implementation, we divide the whole process into two stages. The first stage is the
registration stage. First, facial features are extracted through CNN, and a random 256-bit
or 1024-bit binary code is assigned to each registered user to ensure that the binary code
of each user is unique. Then the extracted facial features are mapped to the binary code
of the corresponding user through robust mapping. Then, these binary codes are used to
train the model to obtain the trained model. Finally, these binary features are hashed
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using SHA3-512 to generate a hash value of fixed length. We combine the hash values
obtained from multiple copies of the same person used in the registration stage into a set.

In the second stage, which is the verification stage, we use the trained model to predict
the verified face and obtain its corresponding binary code. Then, we hash it before
transmission to obtain its corresponding hash value. Next, the hash value is transmitted
to the server and compared with the hash value of the corresponding user in the set to
identify the user [6].

This SHA3-512-based protection scheme performs well in preventing data tampering,
but it is insufficient in achieving non-repudiation due to the lack of support for digital
signatures.

2.2. SHA3-512 hash algorithm. SHA3-512 is a widely used cryptographic hash algo-
rithm ,it is widely used to protect biometric data, to prevent data from being tampered
with or forged. The working principle of SHA3-512 is based on the Keccak algorithm,
which generates a fixed-length hash value through multiple rounds of compression func-
tion operations. Although it performs well in providing data integrity, it has shortcomings
in dealing with achieving non-repudiation [7, 8].

2.3. BLS signature algorithm. BLS signature algorithm is based on elliptic curve bi-
linear pairings, which can aggregate multiple signatures and verify them efficiently [9]. In
biometric systems, integrating BLS signatures can greatly enhance data non-repudiation
and ensure the authenticity of data sources [5].

2.4. Characteristics and reasons for choosing BLS signatures. The BLS signature
algorithm’s strong aggregation capability allows multiple signatures to be combined into
one, simplifying data storage and verification processes. During registration, face data
is augmented to produce multiple images, each generating hash-signature pairs that can
be efficiently aggregated [9–11]. Hu et al. ’s asynchronous aggregation algorithm has
shown outstanding performance in model training and efficiency improvement. Similarly,
through the aggregation function of BLS signature, this paper effectively reduces the stor-
age requirements and computational complexity of the system in the verification process
of multi-signatures [12].

BLS signature also supports batch verification, which can Ensure high system efficiency
in real-time scenarios where multiple templates need to be verified at the same time [10].
In reality, the recognition of face templates will occur in many places at the same time,
and a large amount of data will be transmitted to the database for recognition, at which
time BLS is very advantageous.

Additionally, BLS signatures provide robust security, leveraging elliptic curve bilinear
pairing to ensure data integrity and non-repudiation, compensating for the limitations of
SHA3-512 in these areas [9].

3. Proposed solution.

3.1. Brief introduction of the solution. In this study, we offer a face template protec-
tion scheme that integrates the BLS digital signature algorithm to enhance data security
and non-repudiation in face recognition systems. This approach take advantage of ad-
vanced digital signature technology on top of the existing face template data, ensuring
that user face template data remains secure and non-repudiable during transmission [6].

The core of the scheme was to map the face image to a unique binary code for each
user, and then use SHA3-512 to hash these codes, and apply BLS to sign them. Finally,
the hash value and signature were used for face recognition verification. This ensures
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that each binary code is uniquely signed and verifiable, guaranteeing data integrity and
non-repudiation. The process includes:

(1) Face Image Acquisition: Collect face images from users.
(2) Binary Code Assignment: Assign a random, unique 256-bit or 1024-bit binary code

to each registered user.
(3) Image Processing and Robust Mapping: Extract features from the collected face

image and map them to a binary code.
(4) Hash Processing: Hash the mapped binary code using SHA3-512.
(5) Data Signature: Apply the BLS signature algorithm to the hashed binary code.
(6) Storage and Verification: Store the signature and hash in a secure database. For

verification, the hash and signature are checked to confirm the integrity and authenticity
of the data [6].

3.2. Specific structure.

3.2.1. Flow chart. Figure 3 shows the flowchart of the whole process

Figure 3. Structure construction

3.2.2. Sensors. The sensor captures the facial image of each user, some of which are used
for registration and the rest for verification.

3.2.3. Preprocessing. Face Detection: The face detection algorithm is used to identify
the face in the image and determine the location of the face in the image, so as to perform
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further analysis and feature extraction. The detected face image will be resized to 224*224
pixels and saved [13].

Data augmentation is an effective way to increase the number of image samples for each
user. The specific steps include 1. Use the image data generator API provided by Keras
to perform a series of image transformation operations on each face image. 2. For each
transformed image, perform a systematic cropping operation to extract all possible image
regions of size n ∗ n, and obtain (m − n + 1) × (m − n + 1) crops. Subsequently, these
crops are resized to m ∗ m size again. 3. Through the above data augmentation steps,
5× (m−n+1)× (m−n+1) training samples are finally generated for each original face
image [14].

3.2.4. Binary code generation and assignment. During user registration, we generate
a unique, high-entropy binary code for each user, independent of the original biometric
data (face image). This ensures the binary code’s uniqueness and randomness. The code
is exclusively used to train the deep convolutional neural network. Once registration is
completed, these codes are not stored in unencrypted form and are not visible to the
user [6].

3.2.5. Deep Convolutional Neural Network (CNN). In order to learn a robust mapping
from a user’s facial image to a unique binary code, we use a deep CNN. This network en-
sure high matching performance by maximizing differences between users and minimizing
differences within users.

Figure 4 and Figure 5 show the deep CNNs that map face images to 256-bit and 1024-bit
binary codes, respectively

Figure 4. 256-bit binary codes

Figure 5. 1024-bit binary codes

1) Feature vector extraction network. We use the pre-trained VGG-Face CNN for
feature extraction, which enhances the quality of the extracted features and improves the
model’s recognition capability.

2) During feature extraction, the first 15 layers of VGG-Face CNN—comprising 13
convolutional layers and 2 fully connected layers—process the input image to extract
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highly discriminative facial features. These features are then compressed into a compact
4096-dimensional feature vector by the fully connected layer (fc7) [14].

3) Feature vector to binary code mapping network and its training. During the reg-
istration stage, the deep CNN learns to map the extracted feature vector (representing
the user’s facial image) to a designated binary code, using a sigmoid activation function
at the end of the network. To prevent overfitting, dropout with a rate of 0.25 is applied
during training [15].

In the user verification stage, the trained CNN predicts the binary code assigned during
registration when a user’s facial image is input. A threshold operation is then applied
to the network output, converting each neuron’s output to 0 (for values ≤ 0.5) or 1 (for
values > 0.5), generating the binary code [16]. This mapping network is optimized to
maximize differences between users while minimizing variations within a user, enhancing
the system’s matching performance and security [14].

3.2.6. Hashing (SHA3-512). The purpose of this step is to protect the data of the face
template. We use SHA3-512 to convert the binary code of each user in the registration
phase into a 512-bit encrypted hash to ensure the security of the face template. During
the registration phase, the SHA3-512 hash value of each binary code is stored in the
database. In the verification phase, the trained deep CNN generates binary codes, which
are then hashed by SHA3-512 for matching [7].

3.2.7. Digital Signature (BLS Signature). We take the hash value as input, which is
further used to generate BLS signatures to enhance the non-repudiation of the system.

BLS signature is based on elliptic curve bilinear pairing technology, which is an efficient
digital signature algorithm. To complete the signature of this step, first, the 512-bit hash
value h generated by SHA3-512 is mapped to a point H in the elliptic curve group G. We
denote by HashToPoint a mapping function for converting the hash value to a point on
the elliptic curve, and this process can be expressed as H = HashToPoint(h) [9].

We then sign H with the user’s private key sk to generate a signature σ.
Since each face template usually generates multiple hash values (each face template

image will generate multiple images after data enhancement), a corresponding signature
needs to be generated for each hash value. Assume that for a certain user, n different
hash values h1, h2, . . . , hn are generated,and n corresponding signatures σ1, σ2, . . . , σn are
generated through the above process.

An important feature of BLS signatures is their signature aggregation capability. Through
the aggregation function, n signatures can be combined into a single signature σagg, which
can be expressed by the formula σagg =

∏n
i=1 σi =

∏n
i=1H

sk
i [9–11].

This aggregate signature σagg can still verify its validity through the original signa-
ture verification process, and can represent all generated hash values at the same time.
This method not only saves storage space, but also improves the verification efficiency
of the system. Especially when processing large-scale face templates in real time, it can
implement good performance and security of the system.

Through this process, the combination of BLS signature technology and SHA3-512 pro-
vides a strong security guarantee for the protection of face templates, while also ensuring
the non-repudiation of the data source [9–11].

3.2.8. Matcher. Visually speaking, the whole process is shown in Figure 6. In the details,
during the verification phase, the matching module receives two biometric templates, Tx

(protected face template) and Ty (query template), and outputs a match score S of true
or false nature. In order to adjust the false acceptance rate and false rejection rate of
the biometric recognition system, multiple data augmentation images are generated for
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each verification image. Then, the binary code corresponding to each augmented image
is predicted using the CNN trained in the enrollment phase.

First, each predicted binary code is hashed with SHA3-512 to generate a set of hash
values H. The preliminary matching process compares each hash value in H with the
hash values stored in the database. If a matching hash value is found, it indicates that
Ty may match Tx, meaning that they are from the same person.

In the verification process of the BLS signature, the aggregate signature σ and the public
key set pk1, pk2, . . . , pkn are first obtained from the database. Enter a single signature σi

and news Mi, to hash H(Mi). Next, the accuracy of this single signature is verified by
checking e(σi, g) = e(H(Mi), pki). This equation verifies that the signature matches the
message [17].

Next it is verified that the aggregate signature contains that single signature. Compute
the bilinear pairing e(σ, g) of the aggregate signature and compare it with the bilinear
pairing product of all message hashes and the corresponding public key:

e(σ, g) =
n∏

i=1

e(H(Mi), pki)

. If the equation holds, it means that this single signature is involved in the generation
of the aggregate signature [17].

If the preliminary hash match is successful, the system will further verify by comparing
the hash value generated by the augmented image of Ty with the aggregate hash value
stored in Tx. This aggregate hash value is composed of the hash values of all augmented
images of the protected template and utilizes the aggregation property of BLS signatures.

The final matching score S is determined by the number of hashes in H that match the
stored aggregate hash value, and is scaled according to the cardinality of H [18]. Through
this two-step verification process, the system takes advantage of the SHA3-512 hash and
BLS signature aggregation to ensure verification efficiency and higher security.

Figure 6. Verification process

4. Analysis and comparison. In this section, we conduct a detailed comparative anal-
ysis of the biometric template protection scheme based on BLS signature proposed in this
study and the latest research results shown in Table 1. Demonstrate the advantages of
this solution through multiple dimensions such as function, performance and security.

4.1. Function comparison. Functionally, this research significantly enhances the non-
repudiation of data by introducing BLS signatures, while the above research mainly fo-
cuses on the resistance and privacy protection of templates.ignatures, digital signatures
use encryption technology to generate signatures using the signer’s private key, and only
the corresponding public key can verify the authenti
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Since non-repudiation is the basic property of digital scity of the signature. Therefore,
signers cannot deny their signature behavior on the signed content. Therefore, this study
did not prove and compare its non-repudiation through experiments.

Table 1. Function Comparison Table

Function This
study

Deep Learning
in the Field
of Biometric
Template Pro-
tection: An
Overview [19]

A New
Protection
Scheme for
Biometric
Templates
based on
Random Pro-
jection and
CDMA Prin-
ciple [11]

Face Template
Protection
using Deep
Convolutional
Neural Net-
work [6]

MLP-Hash:
Protecting
Face Tem-
plates via
Hashing of
Random-
ized Multi-
Layer Percep-
tron [20]

Non-
repudiation

Strong
(BLS sig-
nature
guarantee)

Medium (relies
on unbiomet-
rics)

Medium (based
on random
projection and
CDMA)

Weak (SHA3-
512 hashes only)

Medium (the
hash mechanism
that depends
on the random
weight of the
MLP is not
completely pre-
vented from
denying)

Tamper resis-
tance

Strong
(signature
bound to
template)

Strong (tem-
plate not re-
versible)

Strong (nonlin-
ear conversion
combined with
CDMA)

Strong (SHA3-
512 hashing)

Medium (with a
random weight
hash protec-
tion template,
but for reverse
engineering is
certain vulnera-
bility)

Privacy pro-
tection

Strong
(BLS sig-
nature
combined
with hash-
ing)

Strong (cance-
lability protects
privacy)

Strong (privacy
preserving ran-
dom projection)

Medium (relies
on hashing for
privacy protec-
tion)

Strong (random-
ized multilayer
perceptron hash
implements pri-
vacy protection,
but relies on the
randomness of
specific users)

4.2. Performance comparison (theoretical). In terms of performance, this study
utilizes the aggregation function of BLS signatures, showing significant storage and com-
puting efficiency advantages, especially when processing large-scale data, compared to
other signature methods.

5. Conclusion. This paper proposes a biometric template protection scheme based on
BLS signature to enhance the non-repudiation and security of the face recognition system.
By combining the SHA3-512 hash algorithm with BLS signatures, it not only ensures
data integrity, but also solves the problem of insufficient non-repudiation in traditional
methods. This paper theoretically verifies the significant advantages of this scheme in
terms of security, as well as the advantages of BLS in storage efficiency and verification
speed compared to other signature methods. It also conducts a detailed comparative
analysis with several related studies in recent years, further proving the effectiveness and
innovation of this solution.

For future work, the solution can be deployed and tested in real-world scenarios to col-
lect performance data for further optimization and validation.Additionally, incorporating
advanced encryption techniques like Revocable Attribute-Based Encryption [21] can im-
prove fine-grained access control in biometric systems, enhancing scalability and security.
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Exploring improved key agreement schemes [22] may bolster system authentication, while
adopting techniques such as forward privacy [23] could enhance privacy during data stor-
age and retrieval. These methods would enable broader adoption in biometric systems,
enhancing information security and privacy protection.
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