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ABSTRACT. Traditional malicious app detection methods usually rely on static analy-
sis or fixed machine learning models, and lack real-time responsiveness to dynamically
changing and emerging threats. With the rapid development of the mobile app ecosys-
tem, there is an increasing demand for detection systems that can monitor, process large
amounts of data, and perform intelligent analysis in real-time. To solve this problem,
this paper proposes a malicious APP detection system based on Fuzzy Neural Network
(FNN) and adaptive optimization algorithm. First, the system collects and processes
the behavioral features of APPs in real time through Fuzzy Logic Module (FLM) and
Deep Neural Network (DNN), and uploads the data to the cloud platform for storage
and analysis. Secondly, the combination of Online Learning (OL) and Reinforcement
Learning (RL) technologies enables the dynamic adjustment of fuzzy rules and neural
network weights, thus enhancing the system’s adaptability to new and evolving malicious
behaviors. The experiments are conducted on two public datasets, AndroZoo and Drebin,
and compared with five benchmark methods, the method proposed in this paper improves
the classification accuracy by 5%, the adaptation detection rate by 11%, and the compu-
tational efficiency by 30%. The experimental results show that the method in this paper
outperforms the existing methods in terms of accuracy, adaptability and computational
efficiency, and has high potential for application.

Keywords: malicious app detection; fuzzy neural network; adaptive optimization; on-
line learning; reinforcement learning

1. Introduction. With the widespread popularization of smartphones and mobile ap-
plications, mobile applications (APPs) have become an indispensable part of users’ daily
lives. However, along with the rapid expansion of the app ecosystem, the number and
complexity of malicious APPs are increasing, posing serious threats to user privacy and
data security [1, 2]. Malicious APPs may not only steal users’ sensitive information, but
also abuse system resources, leading to device performance degradation or even damage
[3, 4]. Therefore, the development of efficient and intelligent malicious APP detection
methods has become an important issue for ensuring mobile security. Traditional static

and dynamic analysis methods show certain limitations in the face of increasingly complex
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and hidden malicious behaviors, and there is an urgent need to introduce more adaptive
and robust technical means.

1.1. Related work. Traditional malicious app detection methods rely on static analysis
[5] and dynamic analysis techniques [6]. Static analysis methods identify potentially ma-
licious behaviors by examining features such as the code structure, permission requests,
and signature information of the application. For example, Talha et al. [7] proposed a
static detection method based on permission auditing, which analyzes the set of permis-
sions requested by an app to determine whether it is a potential malicious risk. This
method performs well in detecting known malicious permissions, but has limited ability
to identify new malicious APPs with permission abuse. In addition, Li et al. [8] devel-
oped a static analysis tool based on control-flow graphs to identify malicious behaviors
by comparing the control-flow characteristics of an app with templates in a malicious
sample library. Although this method improves the accuracy of detection to some extent,
its effectiveness decreases significantly when facing malicious APPs with obfuscation and
code hiding techniques.

With the development of machine learning and deep learning technology, intelligent
detection methods have become the mainstream direction of malicious APP identifica-
tion. Chen et al. [9] utilized a support vector machine (SVM) model to achieve efficient
malicious APP classification by extracting static and dynamic features of APPs. The
study shows that SVM has high accuracy in processing high-dimensional feature data,
but its adaptability to new malicious samples is insufficient. Another study, proposed by
Yan et al. [10], used deep neural networks (DNN) to model APP behaviors and achieved
recognition of complex malicious patterns. Although DNN performs well in detecting
complex malicious behaviors, its model training process consumes large computational
resources and is difficult to apply in real-time. In addition, Urooj et al. [11] introduced
an integrated learning approach to improve the overall performance of malicious APP
detection by combining the prediction results of multiple classifiers. However, the inte-
gration approach faces the challenges of high model complexity and high maintenance
cost in practical deployment, which limits the possibility of its wide application.

Fuzzy logic, as an effective tool for dealing with uncertainty and fuzzy information,
has shown some application prospects in the field of information security in recent years.
Rodriguez-Bazan et al. [12] explored the application of fuzzy neural networks in network
intrusion detection, and improved the ability to recognize complex attack patterns by
fusing fuzzy rules and neural network models. However, the study mainly focused on the
network environment, and the specific requirements for malicious APP detection have
not been fully considered, and there is the problem of insufficient model generalization.
Another study, according to Kuk et al. [13], attempts to apply fuzzy logic to malware
classification, and realizes fine-grained classification of malicious behaviors by processing
multi-dimensional feature data through fuzzy affiliation function. Although this method
improves the classification accuracy to a certain extent, its optimization algorithm lacks
adaptivity, which makes it difficult to cope with the dynamic changes of malicious APPs
and the continuous emergence of new types of threats.

The above literature analysis shows that traditional methods have limitations in dealing
with complex and dynamically changing malicious APP behaviors, while current intelli-
gent detection methods, although possessing high accuracy, still need to be improved in
terms of adaptability and real-time performance. Meanwhile, fuzzy logic techniques show
potential in dealing with uncertainty and complex features.

1.2. Motivation and contribution. Existing fuzzy logic techniques show some applica-
tion potential in the field of malicious APP detection, but there are still many challenges.



Intelligent Detection of Malicious APP Software Based on FNN 219

Existing studies have explored the application of fuzzy neural networks in network in-
trusion detection, and although they have improved the ability of recognizing complex
attack patterns, they have mainly focused on the network environment, and have not
fully considered the specific needs of malicious APP detection, resulting in insufficient
model generalization. Researchers try to apply fuzzy logic to malware classification, and
achieve fine-grained classification of malicious behaviors by processing multi-dimensional
feature data through fuzzy affiliation function, however, its optimization algorithm lacks
adaptivity, which makes it difficult to cope with the dynamic changes of malicious APPs
and the continuous emergence of new types of threats. Aiming at the above problems, this
paper proposes a fuzzy neural network-based intelligent detection method for malicious
APP software, and the main innovations and contributions include:

(1) A hybrid architecture integrating fuzzy logic into deep neural networks is designed to
effectively deal with the uncertainty and ambiguity in malicious APP behavior. The
architecture achieves the refinement and optimization of fuzzy features by introduc-
ing a fuzzy rule module in the hidden layer of the neural network, which improves the
robustness and classification accuracy of the detection model. This approach solves
the problem of insufficient model generalization in the study of Rodriguez-Bazan et
al. [12] and enhances the applicability of the model in malicious APP detection.

(2) An adaptive optimization algorithm is proposed that can dynamically adjust the
connection weights of fuzzy rules and neural networks according to the emergence
of emerging threats. The algorithm adopts online learning mechanism and rein-
forcement learning techniques to achieve real-time adaptation and optimization of
the fuzzy neural network in the face of the evolution of malicious APP behaviors.
This innovation effectively solves the problem of the optimization algorithm’s lack of
adaptivity in the study of Kuk et al. [13], and significantly improves the detection
system’s ability to cope with dynamic changes and novel threats.

2. Hybrid Architecture Incorporating Fuzzy Logic and Deep Neural Networks.

2.1. Fuzzy logic module design. In the complex environment of malicious app detec-
tion, application behavior data usually contains a high degree of uncertainty and ambi-
guity. Traditional deterministic models are difficult to effectively capture the intrinsic
relationships of these features, so it is particularly important to introduce a fuzzy logic
module to enhance the model’s ability to handle uncertainty and ambiguity. Designing an
efficient fuzzy logic module can not only enhance the robustness of the detection system,
but also improve the classification accuracy. In this section, the structural design of the
fuzzy logic module, the definition of fuzzy rules, and the selection method of the affiliation
function will be elaborated in detail, so as to realize the accurate fuzzification of malicious
APP features.

Let the input feature vector be X = [z1, 29, ..., z,], where x; denotes the i-th feature.
Each feature z; is mapped to the corresponding fuzzy set F; through the affiliation function
wi(x;), ie.

Fy = pi(w;) (1)
where p;(z;) is defined in the [0, 1] interval of the affiliation function, often in the form
of a Gaussian function, triangular function or trapezoidal function. For example, the
Gaussian generating function p;(z;) has the form of

_(@i=cp)?
pi(z) =e % (2)
where ¢; is the center value of the affiliation function and o; is the standard deviation,
which determines the width of the affiliation function. Choosing the appropriate form of
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the affiliation function depends on the distribution characteristics of the features and the
detection needs to ensure that the ambiguity of the features can be captured effectively.

The definition of fuzzy rules is another key aspect of fuzzy logic module design. A
fuzzy rule describes the logical relationship between features in the form of ”if-then”. For
example, the rule R; can be expressed as:

Rj s if Fjl and .Fjg, then Fjout (3)

where Fj; and Fjy correspond to the fuzzy sets of the input features respectively; Fjjou
is the output fuzzy set. The fuzzy inference process matches the input fuzzy sets with
the rules through logical operators (e.g., "with”, "or”) to generate the fuzzified output.
Specifically, the activation level a; of the rule R; is computed through a minimization
operation:

aj = min (1 (v51), py2(T52)) (4)

The outputs of all the activation rules are aggregated by the weighted average method
to obtain the combined fuzzy output Y:

gy 5)

where y; denotes the output value corresponding to the rule R;. In order to achieve seam-
less integration of the fuzzy logic module with the DNN, an end-to-end design approach
is used. The fuzzy logic module acts as a hidden layer of the DNN [14, 15], allowing
the fuzzified features to be propagated and optimized in the network. Specifically, the
fuzzified output Y is passed to the next layer of the DNN for further feature extraction
and pattern recognition. The framework of the fuzzy logic module is shown in Figure 1.
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Figure 1. Framework diagram of the fuzzy logic module
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2.2. Deep neural network integration. Based on the design of the aforementioned
fuzzy logic module, this study further integrates it seamlessly into the DNN to enhance
the performance and adaptability of the overall detection system. This integration process
not only retains the advantages of DNN in feature learning and pattern recognition, but
also gives full play to the advantages of the fuzzy logic module in dealing with uncertainty
and complex data, realizing the complementary advantages of the two.

In this integrated architecture, the fuzzy logic module acts as the first hidden layer
of the DNN and receives the fuzzified output Y from the input feature vector X =
(1, X2, ..., 2,]. Specifically, the input features are first processed by the fuzzy logic mod-
ule to generate a comprehensive fuzzy output Y, after which Y is passed to the subsequent
hidden layers of the DNN for deeper feature extraction and pattern recognition. Such a
design not only retains the powerful capability of traditional DNN in feature learning and
representation, but also incorporates the advantages of fuzzy logic module in handling
uncertain data and rule-based reasoning, realizing the complementary advantages of the
two.

The output Y of the fuzzy logic module is further processed as new input features when
passed to the next layer of the DNN. While traditional DNNs usually rely on a large
amount of data and complex nonlinear transformations to learn the relationships between
features, the introduction of the fuzzy logic module enables the network to capture the
fuzzy and uncertain information in the data at an early stage, thus improving the overall
network learning efficiency and classification accuracy. In this way, the fuzzy logic module
not only optimizes the feature representation, but also provides richer and finer input
information to the DNN, which enhances the model’s ability to discriminate malicious
APP behaviors.

During the training process, the whole integrated model adopts an end-to-end training
strategy to simultaneously optimize the parameters Opy,,y of the fuzzy logic module and
the weights fpnn of the DNN through the back-propagation algorithm. The total loss
function £ consists of the main loss term of the DNN and the auxiliary loss term of the
fuzzy logic module, namely

L = Lonn + AMlruzzy (6)

where Lpnn denotes the main loss term (e.g., cross-entropy loss) of the DNN; L,y
denotes the loss term of the fuzzy logic module; and A is the weight parameter, which
is used to balance the contributions of the two parts. By minimizing £, the training
process not only optimizes the performance of the DNN in the classification task, but
also adjusts the rule adaptation of the fuzzy logic module so that it can dynamically
respond to changes in the data distribution. This joint optimization mechanism ensures
the simultaneous update of the fuzzy logic module and DNN weights, which improves the
robustness and accuracy of the overall detection system.

Through backpropagation, the gradient 9L/06 is computed and used to simultaneously
update the DNN weights Opny and the fuzzy rule parameters 0py,,y, namely

oL
OpNN; OFuzzy < ODNN, OFuzsy — 77% (7)

where 7 is the learning rate. Through this joint optimization mechanism, the fuzzy
logic module and DNN can work together and enhance each other’s advantages, thus
significantly improving the overall performance of the malicious APP detection system.
In addition, a multi-layer fuzzy affiliation function design is introduced to enhance the
expressive power of the fuzzy logic module [16, 17]. By applying different granularities
of fuzzification at different levels, it is able to capture the multi-scale information of the
features and further refine the behavioral patterns of the malicious APP. Let the k-th
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(k)

i

)

level fuzzy affiliation function be p; " (z;), then the multilayer fuzzification output Fi(k

can be expressed as:
P = 1P () (8)

By applying different granularity of affiliation functions at different levels, the model
is able to comprehensively utilize the information at multiple levels to improve the recog-
nition ability of malicious behaviors. This multi-layer fuzzification not only improves the
model’s ability to model complex feature relationships, but also enhances the system’s
adaptability in the face of new types of malicious behaviors, ensuring that it can still
maintain efficient detection performance in dynamic threat environments.

Through the integrated design of the above deep neural network and fuzzy logic module,
this paper realizes a malicious APP detection method with both high accuracy and strong
adaptability. This method effectively combines the advantages of fuzzy logic in dealing
with uncertain data with the powerful capabilities of DNN in feature learning and pattern
recognition, which significantly improves the overall performance of the detection system
in the face of complex and dynamically changing malicious APP threats. This innovative
architecture not only provides new ideas for the design of intelligent security systems, but
also lays a solid foundation for future related research.

3. Adaptive fuzzy neural network optimization algorithm.

3.1. Online learning mechanism design. In order to enhance the adaptability and
responsiveness of the malicious APP detection system in the face of dynamic changes and
emerging threats, this paper designs an adaptive optimization mechanism based on Online
Learning (OL) [18, 19] and Reinforcement Learning (RL) [20, 21]. The mechanism aims to
dynamically adjust the parameters of the Fuzzy Logic Module (FLM) and Deep Neural
Network (DNN) by processing the newly arrived data in real time, thus significantly
enhancing the accuracy and robustness of the system in detecting unknown threats.

The core idea of the online learning mechanism is to utilize an incremental updating
strategy that allows the model to instantly adjust its parameters as it receives new data
without retraining the entire network. Specifically, located at time step ¢, the system
receives a new input feature vector X; = [azgt), xét), e ,ng)]. The fuzzy logic module first
fuzzifies X; to generate the fuzzy output Y;, which is then passed to the hidden layer of
the DNN for further feature extraction and pattern recognition. The parameter update
of this process follows the following equation:

0+ 0 —nVol, 9)

where 6 = [fpnn, OrLum] denotes all trainable parameters of DNN and FLM; 7 is the
learning rate, which controls the pace of parameter updating; VL, denotes the gradient
of the total loss function £; with respect to the parameter 6 at time step t.

3.2. Application of reinforcement learning in optimization. In order to further
enhance the adaptive capability of the model, this paper incorporates the policy opti-
mization method of RL into the online learning mechanism. Reinforcement learning, as a
machine learning method that acquires optimal policies by interacting with the environ-
ment, is able to autonomously learn and optimize the decision-making process in uncertain
and dynamically changing environments. In this study, the RL agent is designed to dy-
namically adjust the fuzzy rule parameters Oy and DNN weights fpyn to maximize
the overall performance of the detection system. The RL agent receives environmental
feedback signals by interacting with the malicious APP behavior detection environment
ry, and adjusts the parameter update strategy based on these feedback signals to opti-
mize the detection capability of the model. Specifically, the RL agent (Agent) adjusts
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the parameter update strategy based on the feedback signals 7, of the current detection
results to maximize the long-term cumulative rewards R. The reward signal r; reflects
the accuracy of the current detection result and the overall performance of the system,
which is defined as follows:

T
R = th_lrt (10)
t=1

where T' is the total number of training rounds and ~ is a discount factor to measure
the importance of future rewards. The RL agent adapts to changes in emerging threats
by optimizing its strategy so that the parameter update process can maximize R while
adapting to changes in emerging threats.

At each time step t, the RL agent selects an action a; based on the current state
s; (including the current parameter settings and detection results), which defines the
direction and magnitude of the parameter update. The specific update formula is:

0+ 0+n-a (11)

where 7 is the learning rate to control the pace of parameter update. Through continuous
trial and optimization, the RL agent can gradually approach the optimal strategy and
realize the intelligent adjustment of parameters.

In order to realize the collaborative work between the RL agent and the online learning
mechanism, a joint optimization strategy is designed in this study. At each time step t,
the system first processes the newly arrived data X; through the online learning mech-
anism, generates the fuzzified output Y; and performs forward propagation to compute
the classification result and loss £;. Subsequently, based on the feedback signal 7, of the
classification result, the RL agent evaluates the effect of the current parameter settings
and decides whether and how to adjust the parameter update strategy.

The action a; of the RL agent not only affects the pace of parameter updates, but
also determines the direction of parameter updates to ensure that parameter adjustments
are made in the direction of improving detection performance. The RL agent optimizes
the parameter update strategy by maximizing the cumulative rewards R to improve the
system’s detection accuracy and robustness in the face of new and evolving threats. The
optimization process of the parameter update strategy under the guidance of reinforce-
ment learning is as follows:

0 < 0 —n (VoL + BVeQ(s, a150)) (12)

where [ is a weight parameter regulating the influence of RL component in parameter
update, Q(s;, as; @) is the value function of action a; under state s;, and the parameter
¢ is the parameter of strategy network. Through joint optimization, the model is able
to dynamically adjust the fuzzy rules of FLM while maintaining the classification perfor-
mance of DNN to enhance the overall system’s ability to recognize complex and evolving
malicious behaviors.

In addition, in order to prevent Data Drift [22] and Concept Drift [23] that may occur
during online learning, this paper introduces a data management strategy based on Sliding
Window. Setting the sliding window size as w, the system uses only the most recent w
data samples for parameter updating. This strategy not only ensures the sensitivity of the
model to the latest threats, but also retains the memory of historical data trends, which
enhances the generalization ability and stability of the model. The set of data samples
within the sliding window is noted as Dy = {X; w11, Xiwi2,- -, X¢}-

At each time step t, the model achieves online learning and optimization through the
following steps: First, the latest input data X, is extracted from the sliding window and
the fuzzy output Y; is generated. Then, the DNN is utilized to forward propagate Y;
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and calculate the loss £; between the prediction result and the true label. Next, the
parameter update strategy is adjusted to optimize the parameters # of FLM and DNN
based on the reward signal r; provided by the RL agent. Finally, the gradient Vy£; and
VoQ(s¢, as; ¢) are computed by the back-propagation algorithm and the parameters are
updated to minimize the total loss function.

This adaptive optimization mechanism combining online learning and RL enables Fuzzy
Neural Network (FNN) to respond to threat changes in real time in dynamic environments
and continuously improve detection performance. Meanwhile, the sliding window strategy
effectively balances the model’s dependence on old and new data, ensuring that the system
remains efficient and reliable in the face of changing security threats.

3.3. Adaptive rule adjustment. To ensure the effectiveness and stability of fuzzy rule
tuning, this paper designs a method based on Policy Gradient (PG). By maximizing the
cumulative reward R, the RL agent optimizes the parameters ¢ of its policy network m
such that the selected action a; can maximize the expected reward in the current state
s¢. The strategy gradient is updated by:

V¢J(¢) =K, [V¢ log m(ay | s; @) Ry (13)

where J(¢) is the performance index of the strategy, E, denotes the expectation under the
strategy 7, and R; is the cumulative reward of the time step t. By constantly updating
¢, the RL agent is able to learn the optimal parameter tuning strategy, thus achieving
adaptive optimization of fuzzy rules.

In addition, this paper introduces an Experience Replay mechanism to store and sample
historical interaction data to break the correlation between data and improve the efficiency
and stability of policy learning. The agent records the state s;, action a; and reward r,
at each time step ¢ and stores them in the Experience Replay buffer. During the training
process, a small batch of samples are randomly selected from the buffer for policy updating
to reduce the bias and variance during the training process.

It is crucial to ensure the consistency of the fuzzy rules and the robustness of the system
during the rule tuning process. For this reason, this paper introduces a rule consistency
constraint term Lconsistency iNt0 the design of the reward signal 7, which is used to measure
the magnitude of changes before and after the fuzzy rule tuning, and to avoid over-tuning
of the rule parameters leading to fluctuations in the system performance. The total reward
r; is calculated as:

ry = RPerformance - )\Consistency'CConsistency (14)
where Rperformance denotes the reward signal associated with detection performance; Aconsistency
is a weight parameter that regulates the importance of the consistency constraint; Lconsistency
is defined as the amount of variation in the fuzzy rule parameters between time steps ¢t —1
and t:

t t—1
»CConsistency = ||01(3‘le - 6)I(J‘LM) ||2 (15)

where HSI)JM denotes the fuzzy rule parameter of the current time step ¢. Through this
design system, while optimizing the detection performance, the system maintains the
smoothness of the fuzzy rule adjustment, prevents the negative impact of over-adjustment,
and ensures the stable operation of the detection system in various complex environments.

The pseudo-code of the proposed adaptive fuzzy neural network optimization algorithm
is shown in Algorithm 1.

First, the initial values of fuzzy rule parameters and DNN weights are set, and the RL
strategy parameters are initialized, as well as the empirical playback buffer and sliding
window to manage the data. The system receives new input feature vectors, adds them
to the sliding window, and generates fuzzy outputs by performing fuzzification through
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Algorithm 1 Pseudo-code for calculating the distance between whale individuals

Input: Initial fuzzy rule parameters 9;0131\4, Initial deep neural network weights HSJ%N, learning rate 7,
weights A, sliding window size w, iterations total number 7T'.
Output: Optimized fuzzy rule parameters 91‘3;3, Optimized deep neural network weights 01()T1\¥N.

: begin

- Opr < O O < O

: Initialize RL policy parameters ¢;

: Initialize the experience playback buffer B + &;

fort=1to T do
Receive new input feature vector X; = [$§t), a:g), e ,[ES)];
Add X; to the sliding window D;
The FLM fuzzifies X, to generate the fuzzy output Y;;
10:  The DNN forward propagates Y; to obtain the predicted output g;;
11:  Calculate the total loss function £; = Lo (U, ¥¢) + ALrrm(Y2);

12:  Calculation of the gradient VL, of the loss function with respect to the parameters;

1
2
3
4
5: Initialize the sliding window D < &
6
7
8
9

13 The RL agent (Agent) selects action a; based on the current state s;
14: 0+ 0 —n(VoLly + BVeQ(ss, ar; P));
15:  Calculating the reward signal 7;
16:  Store experience (S;, as, ¢, S¢41) to buffer B;
17:  If the buffer B is full then
a small batch of samples is randomly drawn (s;, a;, 7;, Siv1);
18:  end if
19:  Computing strategy gradients V4J(¢) using small sample sizes;
20:  Updating RL policy parameters ¢ <— ¢ + oV J(¢);
21:  If the size of the sliding window D exceeds w then
22: the oldest sample is removed;
23:  end if
24: end for
25: return (91%), 91()T1\?N
26: end

FLM. DNN performs forward propagation of the fuzzy outputs to obtain the prediction
results and calculates the total loss function, which combines the classification loss of the
DNN with the auxiliary loss of the FLM.

The gradient of the loss function with respect to the model parameters is computed
by the back propagation algorithm, and the RL agent selects an action based on the
current state and updates the fuzzy rule parameters and DNN weights with the gradient
information. The system computes the reward signal for the current step, stores the
experience to a buffer, and performs a small batch of samples when the buffer is full for
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gradient computation and parameter update of the RL policy. Ensure that only the latest
w samples are kept in the sliding window to adapt to the dynamically changing malicious
APP behavior patterns.

The optimized fuzzy rule parameters and DNN weights are finally returned to com-
plete the optimization process of adaptive fuzzy neural network. Through this adaptive
optimization algorithm, the fuzzy neural network is able to respond to the changes in the
behavior of the malicious APP in real time and dynamically adjust the fuzzy rules and
the neural network weights, which significantly improves the accuracy and robustness of
the detection system.

4. Experimental design and evaluation.

4.1. Dataset and preprocessing. In order to systematically evaluate the effectiveness
and practicality of the proposed fuzzy neural network-based malicious APP detection
method, this paper selects several representative and diverse publicly available malicious
APP datasets for experiments. The selected datasets cover different types of malicious
behaviors and multiple application scenarios, aiming to comprehensively test the model’s
generalization ability and adaptability in real-world applications. Table 1 shows the spe-
cific parameters of the two public datasets used in this paper.

Table 1. Specific parameters of the data set

Parameters AndroZoo Drebin
Sample size Over 1,000,000 5,615
Number of malicious samples | About 50,000 5,560
Normal sample size About 950,000 5!

Static and dynamic charac- | Static characteristics

teristics

Feature type

Number of features

Multi-dimensional (permis-
sion requests, API call fre-
quency, network connection

Multi-dimensional (permis-
sion requests, API call fre-
quency, network connection

patterns, etc.) patterns, etc.)

Data sources Diverse Android Apps Carefully labeled malicious

Android apps

Labels Malice and normalcy Malice and normalcy

Data collection time 2014 collection

Continuously updated

AndroZoo dataset [24]: AndroZoo is a comprehensive database of millions of Android
apps covering various categories of apps, including normal apps and many types of mali-
cious apps. The dataset provides rich static and dynamic features for large-scale malicious
behavior analysis and classification tasks.

Drebin dataset [25]: Drebin is a high-quality dataset focusing on malicious Android
apps, containing more than 5,000 carefully labeled malicious app samples. The dataset
records in detail the characteristics of malicious APPs in multiple dimensions such as
permission requests, component calls, network behaviors, etc., and is one of the commonly
used benchmark datasets in malicious behavior detection research.
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Prior to model training and evaluation, the selected dataset was systematically prepro-
cessed to ensure data quality and feature consistency. The preprocessing process includes
the following steps:

(1) Feature extraction and selection: for each APP sample, multi-dimensional be-
havioral features are extracted, including Permissions, API Call Frequency, Network
Connection Patterns and so on. These features can comprehensively reflect the be-
havioral patterns and potential malicious activities of APPs. In order to reduce
the dimensionality disaster and improve the computational efficiency of the model,
methods such as correlation analysis and Principal Component Analysis (PCA) are
used to filter out the most discriminative subset of features.

(2) Data cleaning and normalization: In the process of feature extraction, there
are some missing values and outliers. Through the interpolation method and outlier
detection mechanism, the missing data were filled in and the abnormal samples
were removed to ensure the completeness and representativeness of the dataset. In
addition, all numerical features were standardized, using the Z-score standardization
method with a mean of 0 and variance of 1 to unify the scale of the features and
prevent different scales from adversely affecting the model training.

(3) Data set division: to evaluate the generalization ability of the model, a Cross-
Validation (CV) strategy was adopted to divide the data set into training, validation
and testing sets. Specifically, according to the ratio of 80-10-10, 80% of the data is
used for model training, 10% for parameter tuning, and the remaining 10% for the
final performance evaluation. Such a division helps to fully utilize the limited data
resources and improve the stability and reliability of the model.

(5) Fuzzification: given that the model proposed in this paper incorporates FLM, the
selected features need to be fuzzified in the data preprocessing stage. Gaussian Mem-
bership Function (GMF) is used to fuzzify the continuous type features, mapping
each feature value to the corresponding fuzzy set to capture the fuzzy relationship
and uncertainty between the features.

(6) Data Enhancement and Balancing: Considering the possible category imbal-
ance of malicious APP samples in the dataset, this paper employs Oversampling
(Oversampling) and Undersampling (Undersampling) techniques to equalize the dis-
tribution of various categories of samples. In addition, the Synthetic Minority Over-
sampling Technique (SMOTE) is combined to generate synthetic malicious APP
samples to further improve the model’s ability to recognize minority samples and
enhance the comprehensiveness and robustness of the detection system.

4.2. Benchmark methods and assessment indicators. In order to comprehensively
assess the effectiveness and advantages of the malicious APP detection methods proposed
in this paper, five representative benchmark methods are selected for comparative analysis.

In order to comprehensively evaluate the performance of the malicious APP detection
method proposed in this paper, a series of evaluation metrics corresponding to the two
innovations in this paper are selected. These metrics aim to measure the performance
of the detection system in terms of classification accuracy, adaptive capability, and com-
putational efficiency to ensure that the proposed method has significant advantages in
dealing with uncertainty and dynamic threat environments.

Classification accuracy is one of the core metrics to measure the performance of the
malicious APP detection system, including Accuracy, Precision, Recall and F1-score.

The evaluation of adaptive capability focuses on the system’s responsiveness and adapt-
ability to new and evolving malicious APP behaviors. To this end, the following metrics
are designed in this paper:
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(1) Adaptive Detection Rate (ADR): a measure of the system’s ability to quickly rec-
ognize new types of malicious samples when they are received. ADR is defined as the
proportion of new malicious samples that the system correctly detects within a recent
update or new data cycle.

ADR — Number of correctly detected new malicious samples

(16)

Total number of new malicious samples

(2) Update Time (UT): evaluates the time it takes for the system to complete parameter
updates after receiving new data. A shorter update time means that the system can
respond more quickly to threat changes.

Total time taken for parameter updates

UT = (17)

Number of updates
Computational efficiency reflects the resource consumption and processing speed of the
system when performing malicious APP detection, covering the following aspects:
(1) Average Detection Time (ADT): the average detection time consumed for each
APP sample, which directly measures the real-time performance of the model in practical
applications.

N
N
ADT = % (18)

where T; is the detection time of the i-th APP sample, and N is the total number of
detected samples.

(2) Computational Resource Consumption (CRC): Includes CPU and memory usage,
which can reflect the resource requirements of the model when processing large-scale data.
It is usually compared by measuring the average CPU utilization and memory usage of
each model under the same hardware configuration.

SV (CPU; + Memory;)
N

where CPU; and Memory, denote the CPU utilization and memory occupancy at the

detection of the i-th sample, respectively.

In this paper, all models are trained and tested under fair conditions, using the same
hardware environment and parameter settings. In order to reduce the effect of randomness
in the experiment, multiple Cross-Validation (CV) is used to ensure the stability and
reliability of the results. In addition, the statistical significance test is used to verify
whether the improvement of this paper’s method on each index is statistically significant.

CRC = (19)

4.3. Experimental results and analysis.

4.3.1. Detection accuracy. As can be seen from Figure 2, this paper’s method significantly
outperforms the benchmark method in all detection accuracy metrics, with an accuracy
of 95%, which is 5% higher than the second place, and the Fl-score is also improved
by about 5%. This indicates that the method in this paper has higher accuracy and
robustness in classifying malicious apps, and can effectively distinguish between malicious
and normal apps, and especially performs well in dealing with complex and confusing
malicious behavior patterns.

4.3.2. Model adaptation. From Table 2, it can be seen that this paper’s method is ahead
of the benchmark method in both adaptation detection rate (ADR) and update time.
The ADR reaches 85%, showing that this paper’s method is more adaptive in recognizing
novel malicious samples. Meanwhile, the update time is only 35 ms, which is about 10
ms faster than the second-place Kuk et al. [13], indicating that the parameter update
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Figure 2. Comparison of different methods in terms of classification accuracy

indicators

mechanism of this paper’s method is more efficient, which is able to respond to the threat
changes more quickly and ensure the system’s real-time detection capability in dynamic
environments.

Table 2. Model Adaptation

Method ADR | UT

Chen et al. [9] 70% | 50ms
Yan et al. [10] 65% | 55ms
Urooj et al. [11] 75% | 45ms
Rodriguez-Bazan et al. [12] | 72% | 48ms
Kuk et al. [13] 74% | 46ms
Ours 85% | 35ms

4.3.3. Computational efficiency. As can be seen from Table 3, the method in this paper
performs well in terms of both average detection time and computational resource con-
sumption. The average detection time is only 0.02 seconds, which is 50% faster than the
second place Kuk et al. [13], which significantly improves the real-time performance of
the detection system. In addition, the CPU utilization and memory occupation of this
paper’s method are 40% and 160 MB, respectively, which are both significantly lower
compared to the benchmark method, indicating its greater advantage in resource utiliza-
tion efficiency. This is attributed to the optimized fuzzy logic module design and sliding
window strategy, which can efficiently manage the data flow and reduce the occupation
of computational resources.
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Table 3. Computational efficiency

Method ADT CRC

Chen et al. [9] 0.04 seconds | 50% CPU, 200MB RAM
Yan et al. [10] 0.05 seconds | 55% CPU, 220MB RAM
Urooj et al. [11] 0.03 seconds | 48% CPU, 180MB RAM
Rodriguez-Bazan et al. [12] | 0.05 seconds | 60% CPU, 250MB RAM
Kuk et al. [13] 0.04 seconds | 53% CPU, 210MB RAM
Ours 0.02 seconds | 40% CPU, 160MB RAM

By comprehensively analyzing the experimental results in the three aspects of detection
accuracy, model adaptability and computational efficiency, it can be clearly seen that
the fuzzy neural network-based malicious APP detection method proposed in this paper
outperforms the existing benchmark methods in all performance indicators. The specific
performance is as follows:

1. Higher detection accuracy: In terms of classification accuracy metrics, the method
in this paper achieves higher accuracy and Fl-score, which ensures the reliability
and effectiveness of the detection system in identifying malicious APPs.

2. Stronger model adaptation: through adaptive optimization algorithms, the method
in this paper significantly improves the system’s response speed and adaptability to
new and evolving malicious APP behaviors, maintaining a high detection rate and
low update time.

3. Better computational efficiency: the optimized detection architecture and efficient
parameter updating strategy make this paper’s method perform well in both real-
time and resource utilization, which is suitable for resource-constrained practical
application environments.

5. Conclusion. In this paper, a malicious APP detection method based on FNN and
adaptive optimization algorithm is proposed, which effectively solves the limitations of
the traditional detection model in dealing with dynamic changes and emerging threats.
By fusing the fuzzy logic module with DNN, the model can more accurately capture the
uncertainty and fuzzy relationships in the APP behavioral features, which significantly
improves the accuracy of detection. In addition, by combining OL and RL, the adaptive
optimization algorithm further enhances the model’s ability to adapt to new and evolving
malicious behaviors, ensuring the stability and efficiency of the system in dynamic envi-
ronments. By conducting experiments on two public datasets, AndroZoo and Drebin, the
following conclusions can be drawn:

(1) The method in this paper outperforms traditional static analysis methods and exist-
ing machine learning and deep learning benchmark methods in terms of classification
accuracy, precision, recall, and F1-score, which verifies the effectiveness of fuzzy neu-
ral networks in dealing with complex and high-dimensional feature data.

(2) Through the combination of online learning and reinforcement learning, the method
in this paper realizes the dynamic adjustment of fuzzy rules and neural network
weights, which dramatically improves the system’s ability to recognize new and
evolved malicious APP behaviors, and the adaptive detection rate is increased by
11%, ensuring the system’s efficient response in the face of changing threat environ-
ments.
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(3) Significant improvement in computational efficiency: the optimized detection archi-

tecture and sliding window strategy make the method in this paper perform well in
terms of computational efficiency and resource utilization, with a 30% reduction in
average detection time and a 20% reduction in computational resource consumption,
which verifies its practicality and efficiency in large-scale and real-time application
scenarios.

Although the method in this paper performs well on several key performance metrics,
the experimental data are mainly from the AndroZoo and Drebin datasets, which may
limit the model’s ability to generalize to a wider range of application scenarios. Future
research should consider introducing more datasets from different sources and updates
to further validate the effectiveness and robustness of the model. In addition, further
optimization of the fuzzy logic module and reinforcement learning algorithms can be
explored to improve the overall performance and adaptability of the detection system to
cope with increasingly complex and diverse malicious APP threats.
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