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ABSTRACT. Currently, both the over-smoothing of feature embeddings and the interfer-
ence of noisy edges during the feature aggregation process may make it more difficult
for the model to distinguish between abnormal and normal nodes. Considering that the
methods based on graph signal processing can effectively deal with the interference of noisy
edges in the spectral domain, and the edge-embedding-based message passing networks in
the spatial domain have improved the over-smoothing phenomenon to some extent. In
this paper, by combining the two aspects mentioned above, we propose an effective GNN
network. By combining the spectral graph neural network and the message passing net-
work based on the spatial domain, the spectral graph neural network effectively solves
the interference problem of noisy edges, and the edge-embedding-based message passing
network in the spatial domain effectively solves the feature over-smoothing problem. Fi-
nally, we conduct training to increase the spatial distance between mormal features and
abnormal features. FExtensive experiments have been carried out on multiple real-world
graph datasets, Compared to the baseline models, our SPGNN model has achieved at least
a 5% increase in AUROC on the YelpChi and T-Social datasets, and even more in some
cases. On the YelpChi and T-Finance datasets, AUPRC has been improved by more than
8%. On the YelpChi, T-Finance, and T-Social datasets, MacroF1 has been enhanced by
over 2%.

Keywords: Graph neural network, Noisy edges, Spectral graph neural network, Message
passing network, Spatial domain

1. Introduction. Anomalies are typically defined as individual or group behavior pat-
terns that deviate significantly from the majority of samples, manifesting as outliers or
isolated clusters. In the graph data, anomalies can be considered as nodes, edges, or
subgraphs that differ from the majority of objects within the graph. For example, in
computer networks, anomalies may include newly introduced malicious users, suspicious
access attempts, fraudulent reviews on shopping websites, or irregularities in financial
transaction data. Given that anomalies can negatively impact the normal operation of
various applications, Graph Anomaly Detection (GAD) has become an important area of
research. In the real world, although there are many anomalous patterns, they are often
mixed with normal data, making the anomalous patterns appear sparse. As a result,
extreme class imbalance is a common phenomenon in Graph Anomaly Detection (GAD).
Therefore, the well-known homophily assumption in Graph Anomaly Detection (GAD)
suggests that normal nodes are more likely to interact with other normal nodes, while
anomalous nodes tend to interact with other anomalous nodes. Based on the homophily
assumption, many effective methods for anomaly detection have been developed, including
unsupervised methods such as HomogCL[1] and NeCol[2], as well as supervised methods
like FSGNN3].

However, the homophily assumption may adversely affect anomaly pattern detection.
Huang et al.[4] observed that removing heterophilic edges based on ground-truth labels
resulted in monotonically decreasing model loss as heterophily levels diminished. The het-
erophilic edges defined as inter-class connections between nodes with divergent labels. In
contrast, homophilic edges denote intra-class connections between nodes sharing identical
labels, and a graph devoid of heterophilic edges is termed a homophily graph. Conven-
tional graph neural networks (GNNs) enforce representation similarity among adjacent
nodes, a mechanism that minimally impacts normal data patterns. However, for anoma-
lous patterns, this homogenization distorts discriminative anomaly features, as excessive
integration of normal node representations into anomalous nodes induces misclassification
(e.g., anomalies labeled as normal)[5]. Crucially, heterophily constitutes a fundamental
obstacle in graph anomaly detection (GAD). Huang et al.[4] empirically demonstrated
that mere removal of all heterophilic edges improved the Simplified Graph Convolution
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(SGCI[5]) performance by approximately 30 percentage points over raw data baselines.
Their methodology involved training an edge classifier to compute attribute variance
between node pairs for edge typification, subsequently modifying graph topology and im-
plementing node representation aggregation via GCN, achieving state-of-the-art efficacy.
These findings confirm that heterophily impedes representation learning under classical
message-passing paradigms. Within existing GAD frameworks, over-smoothing persists
as a systemic challenge, predominantly stemming from over-reliance on homophily as-
sumptions that coercively align node representations with their neighborhoods. This
representation homogenization mechanism often yields suboptimal embeddings, particu-
larly in real-world graphs containing both homophilic and heterophilic interactions. For
instance, in social networks, a user may share congruent interests with certain peers
while exhibiting divergent preferences with others. Furthermore, real-world graphs in-
herently contain stochastic uncertainties and noisy links induced by adversarial attacks
or systemic noise. Indiscriminate smoothing across all edges risks eroding node distin-
guishability, thereby degrading the generalizability and robustness of graph representation
learning. Consequently, a critical research frontier lies in developing heterophilic edge mit-
igation strategies to address over-smoothing. Prevailing methodologies encompass graph
attention mechanisms|[6, 7], task-specific optimization objectives[8], and edge prediction
architectures|[8, 9]. These approaches aim to circumvent limitations of conventional GNNs
by enhancing identification and utilization of critical structural features, ultimately ad-
vancing GAD performance.

Existing methods can be roughly divided into two categories. One is the method based
on graph signal processing, and the other is the method that conducts message passing
through spatial structure selection strategies. The core idea of the methods based on
graph signal processing is that the Laplacian matrix reflects the structural information
of the graph. Through operations such as eigen-decomposition on the Laplacian matrix,
the spectral information of the graph can be obtained. This spectral information contains
important features and structural attributes of the graph and can be used as an important
basis for anomaly detection or classification. Although the networks based on spectral
analysis theory have seen significant improvements in credibility and efficiency to some
extent, in general, industrial graph data in the real world is usually quite large. For large
graphs or those with complex structures, the computational complexity of calculating
the eigenvectors of the graph’s Laplacian matrix is extremely high, which will consume a
large amount of computing resources and time. Meanwhile, the performance of spectral
graph neural networks highly depends on the graph’s Laplacian matrix, and the Laplacian
matrix, in turn, depends on the structure of the graph. If the structure of the graph
changes, such as the addition or deletion of nodes or the alteration of edge weights,
the Laplacian matrix will also change accordingly, which may lead to a decline in the
model’s performance. The core idea of the methods that conduct message passing through
spatial structure selection strategies is to carry out message passing by designing neighbor
aggregation functions, and by learning and updating the implicit embedding vectors of
nodes, a good model for downstream tasks can be achieved. Although message passing
networks based on the spatial domain have, to some extent, made the understanding much
easier compared to spectral methods and are more flexible and can also achieve good
results at the same time, they ignore the effective information in the spectral domain.
Moreover, the simple superposition processing of neighbor information through various
algorithms will also lead to the over-smoothing phenomenon of the finally obtained node
features, which can easily increase the uncertainty of the results of anomaly detection.
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To address the aforementioned issues, this paper proposes a combined approach that
integrates graph signal processing techniques with spatial structure-based message pass-
ing methods. Firstly, since removing heterophilic edges requires a large number of ground
truth labels, which are often unavailable in real-world scenarios, we opt to approximate
these ground truth labels using the predictions from spectral graph neural networks.
Subsequently, we use these approximated ground truth labels to perform a series of com-
putations to remove a certain proportion of heterophilic edges, thereby enhancing the
data. Secondly, the choice of spectral graph neural networks for the first step is due
to their ability to avoid the accumulation of prediction errors. If spatial domain-based
message-passing networks were used in the first step, the network’s own predictions would
typically be considered as part of the second step’s results. This is akin to having a spatial
domain-based message-passing network acting as both the referee and the player. Thirdly,
to address the issue of over-smoothing, the proposed method of extracting node features
separately based on edge relationship types and then concatenating them is effective. Fi-
nally, since the network simulates real-world data, for limited-supervision networks, this
paper introduces the use of the sphere loss in the training of the second step’s spatial
domain-based network. This approach significantly enhances the network’s performance.

The main contributions of this paper are as follows:

(1) To address the common issues of over-smoothing and noisy edges in feature ag-
gregation, this paper proposes an optimized algorithm called SPGNN that combines in-
formation from the spectral domain and the spatial domain. The algorithm is mainly
composed of a method for dealing with noisy edges in the spectral domain and an algo-
rithm for handling over-smoothing in the spatial domain.

(2) Based on the idea of deep one-class anomaly detection, a spherical loss function
is proposed. This loss function mainly uses the mean of batch samples to calculate the
centroid, and during training, it pulls normal samples closer to the centroid while pushing
abnormal samples farther away from the centroid.

1.1. Realted work.

1.1.1. Spectral Graph Neural Network. In recent years, spectral networks have gained
significant credibility in interpretability due to the support of graph signal processing
theory. The core idea is that the Laplacian matrix reflects the structural information
of the graph. Among them, SGCNJ[10] is based on spectral graph theory and utilizes
the spectral information obtained from the Laplacian matrix of the graph and its eigen-
decomposition to design the convolution operation. This unique design endows SGCN
with strong expressiveness and adaptability when processing graph data. He et al.[11]
achieved the convolution operation on the graph by performing the Chebyshev polynomial
expansion of the Laplacian matrix of the graph, which can efficiently capture the local and
global structural features of the graph as well as the complex relationships between nodes.
The most famous one is GCN. It draws on the ideas of the traditional convolutional neural
network (CNN) and can be combined with many methods proposed in other fields, with
generally good effects, such as the attention mechanism and recurrent neural networks.
However, in these experiments, the existence of anomalies has not been observed to lead
to the "right shift” phenomenon, that is, the concentration of spectral energy distribution
in the low frequency is reduced, while the concentration in the high frequency is increased.
Therefore, Tang et al.[12] proposed the Beta Wavelet Graph Neural Network (BWGNN).
BWGNN has band-pass filters with spectral and spatial localization, which can better
handle the "right shift” phenomenon in anomalies and better capture the energy in the
high frequency part. Lu et al.[13] observed that the normalized Laplacian matrix often has
repeated eigenvalues. To reduce the repetition of eigenvalues, they proposed an eigenvalue
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correction strategy. This strategy involves sampling new eigenvalues u at equal intervals
from the interval [0,2] and combining them with the original eigenvalues A to generate
new eigenvalues p. However, these methods have not fully utilized the information in
relationships on multi-relational datasets.

1.1.2. Message Passing Networks Based on the Spatial Domain. Message Passing Neural
Networks (MPNNs) remain one of the core methods for handling graph-structured data,
and numerous innovations and improvements have been made on this basis. For example,
GraphSAGE [14] introduces a neighborhood aggregation method, this method controls the
size of the subgraph through neighborhood uniform sampling, applies mini-batch-based
deep model training to the training of large-scale graphs, which makes it possible to
train extremely large-scale graphs. In contrast, GCN uses a full-graph training method.
GAT]15] theoretically breaks through the traditional way of explicitly defining neigh-
bors through the adjacency matrix, instead using an attention distribution mechanism to
measure the distance between nodes. SGFormer[16] captures full node-pair interactions
through a single-layer global attention mechanism while maintaining linear complexity,
avoiding the high computational complexity of traditional multi-layer attention mecha-
nisms. Yang et al.[17] by introducing additional Fairness Facilitating Features (F3), the
sensitive biases within node representations can be neutralized. This approach aims to
improve the model’s fairness metrics while maintaining a high level of predictive accuracy.
However, none of their works have considered the information in edge relationships, and
noisy edges also exacerbate the difficulty of node anomaly detection.
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Figure 1. The proposed framework of SPGNN

2. Method. In this section, we provides a detailed description of the overall framework
for anomaly detection on graph nodes. The framework achieves effective low-dimensional
feature representations by removing heterophilic edges and leveraging edge relationship

types.
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2.1. Overall Framework. The framework of the SPGNN (Spectral Graph Neural Net-
work) proposed for graph anomaly detection is illustrated in Figure 1. The model is
divided into two parts. The first part focuses on denoising the original graph, which
involves systematically removing heterophilic edges to obtain a new graph. A spectral
graph neural network is used without any training to provide unbiased scoring for the
nodes in the original graph. Each node receives a confidence score, which indicates the
likelihood of the node being either a normal node or an anomaly. Using the confidence
scores, we perform an inner product calculation with the aggregated scores S mentioned
earlier. The resulting scores are then ordered, with the lowest scores identifying the het-
erophilic edges. By removing a certain proportion of these heterophilic edges, we obtain a
purified graph with reduced edge noise. (Here, "purified” refers to the graph after ordered
removal of noisy edges, relative to the original graph, as heterophilic edges are detrimen-
tal to the representation of homophilic graph features.) The reason for removing only
a certain proportion of edges is that the confidence scores are derived directly from the
model without any training and thus cannot be fully trusted. However, they can still serve
as a part of the optimization process. The second part involves using a spatial-domain
message-passing network to learn from the purified graph obtained. Since there are mul-
tiple types of edge relations in the datasets, in order to make full use of the information
on the edge relations, it is considered to embed different types of edges separately and
then fuse them. Finally, they are spliced with the attribute features of the target node
to form a complete feature embedding of the target node. After obtaining the complete
embedding of the target node, we perform a mean-processing on all node embeddings in
each round to obtain a central node, that is, the center of the spherical loss. At the same
time, in the supervised training process, normal nodes and abnormal nodes will be taken
out and processed with the center by svdd loss. This loss will bring the embeddings of
normal nodes closer and at the same time expand the distance between abnormal nodes
and the center. The entire model obtains the optimal node representation by enabling the
target nodes to obtain node embeddings with more sufficient information, and by using
the loss to shorten the distance between normal nodes and increase the distance between
abnormal nodes for node-level anomaly detection finally.

2.2. Edge Noise Reduction. A graph can be represented as G = {V, E, X}, where V
is the set of nodes, E is the set of edges, and X € RIVI*X4x ig the feature matrix of nodes.

In homogeneous graphs, high-pass filters are very important for detecting heterogeneous
edges. Generally speaking, suppose A is the adjacency matrix. Then the graph Laplacian
L can be expressed as D — A or I — D"2AD 2. The eigenvalue \; of L generally
represents the high frequency of the graph. The k;, power of the normalized graph
Laplacian operator is a commonly used high-pass filter. Here, the heterogeneity of nodes
is defined within the 1-hop neighborhood. Then we adopt the aggregation of the label
distribution of the 1-hop neighborhood:

S=LY (1)

Among them, the iy, row of S is called the aggregated similarity score of node i.Ni is
the random walk normalized graph Laplacian (with self-loops added), and L =T—- DA
can be written as:

d1 -t ... __1
di+1 d1+1 di+1
S ... _1
da+1 do+1 da+1 (2)
1 1 . dn

Tdn+1l dy+1 dy+1
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The diagonal element Z” = d-dfrr If there is an edge between node A and node B, then
1

the off-diagonal element Zij = -39
then -/L\ij =0.

When performing edge-level scoring on the original graph, the aggregated scoring func-
tion can be written in the following form:

hetero(i) = mHu weN(©),yu # yi} (3)

If there is no edge between node A and node B,

S; = SIGN x [dzcil— 1hete7“0(i), ~7 ! 1hete7“0(i)] (4)

Among them, the SIGN of a normal node is represented as 1, the SIGN of an abnormal
node is represented as —1, and hetero(i) represents the heterogeneity rate of node 7.
There are two confidence levels for node prediction (the confidence level biased towards
normal nodes and the confidence level biased towards abnormal nodes). This is because
abnormal nodes have high heterogeneity while normal nodes have low heterogeneity. So
the aggregated scores can be used for the inner product as follows, and the edge with the

smallest score is the heterogeneous edge (connecting nodes of different types):
Svev, * Svev, > Svev;, * Svev, > 0> Siey, - Swev, (5)

among them, V, and V,, represent abnormal nodes and normal nodes respectively.

Finally, we obtain the prediction Y from the input original graph. According to the
high-frequency indicators of this prediction, the edge score E is given. Finally, the edge
scores are sorted to delete heterogeneous edges in an orderly manner. Here, L is the graph
Laplacian matrix, and Y is the obtained prediction result. The edge scores are calculated
by transposing both L and Y, and then performing matrix multiplication. The edge score
FE is expressed as follows:

E=LYY'L" (6)

2.3. Edge Relationship Embedding. When performing feature embedding on the new
graph after data augmentation, we consider that most of the current methods obtain the
feature embedding of the node itself by performing a series of processing on the data of the
surrounding nodes of the node. However, in the datasets of this article, there is actually
more information that has not been effectively utilized, such as the relationship types of
edges. Accordingly, after performing message passing processing on the new graph, each
node and edge has data features. We traversed the edge relationship types respectively
using a multi-layer perceptron (Before this, many papers’ experiments have proven that
the multi-layer perceptron has relatively excellent processing capabilities for graph data).
Finally, all the information is spliced together. The formula is shown as follows:

h,, h. = MessagePassing(-) (7)
h;,, b, = MLP(h,, h.) (8)
h = CAT(h,, b)) (9)

where h,, and h. represent the information of nodes and edges after message passing
respectively. h! and h/ represent the information of nodes and edges after being processed
by the multilayer perceptron. The CAT function is defined as performing vector addition
between paired vectors, where we have executed vector-wise summation operations. The
feature embedding of the complete node obtained finally is represented by h.
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Algorithm 1 SPGNN

Input: Nodes V', adjacency matrix A,q;, original graph data G, spectral graph filter G,
train epoch 7.
1: Input the data into the untrained spectral graph filter to obtain the predicted value
Y = Gyy(G, Augj)-
2: Calculate the Laplacian matrix of the graph L = I — D_%AD:%;\
3: Calculate the edge scores based on the predicted values E = LYY TLT.
4: Set the deletion ratio r, delete according to the ranking of E, and obtain the new
graph G'.
5. while 7" < 101 do
6: Through message passing obtain node original features h,, and edge original fea-
tures h.
7 Further train and extract h,, and h. through the MLP network obtain k! and h..
8: h <— CAT(h],, h.) Perform vector addition on edge and node features.
9: Then directly use the Softmax function for scoring.
10: end while
Output: Scores for normal and abnormal nodes y.

2.4. Loss function and scoring function. When choosing the loss function, consid-
ering that the embedded feature h in the homogeneous graph is relatively long even in
a low-dimensional space, the idea of hypersphere in Deep SVDD is thought of. In sim-
ple terms, that is, let the normal data be close to the center of the sphere and let the
abnormal data be far away from the center of the sphere. h. is mainly obtained by ob-
taining the center of an n-dimensional feature, and then obtaining the mean value of the
n-dimensional feature of normal data and the mean value of the n-dimensional feature of
abnormal data in each round respectively, and performing the following calculations:

h.=h (10)

Lyvaq = dist(h™ — h,) + dist(h™ — h,) (11)

where h represents the mean of all embedded features, h* represents the mean of normal
data of embedded features, and h~ represents the mean of abnormal data of embedded
features.

Let z, € R represent the feature vector of node v. Given a graph encoder g(-; 3,)
parameterized by 3,, embed each node v into a low-dimensional representation h, €
RY, such as h, = g(v;3,). GAD can be conceptualized as a binary classification task
where nodes are divided into two categories, including normal (majority) and abnormal
(minority) classes. Generally speaking, given the representation of node v, denoted as h,,,
a predictor P(+; 3,) can be used for prediction, denoted as p, € R¥, as follows:

Scores = p, = P(h,; 5;) = SOFTMAX(W,h, + b,) (12)

where 3, are learnable parameters. In the case of anomaly detection here, K = 2 indicates
the number of node categories. For a labeled node v, let y, € R® denote the label vector,
where y,[k] = 1 if and only if node v belongs to class k. Typically, given the training set
Virain, the loss function is obtained by taking the cross-entropy loss, as shown below:

L= =30 ylbnp i (13)

veEVyr k=0
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In summary, the pseudo-code of SPGNN is shown in Algorithm 1, our loss function
is expressed as follows:

L= ‘Csvdd + Ece (14>

3. Experiment. In this section, we first introduce the datasets, evaluation metrics, base-
line methods, and implementation details. Subsequently, we compare the experimental
results of SPGNN and the baseline methods on four datasets to verify the effectiveness of

SPGNN.
3.1. Datasets.
Table 1. Statistics of the used datasets.
Nodes Edges Features Anomaly Train: Valid:Test
Amazon[léﬂ 11,944 4,398,392 25 6.87% 1%:33%:66%
YelpChi[19] 45,954 3,846,979 32 14.53% 1%:33%:66%
T-Finance[12] 39,357 21,222,543 10 4.58% 1%:33%:66%
T-Social[12] 5,781,065 73,105,508 10 3.01% 1%:33%:66%

We conducted experiments on the four datasets introduced in Table 1:

e Amazon(McAuley and Leskovec, 2013) [18] aims to find abnormal users who

write false product reviews for payment by merchants under products in the musical
instrument category on the website Amazon.com. It also has three relationships: U-
P-U (users review at least one same product), U-S-U (users have at least one same
star rating within a week), and U-V-U (users with the highest 5% mutual review
similarity).

e YelpChi(Rayana and Akoglu, 2015) [19] aims to find abnormal reviews on the

website Yelp.com that unjustly promote or downgrade certain products or businesses.
There are a total of three edge types in the original graph, including R-U-R (reviews
posted by the same user), R-S-R (reviews under the same star rating and the same
product), and R-T-R (reviews posted under the same product in the same month).

e T-Finance(Tang et al., 2022) [12] aims to find abnormal accounts in the trans-

action network. The nodes in the original graph are unique anonymous accounts
with 10-dimensional features related to the number of days of registration, log activ-
ities, and interaction frequency. The edges in the graph represent two accounts with
transaction records. If a node belongs to categories such as fraud, money laundering,
and online gambling, human experts will annotate the node as abnormal.

e T-Social(Tang et al., 2022) [12] aims to find abnormal accounts in social networks.

3.2.

It has the same node annotations and features as T-Finance, and two nodes are
connected if they maintain a friendship relationship for more than three months.
The scale of T-Social is 100 times larger than that of YelpChi and Amazon.

Baselines.

We selected ten state-of-the-art baselines to compare with our method, thereby evalu-
ating its effectiveness comprehensively. Details of these baselines are as follows:

e MLP (multi-layer perceptron (Rosenblatt, 1958)) [20]: A multi-layer percep-

tron network with one hidden layer and ReLLU activation.

¢ GCN (Graph Convolutional Network (Kipf and Welling, 2017)) [21]: A

graph neural network that performs graph spectral convolution through the local
first-order approximation of the spectral filter.
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e GraphSAGE (Graph Sample and AggregatE (Hamilton et al., 2017)) [14]:

A graph neural network that samples and aggregates neighboring features to generate
node embeddings. It also proposes three aggregation methods: mean, LSTM, and
pooling. In the experiment, the mean aggregator is used.

GAT (Graph Attention Networks (Velickovié et al., 2018)) [15]: A graph
neural network that applies an attention mechanism to the neighborhood aggregation
process.

GraphConsis ((Liu et al., 2020)) [22]: This method identifies three inconsis-
tency problems in the graph anomaly detection task, namely context inconsistency,
feature inconsistency, and relationship inconsistency. To deal with the context in-
consistency problem, this work assigns a learnable context embedding to each node
to capture its local structure. To deal with feature inconsistency, this work filters
neighbors according to the consistency score estimated by the neural classifier. To
solve the relationship inconsistency problem, this work trains an embedding for each
relationship and uses a self-attention mechanism to aggregate neighbors.
PC-GNN (Pick and Choose Graph Neural Network (Liu et al., 2021b))
[23]: This method uses a label-balanced sampler to select nodes and edges for train-
ing, where the sampling probability is inversely proportional to the label frequency.
In addition, it also proposes a neighborhood sampler that oversamples the neighbor-
hood of fraudulent nodes and undersamples the neighborhood of normal nodes.
BWGNN (Beta Wavelet Graph Neural Network (Tang et al., 2022)) [12]:
This method discovers that anomalies can cause the energy in the graph domain
to transfer from the low-frequency part to the high-frequency part. It uses the
Beta kernel to create band-pass filters with spatial and spectral locality for anomaly
detection. For multi-relational graphs, BWGNN provides two options, namely ho-
mogeneous and heterogeneous. BWGNN (homo) transforms a multi-relational graph
into a single graph for convolution, while BWGNN (hetero) applies convolution to
each relationship separately and aggregates the output of each relationship through
maximum pooling.

H2-FDetector (Graph Neural Network-based Fraud Detector with Ho-
mophilic and Het-erophilic Interactions (Shi et al., 2022)) [24]: This method
detects homo-edges and hetero-edges through an auxiliary neural classifier, which is
trained with an additional loss function. It adopts different aggregation strategies for
the detected hetero-edges, in which the opposite values of the node embeddings are
used. Moreover, it averages the embeddings within each class and uses the average
embedding as the class prototype. The node representation needs to be close to its
corresponding class prototype.

GDN (Graph Decomposition Network (Gao et al., 2023b)) [25]: This
method divides node representations into dissatisfaction with class features and sur-
rounding features. For class features, it applies class constraints to ensure that nodes
within the same class have similar class features. For surrounding features, it ap-
plies connectivity constraints to ensure that adjacent nodes have similar surrounding
features.

GAGA (Group AGgregation enhanced TrAnsformer (Wang et al., 2023))
[26]: This method explicitly uses partially observed labels to divide neighbors into
three groups: normal, fraudulent, and unknown nodes. Each group of nodes is
processed differently during processing. It enhances node features through train-
able skip, relationship, and group embeddings, and uses a Transformer encoder to
transform node features.
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Table 2. Anomaly detection performance of all methods. The best results are
marked in bold, and all values are percentages (%).

Dataset Amazon YelpChi
AUROC AUPRC MacroF1 AUROC AUPRC MacroF1

MLP[20] 92.39 79.37 87.53 72.18 31.09 61.61
GCNJ[21] 87.34 48.06 70.94 54.65 17.07 35.59
GraphSAGE[14] 90.12 73.17 84.25 73.7 34.57 63.33
GAT[15] 80.74 45.46 63.45 70.14 28.9 61.22
GraphConsis|[22] 64.23 21.38 55.35 78.91 384 64.96
PC-GNNJ23] 91.18 77.92 85.25 75.17 36.6 64.23
BWGNN (homo)[12] 88.56 79.26 90.48 72.15 30.93 61.24
BWGNN (hete)[12] 84.64 64.0 80.41 77.62 39.87 66.54
H2-FDetector|[24] 83.81 49.37 72.46 72.38 32.37 63.97
GDN|25] 92.16 81.87 89.75 75.92 38.04 64.81
GAGAJ26] 82.61 56.59 76.85 71.61 31.96 61.81
Ours 93.59 80.42 86.75 83.92 48.12 70.25

Table 3. Anomaly detection performance of all methods. The best results are
marked in bold, and all values are percentages (%). (OOM represents out of

memory)
T-Finance T-Social
Dataset
AUROC AUPRC MacroF1 AUROC AUPRC MacroF1

MLP[20] 92.17 52.79 82.33 66.95 6.0 54.09
GCN[21] 89.29 53.94 77.16 83.3 23.79 65.16
GraphSAGE[14] 89.42 49.08 77.62 71.45 8.73 56.47
GAT[15] 87.4 45.6 75.49 73.46 13.47 61.98
GraphConsis[22] 92.61 70.7 85.37 OOM OOM OOM
PC-GNNJ23] 91.74 T74.77 86.97 64.68 4.3 49.66
BWGNN]12] 93.08 77.79 86.97 84.4 49.96 76.37
H2-FDetector[24] OOM OOM OOM OOM OOM OOM
GDN|[25] 88.75 54.27 76.62 67.69 7.51 55.76
GAGA[26] 92.36 64.34 81.1 78.92 23.72 65.58
Ours 95.81 86.13 89.58 94.86 51.13 78.32

3.3. Experimental design and metrics.

3.3.1. Experimental parameters. The key hardware parameters of the experimental plat-
form in this paper are as follows: CPU-Intel(R) Xeon(R) Gold 5220R, 2.20 GHz, 256
GB RAM; GPU-NVIDIA 3090, 24 GB RAM. The experimental environments include
PyTorch and Deep Graph Library. According to the size of the datasets, we set the train-
ing proportion of Amazon, YelpChi, and T-Finance to 1%, and the training proportion
of T-Social to 0.01%. In all scenarios, the remaining data is divided into validation and
test according to the ratio of 1 : 2. The training epochs for the four datasets are all set
to 100, the learning rate is set to 0.001, and the batch-size is set to 128. Although it
is supervised training, the labeled data used here is only one percent of the total data.
Meanwhile, in the optimal results, the deletion ratios of heterogeneous edges in Amazon,
YelpChi, T-Finance, and T-Social are set as 0.0174, 0.2, 0.0138, and 0.0162 respectively.
The detailed dataset proportion setting is shown in Table 1.
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3.3.2. Metrics. We use the AUROC score (the Area Under a Receiver Operating Charac-
teristic Curve), the AUPRC score (the Area Under the Precision Recall Curve) and the
MacroF1 score (Macro averaged F1) to evaluate the anomaly detection performance of
different models.

3.4. Experimental results.

3.4.1. Performance analysis. In this section, we quantitatively evaluate the anomaly de-
tection performance of our proposed method SPGNN. The results of all the compared
methods on each dataset are presented in Table 2 and Table 3.

We illustrate the effectiveness of the proposed method by presenting the results of the
model on the graph data anomaly detection task. On the YelpChi dataset, compared
with other anomaly detection methods, the AUROC, AUPRC and MacroF1 metrics of
our method are all the highest, exceeding the best comparison method by 5.01%, 8.25%
and 3.71% respectively. On the T-Finance dataset, they exceed the best comparison
method by 2.73%, 8.34% and 2.61% respectively. On the T-Social dataset, they exceed
the best comparison method by 10.46%, 1.17% and 1.95% respectively. The performance
on the Amazon dataset is not satisfactory, possibly due to the large number of edges and
relatively fewer nodes in the dataset. This extreme imbalance may lead to most nodes
having similar representations, causing almost all neighboring nodes to exhibit alike ex-
pressions regardless of whether they are anomalous or normal. This phenomenon increases
the difficulty of node anomaly detection. In summary, the method proposed in this paper
can effectively extract features from graph data and demonstrates the effectiveness of this
approach in anomaly detection.

3.4.2. Ablation study. To verify the effectiveness of each part of the model, ablation ex-
periments are carried out on the Amazon dataset, YelpChi dataset, T-Finance dataset,
and T-Social dataset respectively in this paper. The two model structures are:

e wo-aug: Compared with the entire SPGNN, the edge deletion module for data
enhancement on the original graph is not added.

e wo-svdd: Compared with the entire SPGNN, the spherical loss module for processing
positive and negative sample embeddings is not added.

We conducted experiments on three models: the model with the GNN backbone net-
work and the spherical loss module, the model with the GNN backbone network and the
homogeneous graph augmentation module (DA), and the model with the GNN backbone
network, the homogeneous graph augmentation module (DA), and the spherical loss mod-
ule. It can be seen that on the T-Finance and T-Social datasets, the model with only
the GNN backbone network and the spherical loss module performs almost as well as the
model with the GNN backbone network, the homogeneous graph augmentation module
(DA), and the spherical loss module. However, on the Amazon and YelpChi datasets,
the performance is not good. We analyzed that this might be because T-Social has mil-
lions of nodes, while the Amazon and YelpChi datasets only have tens of thousands of
nodes. When selecting one percent of the data for training, T-Social has enough nodes to
calculate an approximate centroid, allowing normal and abnormal nodes to deviate from
and approach each other well. In contrast, the Amazon and YelpChi datasets only have
a few hundred nodes to calculate the centroid (i.e., the mean of features), which is not
sufficient to simulate the correct centroid. However, this still proves the effectiveness of
the spherical loss module. Meanwhile, the model with the GNN backbone network and
the homogeneous graph augmentation module (DA) shows significant improvement on the
Amazon and YelpChi datasets, but not so well on the T-Finance and T-Social datasets.
Since the Amazon and YelpChi datasets have at most tens of thousands of nodes, the
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neighboring nodes and edges are relatively few, so the operation of deleting noisy edges
has a good promoting effect on the node representation. In contrast, T-Finance and T-
Social have millions of edges, and our deletion of noisy edges only deletes a part of the
edges, which may not significantly improve the node representation with millions of edges.
However, this also proves the effectiveness of this method. Their AUROC, AUPRC and
MacroF'1 are shown in Figure 2 and Figure 3.

Amazon YelpChi
m Wo-aug . Wo-aug
I Wo-svdd 80 4 B Wo-svdd
BN Ours B Ours
80 704
60 1
60
504
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= =1
T T
< & 40
40
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20 204
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AUROC AUPRC MacroF1 AUROC AUPRC MacroF1

Figure 2. Ablation of Amazon and YelpChi(Wo-aug represents no edges deleted,
Wo-svdd represents not using spherical loss.)

T-Finance T-Social

100

e Wo-aug e Wo-aug
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° °
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Figure 3. Ablation of T-Finance and T-Social(Wo-aug represents no edges
deleted, Wo-svdd represents not using spherical loss.)

3.4.3. Homogeneous graph augmentation. To explore whether the homogeneous graph
augmentation operation can improve the homogeneity rate of the graph during the learn-
ing process, this section selects the two datasets with the most edge relation types for
comparison. Here, the homogeneity rate of edges is used to replace the homogeneity rate
of nodes, as our node features are obtained based on edge embeddings. Meanwhile, our
deletion ratio is set to delete noisy edges at a certain proportion for each type of edge re-
lation. In Figure 4, there are two homogeneity rates: ori represents the homogeneity rate
of the original graph, and aug represents the homogeneity rate of the graph after deleting
an appropriate proportion of noisy edges according to the type of edge relation. It can
be seen that on the YelpChi dataset, the homogeneity rate of each type of edge relation
has been improved to some extent, while on the Amazon dataset, the improvement in
homogeneity rate is not very obvious. This may be because Amazon has too many edges,
and the homogeneity rate of Amazon itself is already very high. The impact of deleting
noisy edges on the dataset is limited. However, this still proves that the operation of
deleting noisy edges to augment the homogeneous graph is effective.
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Figure 4. Homophily of edges(ori represents the original graph homophily of
edges, aug represents the homophily of the graph after deleting some edges.)
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Figure 5. Feature space embedding visualization of SPGNN and original distri-
bution

3.4.4. The visualization of feature distribution. To explore the quality of graph data fea-
ture embedding during the learning process, this section intuitively compares the sampling
embeddings of different datasets. The number of randomly sampled samples is 10, 000
nodes. It can be clearly seen that in Figure 5, when the model is not used for extraction
embedding, there is no obvious boundary between the feature embeddings of abnormal
and normal nodes. However, in Figure 5, when the model is used for extraction em-
bedding, there is an obvious boundary between the feature embeddings of abnormal and
normal nodes. The sample embeddings of these four datasets are used as the input of the
t-SNE tool to generate a two-dimensional visualization image of the sample embeddings.
The results are shown in Figure 5, where blue corresponds to the normal category and
orange corresponds to the abnormal category.

4. Conclusion. In this paper, we have studied the problem of detecting abnormal nodes
using graph data and proposed a method named SPGNN for detecting abnormal nodes
under limited supervision. This method combines the graph neural network method in
the spectral domain with the neural network method in the spatial domain. In the spec-
tral domain, it deals with the problem of edge noise by deleting heterogeneous edges,
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and in the spatial domain, it addresses the over-smoothing problem through edge feature
embedding. The experimental results have demonstrated that SPGNN outperforms tradi-
tional anomaly detection methods and can also exhibit excellent performance on datasets
with millions of nodes, showing its potential for application in industrial datasets. For
example, in the future, on Grab, a leading lifestyle platform in Southeast Asia, open data
is collected to construct a graph, and then the trained model is saved in file form. An
API interface is developed to call our model, which can analyze historical information on
the Grab platform, detect fraudulent orders, and prevent user economic losses. In future
work, we hope to explore a more effective way to combine graph signal processing methods
and spatial-based message passing methods to construct feature processing methods for
nodes. This will not only handle the over-smoothing phenomenon better but also expand
the potential of the proposed method in industrial applications.
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