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ABSTRACT. Considering that traditional multiple histogram modification (MHM)-based
reversible data hiding (RDH) methods utilize fixed features to generate multiple prediction-
error histograms (PEHs), we propose a novel MHM-based RDH method by adaptively
selecting different features with considering the statistical properties of images, so that
multiple sharper PEHs are constructed. Moreover, two predictors, namely the rhombus
and gradient-based edge direction predictors, are exploited to further improve the predic-
tion performance. The experimental results also demonstrate that the proposed method
provides better embedding performance in terms of the visual quality and payload than
several related works.

Keywords: Reversible data hiding, Multiple histogram modification

1. Introduction. Different from encryption [1-3] that prevents data from being grabbed,
data hiding refers to the process of hiding data into a carrier in an imperceptible manner to
convey the presence of embedded data, or to protect the transmitted contents [4]. Among
various carriers such as images, videos, and audios, digital images are one of the most
popular carriers because they are widely transmitted over the Internet. The image used
for carrying data is called the cover image while the image with embedded data is called
the stego image. When data are embedded into a cover image, the pixels will be changed,
and thus the distortion is inevitably introduced. If the pixels are distorted permanently
after data embedding, they cannot be recovered to their original states after completely
extracting the embedded data. However, for some sensitive applications such as medical
or military imaging, any permanent distortion caused by data embedding is unacceptable
due to high requirements for legal consideration or high-precision nature. To this end,
reversible data hiding (RDH) is introduced to fulfill the requirements by restoring the

original image from the stego image along with the extraction of the embedded data. The
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embedding performance of an RDH method is evaluated using the tradeoff between the
embedding capacity versus the image quality.

Early RDH methods mainly achieve data embedding by lossless compression [5,6]. A
common feature of these methods is to losslessly compress features extracted from the
cover image for leaving embedding space; however, the obtained embedding capacity is
limited. In 2003, Tian’s first proposed an RDH method based on difference expansion
(DE), in which the difference value between two adjacent pixels is expanded to carry 1 bit
of data. By expanding difference values to embed data, Tian can achieve the maximum
capacity of 0.5 bit per pixel (bpp) but introduces relatively large distortion. Ni et al.’s
method [7] proposed to embed data using histogram shifting (HS). The primary idea
of HS is to embed data into peak bins of an image histogram while shifting the other
bins to leave embedding spaces for data embedding. Since pixels are modified by 1 at
most, Ni et al.’s method can offer high visual quality. However, the embedding capacity
is limited by the peak bin heights. Afterwards, Tian’s method are extended from the
following three aspects, namely DE [8-10], prediction error expansion (PEE) [11] and
integer-to-integer transform [12-17]. PEE is the most effective RDH method owing to
its efficient payload-distortion tradeoff. PEE was firstly proposed by Thodi et al. [11],
which performs DE and HS on the prediction errors of pixels generated by a median
edge detection (MED) predictor [18], rather than difference value of two adjacent pixels
in [19]. Subsequently, PEE-based RDH has been widely investigated in research such
as two-dimensional (2D) prediction error histogram(PEH) modification [20], two-layer
embedding [21-24]. In addition, some PEE-based methods focus on generating sharply
distributed prediction error histogram (PEH) by improving predictors such as MED [18],
gradient-adjusted predictor [25], rhombus predictor [22,26], interpolation technique [21],
asymmetric predictor [24,27] and multiple predictors [28]. Among the aforementioned
techniques, Chen et al. [27] proposed to generate a asymmetric PEH using a predictor
based on MED, thus reducing the embedding distortion by decreasing the number of
shifted prediction errors. Kouhi et al. [24] proposed to generate two asymmetric PEHs
using weibull generalized exponential distribution (WGED) [29], thereby increasing the
visual quality by reducing the number of invalid modifications.

Note that, most existing PEE-based RDH methods are based on one-dimensional (1D)
or two-dimensional (2D) PEH. Given that the 1D or 2D PEH modifies all prediction
errors uniformly without considering their local properties, Li et al. [30] proposed an
embedding mechanism based on multiple histograms modification (MHM), in which the
embedding performance is optimized by adaptively determining two expansion bins (i.e.,
a pair of expansion bins) for each PEH according to the local properties of each PEH.
The optimal expansion bin determination is formulated as a rate-distortion optimization
problem. However, directly exploiting exhaustive search to solve the rate-distortion op-
timization would result in huge computational complexity. To reduce the computational
complexity, Li et al. utilize exhaustive search to determine two optimal bins for each
histogram after decreasing the solution space. Afterwards, MHM has received increasing
attention [31-35]. Among them, Ou et al. [31] proposed to expand multiple pairs in each
PEH for achieving high embedding capacity, rather than expanding a single pair of each
PEH like in Li et al.’s method [30]. Moreover, an advisable expansion bin selection strat-
egy is used to optimize the embedding performance. Differently from the expansion bin
selection strategy used in Ou et al.’s method [31], Qi et al. [32] proposed a computation-
ally efficient algorithm to adaptively determine optimal multiple pairs for each histogram.
Wang et al. proposed to utilize the fussy C-means (FCM) clustering with multiple features
for constructing multiple sharper PEHs. Weng et al. [34] proposed to employ K-means
clustering with multiple features for constructing multiple sharper PEHs and utilize an
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FIiGURE 1. Two non-overlapping sets W, and W_.

improved crisscross optimizing algorithm to determine optimal expansion bins for each
histogram. Wang et al. [35] proposed to construct an RDH general framework based on
MHM, which involves several key issues, namely generating multiple PEHs based on opti-
mized multi-features, allocating the embedding capacity among multiple histograms and
solving the optimization problem using the evolutionary algorithms.

Different from traditional MHM-based RDH methods that select fixed features of pixels
to construct multiple PEHs, this paper focuses on adaptively selecting different features
based on the statistical properties of images to construct sharper PEHs. Moreover, two
predictors, including the rhombus and gradient-based edge direction predictors, are con-
ductive to generate higher peak points for each PEH.

The rest of this paper is organized as follows. The proposed method is presented in
Section 2. Section 3 provides the experimental results and the conclusions are given in
Section 4.

2. The proposed method. This paper focuses on generating sharper PEHs by adapting
various strategies like multiple predictors or adaptive feature selection, thereby reducing
unnecessary pixel modifications while improving the embedding performance. Different
from traditional MHM-based RDH methods that construct multiple PEHs using fixed
features of pixels, the proposed method generates sharper PHEs by adaptively choosing
features based on the statistical properties of images, thereby enhancing the embedding
performance. The proposed method is mainly composed of the following two parts: two
predictors and adaptive feature selection. Subsequently, we will introduce each part sep-
arately in the following subsections.

2.1. Two predictors. A cover image O is split into two non-overlapping sets ¥, and
U _ according to the layout of a chessboard in Figure 1. The pixels in W, are used for
predicting the pixels in W_ and the prediction errors of the pixels in W_ are embedded
with data, and vice versa. Since two sets are processed in the same manner, we only
discuss the case of U .

Different from traditional RDH methods that exploit an advanced predictor to gen-
erate a symmetric PEH, the proposed method utilizes two predictors, including the
rhombus predictor [22] and gradient-based edge direction predictor (GEDP) [26], to
generate two asymmetric PEHs with long and short tails. Specifically, for a pixel z, .
in W, , suppose its four neighboring pixels constitute a set denoted by Spr, namely,
Sy = {®r-1c,Tre1s Tret1, Try1ey. Let two prediction values be iie and jic, namely
Ty = [(Tr—1c + Tryre + Tre1 + Treq1) /4], and &7 is calculated below:

r,C
B = { > Wsp X xs,t/ > ws,tJ : (1)
s,ted s,ted
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where ® = {(r+1,¢),(r,ct1)}, ws; is the weight assigned for z,,, ie., w,_1,. =
/(1 + [Avee] +2[A0 1] + [Avrac]), w1 = 1/ (1 + [Avpe| + 2[|Avpga | +[AV2,]),
Wy 1 = 1/ (14 |Ahy o] + 2 |Ahyc1| + |Abye—a|), and wy .1 = 1/(1 4+ |Ahy o] + 2 | ARy o]
+ ‘Ahr,cfﬂ)' Wy c—1 = 1/(1 + ’Ah/r,c‘ +2 ’Ahr,cfly + ’Ahr,cfQD-

Ah, . is defined below:

( % Z (xTJru,CJrl_erru,cfl)
ue{x1}
4—% (xr,c+2_xr,cf2> ) if Trc S \IIJr;
Ahr,c — . u€%2}<xr+u,c+l - xr+u,cfl> (2)
4 + Z ($T+u,c+2_$r+u,c—2)
ue{£1}
\ +% (l"r,c+1—£Er,c_1) , otherwise.

And, Av, . is calculated as follows:

’% Z (wr+1,c+u_wr71,c+u)
ue{£1}

1 : .
4—2 ($r+2,c_$r72,c) ) if xr,c € \IjJra

— Z (xr+1,c+u_xr71,c+u)
AUT’C - 1 ue{£2} (3)

4 + z (xr+2,c+u_x7‘—2,c+u)
ue{£1}

5 .
[ +5 (Tr41,e—Tr_1,), Otherwise.

After comparing :i"%’c with fcfjc, the larger and smaller numbers are denoted by 2., and

Tmin, respectively. The final prediction value of z,.., denoted by z7 ., is obtained using the
following rule:

Lmin, if Lmin == Lmaz
* Lmin, if Ty S Lmin;
mr,c - e if > 7 . (4)
Tmaxy, I Tre 2 Tmax;

null, otherwise.

The prediction error €, is calculated as e, . = @, . —x; when Ty, > T OT Ty 0 2 Trnag-

2.2. Adaptive feature selection. To efficiently estimate the local smoothness, 16 fea-
tures { f1, fo, ..., fie} derived from Weng et al.’s method [36] are generated for each pixel
T, 16 features are extracted for z,.., and the k' (w;, € {1,2,...,16}) feature is allocated
to the k" weight termed wy,.

16
ls(x,.) = Zwk X fﬁc, (5)
k=1

where /s, . denotes the weighted summation of 16 features.
For the cover image O, the correlation between the absolute value of each prediction
error and the corresponding is calculated using the following formula:

_ cov(pe,ls)
Rper(a) - Ope XOlg

_ Er,<:z€:\ll+ (ET,C_,U»e)X(ZS(JW,C)—/L[S) (6)

\/ > <em—ue>2\/ S (Us(wne)—ps)?
er,c€EV eV 4

where p, denotes the mean value of the total prediction errors in W, s is the mean of
the total weighted features in W, . pe is the vector containing all the prediction errors in
U, and lg denotes the vector containing all the weighted features in W, .
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The sequential quadratic programming (SQP) algorithm [37] is used to calculate the
maximum value of Equation 6, and therefore, the corresponding 16 weights are obtained
accordingly. Each of 16 weights is normalized to a real number in the range of -255
through 255. Subsequently, the absolute values of the 16 normalized weights are sorted
in descending order, so that the features corresponding to the first 8 sorted weights are
chosen. For some cover image, there exist Cg + Cg + C§ + Cg + C§ + C§ + CI + C§ = 255
combinations of 8 features. 255 combinations are sequentially visited to search for the
optimal feature combination for each image, which generates the best power signal-to-
noise ratio (PSNR).

After obtaining the optimal feature combination, all the pixels in W, are sorted in
ascending order of weighted summation of the selected feature combination and then split
into 16 classes {hq, ho,...,hig}. The genetic algorithm (GA) is exploited to search for
the optimal embedding points for each histogram. The detailed implementation details
of GA are mentioned in [38].

2.3. Data hiding.

2.3.1. The additional information. For the £ histogram h,, the improved discrete parti-
cle swarm optimization (IDPSO) [36], rather than the exhaustive search, is used to search
for two optimal bins. Suppose that the two optimal bins of h, are ¢ and ~’. For blind
data extraction and image restoration, the additional information has to be embedded
into the cover image. The additional information for each of two non-overlapping sets,
i.e., U, and ¥_, is mainly composed of the following several parts.

e The selected feature combination of 8 features;

e The parameters associated with IDPSO;

o {0*} il and {v‘} if:l for all 16 histograms;

e The compressed location map (LM) to avoid overflow and underflow. If a pixel in
P, or W_ is valued at 0 or 255, the corresponding bit in the location map is recorded
by 1; otherwise, the corresponding bit is 0. Simultaneously, the pixel valued 0 or 255 is
changed to be 1 or 254, respectively.

The additional information is embedded into the cover image along with the payload.
The border pixels having no sufficient neighbors to predict, are simply skipped, and their
least significant bits (LSBs) are used to carry the additional information. The replaced
LSBs are appended to the payload. The detailed data embedding of e, . in h, is given by

. .
€rec — b7 if €rec = gm

. .

/ Crc — 17 if Ere < ‘gm
s f *.
Erc + 17 I €rc > )

b, if =y

er,c + 9 1 mr,c - 757

where b is one bit of data and b € {0, 1}.

(7)

2.4. Data extraction. The additional information must be extracted prior to the pay-
load from the border pixels. With the aid of the additional information, e, is retrieved

by

e..—1, ife,.. < e*:
Cro = /r,c ’ /r,c >~ ;17 (8)
’ er,c_l'la lfencZ%-

Simultaneously, the embedded bit b is extracted as

0, ife, =0 ande, . =7
b= { 1, ife,.=0—1lande, . =~:+1. 9)
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3. Experimental results. In this section, several experiments are conducted to demon-
strate the superiority of the proposed method. The proposed method is compared with
four related works including Kouhi et al.’s [24], Li et al.’s [30], Wang et al.’s methods [35].
Eight images taken from USC-SIPI [39] are utilized as test images.
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FIGURE 2. Comparison of PSNR versus payload among four methods (con-
tinued).

From Figure 2, it can be clearly observed that the proposed method achieves higher or
comparable embedding capacity than the three compared methods.

4. Conclusion. This paper improves the embedding performing by constructing sharp
PEHs from two aspects: two predictors and adaptive feature selection. Unlike fixed
feature selection utilized in traditional MHM-based RDH methods, the adaptive feature
selection strategy adaptively selects different features for images by considering the sta-
tistical characteristics of images. Two predictors are jointly utilized to include the smaller
predictor errors into data embedding while excluding larger prediction errors from data
embedding. The experimental results also demonstrate the proposed method offer higher
or comparable embedding performance than several related works.
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